Chuong 5
CAC KHAI NIEM VA CAC KY THUAT MANG LAN

Mang cuc bo LAN cho phép céc thi€t bj doc 1ap truyén thong tryc ti€p
vdi nhau trong khong gian hep. C6 4 kiéu k¥ thuat LAN 1a Ethernet, Token
Bus, Token Ring ciia IEEE va FDDI ciia ANSI, dugc quy dinh v phan biét
tai 16p 2 ctia moi trudng OSI.

5.1. CAC CHUAN LAN

5.1.1. L8P 2

Lép 2 cung cdp kba ning truy xust vio mdi trudng mang vi truyén din
vat 1y qua moi trudng, cho phép dit lieu dinh vi duge dich cha mang.

Trong khi 16p 1 chi lién quan dé€n cdc moi trudng truyén tin hiéu, cdc
luéng bit, céc thanh phdn dua dif lieu vio moi trudmg va cdc c&u hinh khéc
nhau thi 16p 2 c6 nhiém vu chinh 14 dua cdc gidi phdp dé lien két dit lieu. Vi
16p 1 khong thé théng tin duge vdi céc 16p & phia trén, 16p 2 1am nhiém vy
nay thong qua LLC (Logical Link Control). Lép 1 khong thé dat tén hay
nhén dién cdc mdy tinh thi 16p 2 ding mot qua trinh ddnh dia chi hay dit
tén cho cdc mdy tinh. Lép 1 khong thé quyét dinh duge mdy tinh nao sé
truyén dir ligu t¥ mot nhém mudn truyén tai clng thoi diém thi 16p 2 ding
hé théng MAC (Media Access Control) d€ giai quyét viéc nay. Lép 1 chi cé
thé 1am viéc v6i ddng cic bit, con 16p 2 c6 thé nhém lai va t6 chifc céc bit
thanh cac khung s& lieu.

Institute of Electrical and Electronic Engineers (IEEE) 1a mot t8 chic
chuyén mon dinh ra céc tieu chudn mang chuyén nghiép. Cac chuin IEEE
(trong dé c6 IEEE 802.3 va IEEE 802.5) 1a cic chudn LAN phé bi€n nh4t
trén the gidi hién nay. Cdc chudn IEEE chi lién quan dén hai 16p duéi cung,
do d6 16p lién két dit lieu duge chia thanh hai phén:

- Chudn 802.2 LLC khong phu thudc k¥ thuat.

- Céc phén riéng biét, phu thudc k¥ thuat cidc phdn ndy két hop chit ché
vdi kha nang két néi cha 16p 1.

IEEE chia 16p lién két dit 1i¢u trong mo6 hinh OSI thanh hai 16p phu:
- Media Access Control (MAC): chuyén ti€p xuéng méi trudmg.
- Logical Link Control (LLC): chuyén ti€p len 16p mang.
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5.1.2. SO SANH MO HINH IEEE VOI MO HINH OSI

Khi chudn IEEE xu4t hién, thoat nhin né khic v6i moé hinh OSI & hai
cich thé hién. N6 dinh nghia 16p s& hitu ciia né (LLC), bao gbm don vi dit
liéu giao thitc PDU (Protocol Data Unit), céc giao ti€p... va xudt hién cic
chudn MAC 802.3 va 802.5, xuyén qua giao ti€p giita 16p 1 va 16p 2.

Can ban, m6 hinh OSI 12 mot huéng dén théng nhat; IEEE xuét hién
sau dé€ giai quyét nhiing v4n dé mang khi ching dugc xay dung. Ching van
dung mo6 hinh OSI, nhung diéu luu ¥ la chic nang ciia LLC va MAC trong
16p lien két dit lieu ciia OSI.

Mot khdc biét khdc giita mé hinh OSI va cdc chudn IEEE 1a NIC. NIC
la noi dia chi 16p 2 cu trd, nhung trong nhiéu ky thuat, NIC ciing c6
tranceiver (mot thi€t bi 16p 1) tich hop trong né va két néi truc ti€p dén moi
truong vat 1y. Vi vay s& 1a chinh xdc néu dac tinh héa NIC nhu 12 thiét bi
ctia ca 16p 1 va 16p 2.

OSI Layers ) LAN Specification
~ IEEE 8022

~ Data Link
. Layer

Hinh 5.1. So sénh va tuong phén I6p 1 va Idp 2 ciia m6 hinh OSI véi chuén ky thuét
cua LAN.

5.2. LOGICAL LINK CONTROL - LLC (Piéu khién lién két logic)

LLC giéng nhau cho moi LAN. MAC chita mot s kh6i riéng biét, méi
khdi dai dién riéng cho timg LAN dang dugc sir dung. Piém manh ctia 802
1a tinh chét chia khéi (modularity) dé chudn héa nhitng céi chung va giir lai
nhimg diém riéng khdc. Vi du 802.1 - lién két mang; 802.3 - LLC; cic
modul MAC: 802.3 - Ethernet-CSMA/CD, 802.4 - Token Bus, 802.5 -
Token Ring...
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LLC cho phép m6t phdn cla 1dp datalink thyc hién chitc ning mét cich
doc lap ddi voi cdc ki thuat ¢6 sdn. Lép nay tao ra tinh linh hoat trong viéc
phuc vu cho céc giao thifc 16p mang trén nd, trong khi vén lién lac hiéu qud
v6i cdc k¥ thuat khdc nhau bén dudi né. -

LLC 1a 16p phu tham gia vao qu4 trinh déng géi. LLC nhan don vi dit
liéu giao thitc 16p mang, nhu 13 cic géi IP, va thém nhiéu thong tin diéu
khién vao dé gidp phan phdi géi IP dén dich clia n6. N6 thém hai thanh
phdn dia chi cla dic td 802.2: diém truy xudt dich vy dich DSAP
(Destination Service. Access Point) va diém truy xudt dich vu nguén SSAP
(Source Service Access Point). N6 déng g6i tr& lai dang IP, sau dé chuyén
xuéng 16p phu MAC dé€ ti€n hanh cdc k¥ thuat déng géi ti€p theo. Vi dy vé
k¥ thuat dic biét ndy cé 18 12 mot trong s6 Ethernet, Token Ring hay FDDI.

5.3. PANH DPIA CHI MAC

5.3.1. CAC DIA CHI MAC VA CAC NIC

M6éi may tinh cé6 mot céch ty dinh danh duy nhat, dit dugc gén vao
mang hay khéng déu c6 mot dia chi vat 1§, hai dia chi vat 1§ khong bao gid
gidng nhau. Ching duge goi 1a dia chi MAC la dia chi vat 1y nam trén NIC.
Khi r&i nhd mdy, nha san xu4t phin cing gan dia chi vat I§ cho mdi NIC
biing cich 1ap trinh vio mét chip cia NIC. Néu NIC dugc thay the thi dia
chi vat 1y cha tram ciing thay d6i theo va tuong Ung c6 moét dia chi vat 1y
mdi. Dia chi MAC duge viét duéi dang s§ Hex, v6i hai dang chinh:
0000.0c12.3456 hay 00-00-0c-12-34-56.

5.3.2. NIC DUNG CAC DIA CHI MAC NHU THE NAO

Ethernet va 802.3 LAN la cic mang Quéng b4. T4t ca cdc tram déu thdy
frame truyén. M&i tram phéi kiém tra m&i frame d€ xdc dinh xem né c6
phéi Ia dich cta frame hay khong. '

Khi thiét bi nguén gl di liéu lén mang, mot phdn quan trong trong qué
trinh géi (tdch) frame tai 16p 2 1a them dia chi MAC nguén va dich vao. Khi
dit lieu lan truyén, NIC trén méi thi€t bi mang kiém tra xem dja chi MAC
clia né cé tring véi dia chi vart 1y dich duge mang trong dir li¢u hay kKhong.
Né&u khong trung, NIC loai bd frame.

Khi dit liéu di ngang qua mdy dich cua n6, NIC clha tram nay s& copy
va |4y dif liéu ra dé cung c4p cho mdy tinh. '
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5.3.3. HAN CHE CUA DIA CHI MAC

Dia chi MAC 1a yéu t6 s6ng con dé thyuc hién chirc nang clia mot mang
mdy tinh. N6 cung cép phuong thic dé cdc mdy tinh c6 thé tu nhan dang,
cung cép cho cdc host mot tén c6 dinh va duy nhat. T6i da 16 dia chi c6
thé. Pia chi MAC ¢6 mot Khuyét diém chinh 1a khong c6 c4u triic va dugce
xem nhu khong gian dia chi phing. Khi ma mot mang mdy tinh 16n, khuyét
di€m nay tr& thanh mot vén dé thuc t€,

5.3.4. PIEU KHIEN TRUY XUAT MOI TRUSNG (MAC)

MAC lién h¢ dén cdc giao thirc ding dé x4c dinh mdy tinh ndo trén moi
- trudng chia sé (mién dung do-collision) duge phép truyén dit lieu. C6 hai
loai MAC t8ng quat: deterministic (1&y luot) va non-deterministic (vao
trude duge phuc vu truéc).

1. Cac giao thitc MAC 4y luot

Tinh huéng nay tuong tu nhu giao thic lien két dit liéu Token Ring, cdc
host rieng biét duge sip x&p theo mot vong tron. Mot roken (thé) dic biét
chay trén vong. Khi mot host muéhn truyén dir liéu, n6 bat 14y token, truyén
dir ligu trong mot thdi gian nhét dinh, sau d6 dat token trd lai vong, dé
chuyén di hoac bi tém bdi céc host khéc.

2. Cac giao thitc MAC khong lay luot

Céc giao thitc MAC khong
ldy lugt diung ti€p can first-
come, first-served (FCFS), cho
phép bt ci tram nao cling cé
thé truyén dir liéu vio bat cg
lic nao. Piéu nay din dén su
dung do. C6 thé phat hién bing
cich liang nghe trong khi
truyén, sir dung giao thitc MAC
da truy nhdp cdm nhdn séng
mang c6 phdt hién dung do
CSMA/CD (Carrier Sense
Multiple Access with Collision
Detection).

Hinh 5.2. Token Ring.

5.3.5. BAKY THUAT MAC
C6 3 ky thuat & 16p 2 1a Token Ring, FDDI va Ethernet.
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Ethernet: C4u hinh bus logic (théng tin chay trén moét bus tuyén tinh)
va cdu hinh sao hay sao m& rong.

Token Ring: C#u hinh ring logic (luéng théng tin dugc diéu khién trén
mot ring) va c4u hinh sao vat 1y.

FDDI: C&u hinh ring logic va cfu hinh ring d6i vé mat vat 1y (n6i day
ring déi). :

Hinh 5.3. Céc ky thuat LAN thong dung.

5.4. ETHERNET

Cong nghé ETHERNET hién dang 12 mot trong cdc cong nghé dugc sur
dung rong rdi nhdt v6i cic giao thiic mang tdng thdp. Trong phdn nay,
ching t6i sé gidi thiéu so bo vé ETHERNET dén véi ban doc

5.4.1. SO SANH ETHERNET VA IEEE 802.3

Ethernet 12 k§ thuat mang cuc bo dugc sit dung rong rai nhat, dugc thiét
ké& 14p vao khoang tréng giita cdc mang cu ly dai t6c do thdp va cdc mang
van phong t6c do cao cu ly rat gidi han. Ethernet phii hgp v6i moi truong
phai mang tai nang, roi rac hay khong thudng xuyeén cé téc do dir lieu dinh
kha cao.

Vao ddu thap nién 80 thé ky XX, tai Palo Alto, California c6 Trung tam
nghién ctu Palo Alto (PARC), 12 noi phién ban nguyén thuy cuia
ETHERNET ra d¥i. PARC la trung tam nghién ctu thu¢c hiang Xerox. Vao
nam 1970, Xerox nghién ctru huéng di trong twong lai ctia minh. Cong viéc
kinh doanh ctia Hang bao gbém: thiét k& san xudt va cung cdp may
photocopy. Xerox c6 nhiéu kién thitc va cic cong nghé di kem cho cac san
phdm d6. Tuong tr nhu vay, hing ciing c6 hiéu ring van phong tuong lai
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phai 14 van phong trang bi mdy tinh va cédc thigt bi ddu cudi, theo dé céc
nhu cdu vé€ mdy photocopy s& giam di, chinh vi vay ma PARC d3 ra d&i.
- Vao nam 1973, mét thanh vién cha PARC 1a Bob Metcalfe di t4p trung vao
giai quyét van dé co ban ciia mang, d6 1a thoi gian cdn d€ chuyén di liéu tix
mdy tinh dén mdy in. Van dé “that mit ¢é chai” khéng ndm & m4y tinh cling
nhu mdy in, that nit ¢d chai da lam thdi gian chuyén dit lieu tir m4y tinh
dén mdy in m4t hon 10 phiit v&i dudng két n6i cao. Didu d6 d3 dugce nghién
ctiu khic phuc va thé Ia ETHERNET ra déi.

Ethernet va IEEE 802.3 chi dinh cdc k¥ thuat twong tu nhau:

- La ¢dc mang LAN st dung co ché truy xuit cdm nhan séng mang cé
phat hién dung d60 CSMA/CD.

- La cdc mang quang b4.

Khéc bigt gitta Ethernet vd IEEE 802.3 r&t mo hé. Ethernet cung cip
cdc dich vy tuong itng v6i 16p 1 va 16p 2 clia mé hinh OSI. IEEE 802.3 dic
ta 1&p vat 1y (16p 1) va phdn kénh truy xuft cla 16p lien két dir lieu (16p 2)
nhimg khéng dinh nghia ra moét giao thifc diéu khién lién két logic LLC. Ca
Ethernet va IEEE 802.3 déu dugc thyc hién qua phdn ciing. Thong thudng,
phén vat 1y cla cdc giao thitc ndy 1a mot card giao ti€p trong mdy tinh hoac
mot mach trén ban mach chinh clita mdy tinh.

5.4.2. HQO ETHERNET
Ethernet quy dinh hai linh vuc:

- Baseband quy dinh tin hiéu s6 (md Manchester), IEEE chia 1am cdc
chudn: 10Base5, 10Base2, 10Base-T, 1Base5 va 100Base-T, 100Base-TX,
10Base-FL, 100Base-FX, 1000Base-T. S6 ddu (10, 100...) 1a t6¢c do di¥ lieu
Mbps. Ky tu cudi (5, T....) 1a do dai cdp cuc dai hoac loai cap, s& cudi ciing
X c6 nghia loai chuén hoat dong duge & mode song cong (full duplex)

- Broadband quy dinh tin hiéu tuong tr (mad PSK). IEEE chi quy dinh
mot chudn 10Broad36.

Base = Baseband

10Bases
Hinh 5.4. Quy udc dit tén mang cla IEEE.

LAN Speed, in Mbps Physical Media Type
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Bang 5.1. Quy dinh cdc chudn ho Ethernet.

Tvpe Medium Maximum Maximum Physical Loglcal
e Bandwidth | Segment Length | Topology | Topology
10BASES Thick Coat 10 Mbps 500 m Bus Bus
10BASE-T | CATSUTP | 10Mbps | 100m E;‘;‘f“ded Bus
Multimode
10BASE-FL Optical Fiber 10 Mbps 2000m \ Star Bus
100BASE-TX | CAT 5 UTP 100 Mbps 100 m _ Star Bus
: Multimode :
100BASE-FX Optical Fiber 100 Mbps 2000 m Star Bus
1000BASE-T | CAT5UTP | 1000 Mbps | 100 m Star Bus

5.4.3. KHUON DANG FRAME CUA ETHERNET

Tai 16p lién két dir liéu, c4u tric frame gdn nhu déng nhé4t cho tét ca
cdc t6c do cla Ethernet tir 10 dén 10000Mbps. Tuy nhién, tai 16p vat 1y hiu
nhu tat ci cdc phién ban cla Ethernet déu khdc nhau vé& co ban véi mdi tée
do déu c¢6 mot tap riéng vé cdc nguyen tic thigt k& kién tric.

Trong phién ban Ethernet dugc phat trién bai DIX, truéc IEEE 802.3,
Preamble va Start Frame Delimiter (SFD) dugce két hgp trong mot field, cho
di mau nhj phan la d6ng dang. Length/Type field chi dugc liét ké 12 Length
trong cdc phién ban dau cha IEEE va chi la Type trong phién bian DIX.
Viéc sir dyng hai field nay duoc két hgp mot céch chinh thic trong phién
bin sau ciing cila IEEE, khi ca hai déu phé bién trong c6ng nghé.

Bang 5.2. Khuon dang frame ciia Ethernet va IEEE 802.3.

Ethernet
7 ' 1 6 8 2 | 46-1500 4
Start of frame {Destination |Source Frame Check
Preamble delimiter Address Address Type Data Sequence
IEEE 802.3
7 1 6 6 2 64-1500 4
Start of frame |Destination |Source Frame Check
Preamble delimiter Address Address Length |Data Sequence

Ethernet II Type dugc két hgp trong dinh nghia frame 802.3 hién hanh.
Node ti€p nhan phai xdc dinh giao thiic cao hon nao hién dién trong mdi
frame dén bing cdch kiém tra Length/Type field. N&u gi4 tri cha hai octet
la bang nhau hay 1én hon 0x600, thi frame dugc bién dich theo mi Ethernet
IT duge chi dinh.
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Vai field dugc phép hay duoc yeu cdu trong mot 802.3 Ethernet la:
® Preamble

o Start Frame delimiter.

¢ Destination Address.

¢ Source Address.

* Length/Type

* Data va Pad (S6 liéu va byte nhéi)
e FCS.

* Extension (md rong)

Preamble 12 mot miu chida c4c bit 1 va 0 xen k& nhau dugc diing dé
déng bo trong hoat dong truyén bat doéng bo tir 10Mbps trd xudng. Céc
phién ban nhanh hon cia Ethernet 13 dong bo thi théng tin dinh thai nay 13
du thira nhung van duge git lai nhdm muc dich tuong thich.

Start Frame Delimiter gém mot file dai mot octet ddnh d&u két thic
phén thong tin dinh théi va chita tudn ty bit 10101011.

Trutmg (Field) dia chi dich (Destination address) chita dia chi MAC
dich. Dia chi dich cé thé 13 unicast, multicast hay broadcast.

Field dia chi nguén (Source address) chifa dia chi MAC cfia nguén. Dia
chi dich ¢6 th€ 12 unicats ciia node Ethernet truyén. Tuy nhién ¢6 mot s¢
giao thifc 4o gia ting khong ngimg si dung va doi khi chia sé mot dja chi
MAC nguén dé nhan di¢n mét thuc thé so.

Field length/Type hd trg cho hai muc dich st dung khidc nhau. Néu gia
tri 12 nhé hon 0x600 thi d6 1a gia tri chi chiéu dai frame. St dung nhu 12
field chi chiéu dai & nhimg noi da c6 16p LLC cung cdp su nhan dién giao
thic. Gid tri loai chi ra loai giao thitc 16p treén s& ti€p nhan di liéu sau khi
Xir 1y frame Ethernet hoan tat. Chiéu dai chi ra s& byte dif liéu ké tir sau
field nay tro di. Néu gis trj bang 0x600 hay 16n hon chi ra loai va ndi dung
cua field dir lieu duoc gidi ma trén timg giao thitc chi dinh.

Data va Pad field c¢6 chiéu dai tuy ¥ mién sao khéng lam kich thudc
frame vugt qué gi4 trj 16i da cho phép. Pon vj truyén t8i da cha Ethernet 12
1500 octet. Noi dung cla field khéng dugc chi dinh. Mot Pad dugc chén
vao ngay sau s¢ liéu ngudi ding khi khong du s§ liéu cho frame dat dugc
mot kich thudc 161 thidu theo quy dinh. Ethernet yéu cdu frame khong dwoc
nhé hon 64 octet va khong duge 16n hon 1518 octet.

Mot FCS chia b6n byte CRC dugc tao ra boi thi€t bi truyén va duge
tinh todn tré lai boi thi€t bi thu dé ki€m tra sy hu hdng cta frame. Vi su sai
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sOt bat cit & dau tir ddu cha dia chi nguén cho dén két thiic cha FCS déu gay
ra sy sai khdc gilfa hai gi4 trj FCS dwoc tinh & nguén va dich, nén kha nang
cha kiém tra bao ham luén FCS. Khong d& dang phan biét gitta sai sét trong
chinh ban than FCS hay trong céc field trudc né trong hoat dong ki€m tra.
Mot vai phuong phép kiém so4t 18i FEC c6 thé phan biet duoc nhy phuong
phép kiém tra- Hamming. '

5.4.4. ETHERNET MAC

Khi nhi€u tram tham nhap mot duong truyén, s& c6 nguy co 14n 4t tin
hi¢u va ph4 hoai 1an nhau. P6 14 hién tuong xung dot (collisions). Do vay,
LAN sir dung mot co cau dé giam thi€u xung dot, tang s6 khung duge
truyén thanh céng, goi 1a da thdm nhdp su dung song mang cé phdt hién
xung dét CSMA/CD.

Trong phwong phdp nay, cdc tram cé dit lieu mudn truyén lam viéc
trong ché d¢ ling nghe trude khi truyén, xem moi trudng mang c6 ban hay
khong. Di€u nay thyc hién bang cdch kiém tra dien th&, n&u 0¥ 1a dudng
truyén im lang va viéc truyén c4 thé bt d4u. Trong khi truyén, thi€t bj ciing
phai lang nghe dé dam bio khong c6 tram ndo khéc dang truyén. Sau khi
hoan thanh, thiét bj s& trd vé& ché do lang nghe.

Pung 40 duge nhan biét khi bien do cha tin hi¢u gia tang. Khi dé, tram
dang truyén s& ti€p tuc truyén dir lieu trong mot thdi gian ngin dé 41 ca cac
thi€t bi déu thdy c6 xung dot. Chiing ding mét giai thuat dé€ quay lui trong
mot khoang thdi gian. Bat ky thiét bi no déu c& géng dat duogc truy c4p vao
moi trudbng mét 1dn nita. Khi hoat dong truyén t1€p tuc dién ra, céc tram lién
h¢ dén dung d¢ s& khong cé mife wu tién truyén.

Ethernet 12 moi trudng truyén quang ba. Nhung chi tram nao ¢6 dia chi
MAC v IP triing dia chi MAC va IP trong frame dit liéu méi duge sao chép
dir liéu. Qua budc nay, tram s& kiém tra 18i cho géi dif lieu. N&u phét hien
16i, g6i di lien ndy s& bi loai bd. Tram dich khong thong béo cho tram
nguén bit chdp géi dit lieu cé dugc ti€p nhan thanh céng hay khéng.
Ethernet 12 mot kié€n triic mang khong tao ciu néi (connectionless) va dugc
thira nhan la h¢ théng phan ph6i ¢ ging nhat (best-effort).

5.4.5. 1I0OMBPS ETHERNET

1. I0BASES

Céu triic mang 10BASES5 (cdp béo) sir dung mot bé thu phat ngoai vi dé
gén két véi card adapter mang hinh 5.6. Thi€t bi thu phat ngoai vi gén chat
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vao cdp déng truc béo. Mot céap loai AUI (Attachment Universal Interface)
chay tir transceiver dén moét DIX connector & mat sau ciia card adapter
mang. Tuong tu nhu d6i véi mang Thinnet, méi mot segment méng déu
phai cé terminator & ca hai dau, va v6i mot ddu sir dung mot terminator
dugc néi dat.

Uu diém chi y&u ciia 10BASES 13 kha nang md réng gisi han vé chiéu
dai clia cable so v6i 10BASE?. Tuy nhién, 10BASES ciing dat ra céc gidi
han cia riéng né. Cic gisi han nay cdn phai duoc xem xét dén khi caj dat
hay sira chita mot mang 10BASES. Tuong tu nhu d6i véi mang 10BASE2,
mang 10BASES ciing ¢6 mot s6 quy dinh riéng bén canh quy tic 5-4-3
nhu sau:

* Khoang céch t6i thiéu gilta cdc transceiver 1a 2.5 meters (8 feet).
e Chiéu dai t6i da ciia mot segment mang 1a 500 meters (1640 feet).

®* D6 dai cable clia toan bé mang khong thé vuot qud 2500 meters
(8200 feet).

* Mot terminator clia segment mang phai duoc néi dat.

* Cip cho bg thu phdt c6 thé ngén dén miic cin thist nhung khong thé
dai hon 50 meters tinh tir transceiver dén computer.

® SO niit mang t6i da trén mot segment mang 12 100 (bao gém ca cic
repeater).

Chiéu dai cta cic cap cho bo thu phat (tr transceiver dén may tinh)
khong duoc tinh dén trong cic phép do chiéu dai cta cdc segment mang va
chiéu dai tng cong ciia toan bo mang. Cic mang Thicknet va Thinnet doéi
khi duoc két hop lai véi nhau trong d6 mét mang xwong séng (backbone)
Thicknet két hop véi cac segment mang Thinnet nhé hon.

]

2,5 m Minimum

Repeater
Terminator with ground ,/
1§ = [N o

Beme ot ot T TR TR e

500 m Maximum

Hinh 5.6. 10 Base-5
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2. 10BASE2

C4u hinh mang 10BASE2 (cép gdy) thudng sit dung thi€t bi thu phat
trén bang mach ciia card giao dién mang d€ truyén va thu nhén tin hiéu cla
mang. Viéc chay day cép déng truc gdy sl dung cdc T-connector loai BNC
duoc gén két truc ti€p vao adapter mang.”M&i mot ddu cable déu phai c6
mot terminator va bt buoc phai ding mot terminator da dugc néi dét & mot
dau cable.

Uu diém chi yé&u cha viéc sit dung 10BASE2 1a gid thanh cia mang.
Khi bét ky mot doan cable ndo trong mang ciing khong cén thi€t phai dai
hon 185 meters (607 feet), thi 10BASE2 thudng la giai phdp chay cable
mang ré nhat.

Terminator

-3:_—-“\\“‘-
0,5 m minimum Transceiver Repsirist
_[__.__ 2 NP s
7 1
Ground =
=]

185 m maximum

Hinh 5.7. 10Base-2

Viéc két n6i 10BASE2 ciing tuong d6i don gian. Méi mot niit mang két
néi truc ti€p vao cable mang bing cdch sir dung mot T-connector dugce gan
két vao adapter mang. D€ cai dat thanh cong thi nguoi thiét k& va cai dat
mang cédn phai tuan theo mot s6 quy dinh riéng clia cdc moi trudng mang
Ethernet 10BASE2 nhu sau:

e Khoang cich ngan nhét giita cdc client 1a 0,5 meters (1,5 feet).

e Phai sir dung céc T-connectors dé két n6i véi connector BNC trén adapter
mang. T-connector phai dugc két ndi truc ti€p voi adapter mang.

e M>bi mot segment mang khong dugc phép vuot qua gidi han vé do dai la
185 meters (607 feet).

e Do dai cable ciia toan bo mang khong thé vuot qua 925 meters (3035 feet).

e S6 niit mang téi da trén mot segment mang la 30 (bao gbém ca céc
client va cédc repeater).

e Mot terminator 50 Q phai dugc st dung & méi mot dau cua bus va
chi duy nhat mot trong s6 cdc terminator d6 phai dugc néi dat.
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¢ Khong dugc phép cé nhiéu hon 5 segments trong mot mang may.
Cic segment mang ndy c6 thé dugc két ni véi t6i da 4 repeater, va
chi 3 trong s6 5 segments dugc phép cé cdc chira cac nut mang.

e Cin phai biét chuyén d6i chiéu dai cua cable tir don vi feet sang don
vi meter va ngugc lai. Mot meter bang 3.28 feet. ;

3. 10BASE-T

" Xu huéng chung hién nay 1a sit dung cable loai UTP (unshielded
twisted-pair) khi xay dung cdc mang Ethernet. Mang 10BASE-T, sir dung
cable UTP, 1a mot trong s6 nhitng mang Ethernet phd bi€n nhét. 10BASE-T
dua trén chuan IEEE 802.3 va h tr¢ t6c do truyén s6 liéu 10 Mbps sir dung
giai tin co sO

10BASE-T c6 c4u tric mang kiéu hinh sao (star topology). Cic niit
mang dugc n6i day vao mot hub trung tam. Hub trung tam nay hoat dong
nhu mot repeater da céng (multiport repeater). Mot mang 10BASE-T hoat
dong tuong ty nhu mot mang bus tuyé€n tinh vé mat logic. Hub trung tam
lap lai tin hiéu t6i tat ca cidc nit mang, va cdc nit mang nay canh tranh véi
nhau dé gianh quyén truy nhap vao moi trudong truyén mot cach tuong tu
nhu thé 1a ching dugc két n6i doc theo mot mang bus tuyén tinh. Cable
UTP st dung céc ddu néi RJ-45 (RJ-45 connectors) va card adapter mang
c6 céc jack loai RJ-45 gén & mat sau cla card.

Cac segment mang 10BASE-
T ¢6 thé duogc két n6i bang cach
stt dung cdc doan cable xuong
séng loai doéng truc hoac
fiberoptic. Bén canh cac
connector loai UTP cua mang
10BASE-T, mot s6 hub cung cdp
them cac connectors danh cho
cable mang Thinnet va Thicknet.
Bing cich gan ké mot
transceiver ctia 10BASE-T vao
céng AUI cua card adapter Hinh 5.8. 10 Base-T
mang, ngudi ta c6 thé sir dung co
cdu b6 tri mdy tinh cia mang Thicknet trong mot mang 10BASE-T.

C#u tric mang hinh sao ciia 10BASE-T dem lai mot s6 uu diém, diac
biét 1a trong céc mang rat 16n. Uu diém ddu tién la mang déng tin cay hon
va ciing d& quan 1y hon, bdi vi cdc mang 10BASE-T sir dung mot bo tap

162



‘trung concentrator (mot hub trung tam). Cac hub nay “thong minh” & chd

chiing 6 thé phat hién ra céc dogn cable bj hong va dinh tuyén luu thong -

trong mang trinh khoi cdc doan cable hong d6. Chinh kha nang nay lam
cho viéc dinh vi va sira chita cdc doan cable hong trd nén d& dang hon.

Mang 10BASE-T cho phép viéc thiét k& va xay dyng mot mang LAN
tﬁ_‘ng phdn mot va c6 thé md rong va phét trién ddn dén mang néu cé nhu
ciy. Diéu nay lam cho 10BASE-T tr& nén linh dong hon hén so véi cdc kidu
mang LAN khéc. 10BASE-T ciing c6 gid thanh tuong d6i thdp so vdi cac
kifu mang LAN kha di khéc. '

Céc mang ¢ c8u triic hinh sao c6 thé stra chita va khic phuc sy c6 mot
céch d& dang hon rat nhiéu so véi cic mang bus. V6i mot mang hinh sao,
mot nidt mang c6 sit ¢6 ¢ thé dugc co 1ap khoi phdn con lai clia mang bing
cdch ngit dudng cable va ndi tryc ti€p niit mang nay véi hub. Néu hub dang
sit dung 12 hub “théng minh” thi phén mém quan ly cha hub va ban than
hub d6 c6 thé thuc hién viéc ngit céng nghi 12 d bi hong. Céc quy dinh
chung cia mot mang 10BASE-T 1a:.

e S6 luong may tinh t6i da trong mot mang LAN 1a 1024.

o Cable mang phai 12 loai UTP Category 3, 4, hoac S (cable loai STP,
Shielded twisted-pair cable, c6 thé ding thay cho UTP.).

o Do dai t6i da cha mdi mot doan cable khéng boc kim (tr hub dén
~ transceiver) 12 100 meters (328 feet).

-» Do d_ai cable néi giita cdc may tinh 1a 2.5 meters (8 feet).
4.10 BASE-FL. -

10BASE-FL 12 mét mang Ethernet sit dung cdp quang. Cac dic trung k¥
thujt ciia 10BASE-FL nhim béo dam t6c do truyén s6 lieu 10 Mbps sir dung
bing tn co s&. Cic wu diém clia cdp quang (vd do ' d6 céc.wu diém cha
'10BASE-FL) ducc thio luan k§ & chuong 3. Céc wu diém quan trong nhat 1a do
dai dudng cable (10BASE-FL cho phép sit dung cable ¢6 chiéu dai 16i da la
2000 meters) va viec 10ai trir duge cdc khé khan phic tap tiém tang ¥8 dien.

5.4.6, 100MBPS ETHERNET. |/~ ="
100Mbps Etheinet cling dugo 56

g1 FastEthemetHal cong nghe da

trd nén quan trong Ia: 100BASE-TX si dung dudng truyén cip déng xoén
UTP va 100 BASE-FX st dung duding tuyéii cp:quang don mode.

 Ba dic tinh phé bién d6i v6i 100BASE-TX va 100BASE-FX la chc

thong s6 dinh thdi, dinh dang frame va céc phan xit 1§ truyén. 100BASE-TX

163



va IOOBASE-FX d&u chia s& c4c thong s6 dinh thdi. Luu ¢ ring mot thdi bit
trong 100-Mbps Ethernet 1a 10ns. .

Khuon dang frame 100-Mbps gi¢ng nhu fraine 10-Mbps.

Fast Ethernet ¢6 t6¢ d6 g&p 10 14n 10BASE-T. Boi sy tang t6c do nay
nén phai hét sic cén trong, céc bit dugc truyén trong mot khodng thai gian
hét sitc ngén v6i tdn xust cao. Céc tin higu tdn s6 cao nay r&t mém yé&u
trude tap am. Dép lai cdc v4n dé nay, hai buéc ma hod tich biét dugc ding
trong 100 - Mbps Ethernet. Budc mi hod d4u ding k§ thuat duge goi 1a
4B/5B, budc thif hai 12 sy ma hod - dutng day thuc 1€ duge chi dinh trong
c4p ddng hay cép quang.

Bang 5.4. Céc thong s6 hoat d¢ng cia 100 Mbps Ethernet.

" Théng 88 Gia trj
Bit Time | _ 10 nsec
Siot tme | [ 512 bittimes
Interframe Spacing : 96 hit
Collision Attempt Limit . ‘ ~ I ECEE
Collision Backoff Limit | 10
Collision Jam Size 1 32 bits
Maximum Untagged Frame Size 1518 octets
Minimum Frame Size 512 bits {64 octets)

1. 100BASE-TX

~ Vo ném 1995, 100 BASE-TX da la chudn, ding Cat5 UTP, tr& nén
thanh céng vé mat thuong mai.

Nguén goc ciia Ethernet cip déng tryc 1 truyén bén song cong, chi mot
 thiét bj dugc phép truyén vao bét cif thoi diém nao. Tuy nhién, vao nam 1996,
Ethernet d dugc mé rong dé bao gom fuon kha nang song cong hoan toan vao
cho phép rihiéu hon mot PC ¢6 thé truyén déng thdi vao mot thoi diém.

Cic switch thay th& nhanh chéng céc hub. Céc switch c6 kha nang song
cong hoan toan va kiém soét nhanh cdc Ethernet frame. '

100BASE-TX diing ma hod 4B/5B, dugc x40 tron va dugc déi thanh céc
m@Gc MLT-3 (multilevel  transmit-3). 100BASE-TX truyén luwu lugng
100Mbps theo ché do bdn song cong. Trong ché do song cong hoan toan,
100BASE-TX ¢6 thé truyén luu luong 200Mbps. Khai niém song cong hoan
toan s& trd nén quan trong khi t6c d¢ Ethernet tang 1én.
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2. 100BASE-FX

Khi ma Fast Ethernet dua vao cép déng duge gidi thiéu thi mot phien
" ban cép s¢i quang cling dang 1a diéu mong ‘mudn. Mot phién ban s¢i quang
" ¢6 thé ding cho céc tng dung backbone, cdc ket néi gifta céc tdng va céc
" building, noi ma cdp déng khong dugc chudng va ciing 12 mong mudn trong
céic moi trudmg c6 tap Am nang. ' A

100BASE-FX dugc gidi thigu nhim thod man nhu cdu ndy. Tuy nhién,
100BASE-FX chua bao gi& duge cong nhan 1a thanh cong. D6 12 1§ do ma mdi
day xu#t hien cdc chufn Gigabit Ethernet cap déng va cép quang. Cic chuén
Gigabit Ethernet hién nay dang ia mét cong nghé chi€m wu thé trén céc 14p dat
mang dudng truc, ddu chéo téc do cao va céc nhu cdu vé ha ting chung.

Pinh thdi, dinh dang frame va hoat dong truyén 1a it ci nhing g
chung nhét cho ci hai phién ban 100Mbps Fast Ethernet. 100BASE-FX
ciing ding ma hod 4B/5B. -

Kha ning truyén 200 Mbps 12 hoan toén ¢ thé bdi sy tach biet giira
dudng thu v dudng truyén trong 100BASE-FX optical fiber.

Bang 5.5. Chan tin hi¢u 100BASE-FX

Tin higu

1 Tx (LED and laser transmitters)
2 Rx (high-speed photodiode detectors)

Bang 5.6. Vi du vé c4u hinh kién tric va chiéu dai cdp

Kifntrac | 100BASE-TX 100BASE-FX 100BASE-TX and
Station to Station '
Station to Switch om ' atom’ _ NA
- Switch to Switch - A o : _ 12m : D :

(half or full duplex}’
One Class 1 . . _ _ A 00m (TX
R t - . : 1.

epeater 200m 272@ | 160.8m X
(half duplex) . -
One Class |l 1. .

100m (TX)

R t

epaater 200m 320r_n 206m (FX)
(half duplex)
Two Class Il T

105m (TX)

R t

epga ars 205m 228m | 211.2m (FX)
(half duplex) '
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5.4.7. GIGABIT ETHERNET

1. 1000-Mbps Ethernet

 Chufin Gigabit duge st dyng trong moi trudng truyén 13 cép d6ng

hodc cdp quang. Chudn 1000BASE-X, IEEE 802.3z, cho biét mot hoat
dong truyén song cong hoan toan t8c do’ 1Gbps truyén qua cép s¢i quang.
Chuén 1000BASE-TX, 1000BASE-SX va 1000BASE-LX didng ciing céc
thong s§ dinh thdi, nhu trinh bay trén béng 5.7. Gigabit Ethernet frame cé
cing dinh dang v6i 10 vad 100-Mbps Ethernet. Tuy vao sy thyc hién,
Gigabit Ethernet c6 thé ding cdc qué trinh khéc nhau d€ bi€n 46i frame
sang bit. Bing 5.8 trinh by cdc dinh dang Ethernet frame.

Bang 5.7. Céc thong s& hoat dong cua Gigabit Ethernet

Théng 88 Gia tr|
Bit Time 10 nsec.
Slot time 40986 bit times
interframe Spacing 96 bit
Collision Attempt Limit 16
Collision Backoff Limit 10
Collision Jam Size 32 bits
Maximum Untagged Frame Size 1518 octets
Minimitm Frame Size 512 bits {64 octets)

'_ Bﬁng 5.8. Ethernet frame

. : : Etharn‘et Frame
Preamble | SFD | Destination | Source | Length Type | DataPad FCS
7 1 6 8 2 46101500 [ 4
Sy khdc biét gifta céc chusn Ethernet, Fast Ethernet va Gigabit Ethernet
12 & mitc vat 1y. T6c do gia tang trong cdc chufn méi nay, khoéng thoi gian
bit ngén hon ddi hoi phdi ¢6 sy quan tam dic biét. Vi céc bit duge dua lén
dudmg truyén trong mot khodng thdi gian ngén ~2 thudng xuyén nén dinh
thavi 12 hét sifc quan trong. Hoat dng truyén t6c do cao yéu cdu cic tin s6
ké can d€ céc gi6i han bang tl_iOng duong truyén cap déng. Diéu nay khién
cho céc bit mém y&u hon d6i v6i nhiu xay ra trén dudng truyén.

Cic vin dé nay yeu cdu Gigabit Ethernet ding hai budc ma hod riéng
biet. Hoat dong truyén s6 lieu dugc lam cho hiéu qua hon bang cich dung
céc mi dé biéu dién céc ludng bit nhj phan. S6 lieu dugc mi hod cung cdp
s dbng bo, sir dung bang thong hiéu qua va cai thi¢n dic tinh SNR (Signal-

* to-Noise Ratio). SNR la ty s& gifta ning lugng tin hieu va ning luong nhiéu
trén kénh tinh bing Decibel. '



* 2.1000BASE-T

Khi Fast Ethernet dwgc lip dat dé tang cudng bang thong cho céic
workstation, diéu nay bt ddu tao ra cic “c8 chai” trong céc ludng s6 litu
huéng len mang. 1000BASE-T (IEEE 502.3ab) d& dugc phat trién &¢ cung

~cfp thém bang thong gilp xoé bé cdc “cd chai” nay. Fast Ethernet dugc’
thigt k& dé hoat dong qua cép UTP Cat 5 va diéu nay ddi hoi cdp phéi qua
duge phép thir Cat Se (1000BASE-T va Cat 6). Mot trong céc thudc tinh
quan trong nhét ciia chuén 1000BASE-T 12 n6 c6 thé lien két hoat dong véi
10BASE-T va 100BASE-TX. '

Vi cdp Cat Se c6 thé truyén tai mot cich tin cAy dén luu lugng 125
Mbps, nén dé dat dugc bang thong 1000Mbps 12 mot thdch thic d6i véi
thi€t k& Budc dau tien d€ tao dung 1000BASE-T 1a ding t4t ca b6n doi day
thay vi hai d6i theo truyén th6ng trong 10BASE-T hay 100BASE-TX. Diéu
nay dugc thyc hién bing c4c mach phic tap d€ cho phép hoat dong truyén
song c¢ong hoan toan trén cing mot doi day. Diéu nay cung cép 250Mbps
trén mot doi. Vi tit ca bén doi day ta c6 1000Mbps. Vi thong tin di

“chuyén mot cich dong thdi xuyén qua bén dudng din, nén tai mdy phat
mach nay phai chia c4c frame ra va tai mdy thu s& tdi nhap trd lai.

3. 1000BASE-SX va LX

Chuin IEEE 802.3 cho ring Gigabit Ethernet chay trén c4p sgi quang
12 cong nghe thich hop cho backbone. Pinh dang frame va hoat dong truyén
13 gi6ng nhau d6i véi tat ca cdc phién bin cla 1000 Mbps. Hai lugc d6 mé
ho4 tin hiéu duge duge dinh nghia tai 16p vat 1y. Luge dé 8B/10B dugc dung
cho sgi quang cép va déng dugc bao vé va PAM 5 dugc ding cho UTP.

' 1000BASE-X dung 8B/10B bién d6i sang ma hod dudng day NRZ. Mi
hoé NRZ dya vao mic tin hi¢u duge phat hién trén cira s8 dinh thdi dé xdc.
. dinh gi4 tri nhi phan cho thdi bit nay. Khong gidng nhu hdu hét céc luge d46é
mi hod d& dugc mo 14, luge 46 mé hod nay diéu khién theo mitc chif khong
phai theo sir chuyén mitc. C6 nghia 12 sir xde djnh mot bit 12 0 hay 1 cén c@f
. viio mufc dién p nlign biet vio thdi diém 1y méu. |

tin higw NRZ dvgc
" cdc ngubn phat song: cﬁbuécsongnsﬁn hay dai. Buéc s6ng ngén dng laser

850 nm hay LED véi soi d& mode (100BASE-SX). N6 c6 gié thanh thdp
nhung cu ly truyén ngdn hom."Laser’1310 nm v6i budc séng dai ddng sgi

| 7 dvtoc: phét du6i dang xung vao cép soi quang sit dung

don mode hoac da mode (1000' BASE-LX). Ngudn laser dung v6i soi don
mode c6 thé dat khoang céch truyén d&n 5000 mét. Laser va LED déu hoan
* thanh mot lugt déng mé theo céc khodng thdi gian nén 4nh sang phat ra
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theo dang xung ding cong sudt thdp hay cao. Gid tri O luan 1y dugc bidu
didn bi mic cong sudt va gi tri 1 duge biéu dién bdi cong suit cao hon.

Phuong phép diéu khién truy nhip moi trudng (Media Access Control) -
xem lien k&t nhu 1a diém ndi didm. Vi céc sob quang téch biét duge ding
cho truyén va nhan nén lien két ndi vén 13 song cong hoin toan. Gigabit
Ethernet chi cho phép mot repeater gilta hai tram. Hinh 5.9 12 mot dé thi so
s4nh céc dudng truyén cho 1000BASE Ethernet. :

B Su Single-mods
1000BaseLX . |
—1300 nm | 50 um Mulimede :
! 1
L grassicd 62.5 um Multimed |
[} f :
1000BaseSX ‘50 um Muitimode :.
0 am s 2.5 um Multimode :|
- i oo !
) ) |
Voo -
1000BaseCX o :
Copper R 1 !
LIS 1 1 T I
25m 250 m 440 m>350 m 3 km
Machine Room Buikding Backbones Campus Backbone

Hinh 5.9. So sénh céc duong truyén Gigabit Ethernst.

5.5. TOKEN RING

IBM phit trién mang Token Ring ddu tién vao nhimg nam 1970, hi¢n
* nay 1a k§ thuat LAN chi yéu cha IBM, va dimg sau Ethernet IEEE 802.3.
" IEEE 802.5 1a chudn cho céc k¥ thut mang ciing dang hay twong thich vdi
« mang Token Ring cua IBM. -

'~ 5.5.1. KHUON DANG CUA TOKEN RING
1.CécTokes
Csc token chiéu dai 3 byfe, gém mot byte x4c dinh ranh giéi ddu start
delimiter, mot byte diéu khién ‘truy xudt access control va mot byte xac
dinh ranh gi6i cusi end delimiter. Start delimiter béo dong cho mdi tram 1a
c6 token d€n hay c6 mot frame dén. '
2. Byte diéu khién truy xuét (Access Control Byte)

Byte diéu khién truy xufit chita trudng wu tién (priority field), field gii chd
~ (reservation field), token bit va bit gidm sét (monitor bit). Token bit dung dé
~ phan bi¢t mot frame 14 token hay frame dit lieu (hay frame 1énh), bit gidm st
 xfic dinh mot frame c6 tiép tuc chay trén mach vong hay khong.
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End delimiter 12 d4u hiéu két thic mot token hay mot frame thudng,
chita cdc bit ma noi dung cé thé néi 1én dugc frame bi hong, mot frame 1a
cudi cling cia mot tudn tu logic nao dé.

Hinh 5.10. Khuén dang cla Token Ring.

5.5.2. TOKEN RING MAC

Token Ring va IEEE 802.5 1a céc vi du tiéu biéu clia cdc mang chuyén
token. Mot frame nho chay xung quanh mang dugc goi la token. Sy sO hitu
token déng nghia véi duge gan quyén truyén dir lieu. Néu mot node nao dé
nhan token ma khong c6 thong tin dé truyén, né chuyén token dén tram
cu6i k€& ti€p. Mdi tram c6 thé giir token trong moét khodng thoi gian t6i da
tdy vao dic ta clia k¥ thuat duge trién khai.

Khi token dugc chuyén téi host c6 thong tin cdn truyén, host bét ldy
token va thay déi token bit clia né. Lic nay, token trd thanh mot tudn tu
danh d4u ddu frame. K€ ti€p host gén ti€p cdc thong tin mudn truyén vao
token va truyén frame méi nay dén tram k€ trén vong. Khong c6 token trén
vong trong khi frame dir liéu chay vong trén ring, trir khi ring c6 hé tro giai
phéng token sém. Cac tram khac trén mach vong khong thé truyén dit liéu
tai thoi diém nay ma phai dgi token tré nén sdn sang. Cdc mang Token
Ring khong xay ra dung do.

Frame thong tin chay vong trén mach vong cho dén khi dat dén tram dich
ma né hudng t6i, tram dich s& chép thong tin dé xir 1y. Frame thong tin s€ ti€p
tuc chay vé tram nguén, tai day né s& bi loai bo. Tram ngudn hoan toan ¢ thé
xédc dinh dugc frame da dugc ti€p nhan va dugc chép bai tram dich hay chua.
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Khong giéng nhu cdc mang CSMA/CD hay Ethernet, cic mang chuyén
token 12 doén truéc dugc. Diéu nay c6 nghia 1a c6 thé tinh todn dugc thoi
gian t6i da s& chuyén truéc khi mot tram b4t k¥ ndo cé thé truyén, nén
mang Token Ring 1y tudng cho céc {ng dung ma yéu cdu bat ky thoi gian
tré ndo déu phai dodn trudc dugc hodc cudng do ]am viéc ctia mang la y&u
t6 quan trong. Cdc moi trudng ty dong & nha mdy 12 céc vi du vé cdc hoat

dong mang cudng do cao c6 thé dodn trude duge (deterministic).

Hé thong wu tién

Céc mang Token Ring dung h¢ thng uu tieu cho ngudi dung dac biét
nao d6, cdc tram cé uu tién cao s& dung mang thudng xuyén hon. Céc frame

ciia Token Ring c6 hai field dé diéu khién wu tién: priority field va
reservation field.

Hinh 5.11. Token Ring.

Chi céc tram c6 mic uu tién ngang bing hay 16n hon gid tri uu tién
chita trong token m&i c6 thé bat token. Khi token da duogc bét 1dy va thay
" d6i dé trd thanh mot frame thong tin, chi céc tram v6i gid tri uu tién cao
hon-gié tri uu tién ctia tram dang truyén m&i c6 thé dang ky giit chd cho lan
chuyén ké. Token k€ ti€p dugc phét ra bao gbm gid tri uu tién mic cao clia
tram dang ky. Céc tram gia tang muc wu tién clia token phai phuc h6i mic
wru tién ban dau khi hoat dong truyén clia ching hoan tat.

5 5.3. TRUYEN TIN HIEU TREN TOKEN RING

M3 hod tin hiéu 12 mot phuong phép t8 hop ca thong tin ctia déng hoé va
dit liéu vao trong mot ludng tin hiéu truyén qua moi trudng. Cdc mang
Token Ring 4/16Mbps dung ma héa Manchester vi phan.

e Khong c6 cuc tinh tai ddu cua thoi bit: 1
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e

e Thay déi cuc tinh tai d4u cta thai bit: 0

5.6. FDDI

FDDI (Fiber Distributed Data Interface - Giao dién dit liéu phan tdn sgi
quang) 12 cong nghé mang téc d¢ cao do uy ban X3T9.5 cha ANSI
(American National Standards Institute) phét trién vio giita nhilng nam
1980. Ban ddu duoc thi&t k& cho cdp quang (FDDI) nhung ngay nay né
cling hé cép ddng v6i khoang cdch ngidn hon (CDDI). Chuén nay dugc phé
bién trong mang LAN.. FDDI ¢6 t8c 49 dit liéu 100Mbps va ding d6 hinh
vong kép dy phong, hd trg 500 tram véi khoang cdch cue dai 100km. Véi
khoang cdch nay FDDI ciing duge diing cho mang MAN.

FDDI dugc ding rong rdi cho ¢6 hinh dudng truc. C4c phan doan LAN
n6i vao dudng truc nay, cng véi cdc may mini, mainframe va céc hé théng
khdc. Cic mang nhd v6i it thanh phdn LAN c¢6 thé ding dudng truc
Ethernet dé ti€t kiem chi phi. Cdc mang 16n nhiéu thanh phdn LAN v cé
luong luu théng 16n thi nén sit dung FDDI. D€ ¥ ring Ethernet t6c do cao
nhu Fast Ethernet va 100VG-AnyLAN c6 thé cung c4p cdng chitc ning nhu
FDDI, nhung do gi6i han vé khoing cdch nén ching khéng thich hop véi
céc dudng truc ding trong pham vi 1anh thé rong 16n.

5.6.1. PINH CAU HINH FDDI

Chiéu dai 16n nhat cha ring 12 100km. Khoang céch 1én nhit giita cic
tram ké nhau 1a 2km. V& mat vat ly 12 mot ring nhiéu cay, nhung vé mat
logic, toan bo mang tao nén moét vong cha cac k&t ndi diém - diém gidta céc.
tram ké nhau. Haj ring FDDI ¢é tén 12 ring so cdp va ring thit c4p. C6 thé
ding cé hai ring dé truyén din hoac chi dung mét con mot dy phong trong
trudng hgp vong so cdp ¢cé sir ¢d.

Trong cdu hinh ring d6i (dual-ring configuration), tai trén mdi ring di
chuyén theo hai chiéu nguoce nhau. Cé ba loai thiét bi ¢6 thé két n6éi vao ring:
o Class A, hay DAS (dual-attachment station): gin vao ca hai ring,
ching han mdy chil gidi quyét trudng hop khin cfp va cdc thiét bi
di kém.
* DAC (dual-attachment concentrator): ndi vao ca hai ring va cung

cp diém ket n6i cho cdc mdy tram.

e Class B, hay SAS (single-attachment station): nGi vao ring so cap
thong qua bo tap trung concentrator.
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Bo tap trung dam bao rang mot 16i, hay su tat nguén cia bat ky mot
SAS nao khong ngat duoc ring. Pidu nay dac biét hiru dung khi cdc PC, hay
cac thiét b twong ty g4an vao ring ma déng ngéat nguén thudng xuyeén.

FDDI

=(_'.mec|1l'r;it0r

i i

Hinh 5.12. Cac node FDDI: DAS, SAS, Concentrator.

5.6.2. MOI TRUONG FDD]

Dac trung rieng ciia FDDI 13 truyén béng soi quang, so véi day déng c6
uu diém:

* Béo mat: khong phat c4c tin hi¢u dién nen khong thé mic r& mot
cdch don gian.

* Tin cay: loai bd duoc cic xuyén nhiéy dién.

¢ Téc do: thong lugng cao hot.

Laser
Light
Source

Single Mode —_— m
LED —_— |

ight
Multi-mode §_o_ur_c£‘ fe(‘:" Sl
[\ZL\_/

Hinh 5.13. Cac nguén sang khac nhau déi vOi cap quang don va da mode.
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5.6.3. KHUON DANG CUA FDDI FRAME

Hinh 5.14. Khuén dang ctia FDDI.
Preamble: chuin bj frame truyén di tai méi tram.

Start delimiter: chi ra vi tri bt ddu cla frame, va bao gOém cac mau
dau hiéu phan biét né véi phan con lai ctia frame.

Frame control: chi ra kich thuéc clia truong dia chi, frame chia dir
liéu déng bo hay bt déng bo va cic thong tin diéu khién khac.

Destination address: chifa dia chi don, nhém hay quang ba, 6 byte
(gioéng Ethernet va Token Ring).

Source address: chi ra tram truyén frame, 6 byte (gi6ng Ethernet,
Token Ring).

Data: thong tin diéu khién hay thong tin danh riéng cho mot giao
thitc muc cao.

Frame check sequence: dugc lam ddy boi tram nguén bing céch
tinh todn CRC, gid tri phu thudc vao noi dung frame. Tram dich tinh
todn trd lai gid tri nay can c vao thong tin trén frame nhan duoc va
so sanh v&i gid tri cii d€ xdc dinh xem frame c6 bi hdng trong khi
chuyén hay khong, néu hong frame s& bi hiy bo.

End delimiter: chi ra vi tri két thiic frame.

Frame status: cho phép tram nguén xdc dinh xem c6 18i xay ra hay
khong va frame c¢6 dugc chdp nhan va sao chép bai mot tram dich
hay khong.
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5.6.4. FDDI MAC

FDDI dung phuong phip truy cap token-passing (truyén token) nguyeén
tic ging nhu Token Ring. Tuy nhién, FDDI hé trg phan phdi bing thong
mang theo thdi gian thuc, nhdy 46 FDDI r4t ly tudng cho mot s6 iing dung
khéc nhau. -

Phuong phéip tham nhap : FDDI ¢6 ba ché do truyén. Hai ché do déng
bo va khong déng bo, 12 chuén ban ddy. Ché do thit ba, thiét 1ap mach, cung
cép cdc mach chuyén dyng wu tién cho thoai va cdc dir liéu thoi gian thuc
khdc. Che d6 nay c6 trong chufin FDDI méi, va cdn phai sir dung card méi.

Ché d6 khong déng b6 dua tren token, M6t tram bat ky ¢6 thé truy cap
mang bing cdch nim gitr token. Trong ché do nay, luéng luu théng khong
¢ do wu tien. Thong tin thuoc loai khoéng nhay vé thai gian, goi 1a cic
khung A (asynchronous).

Ch€ do chuyén token ddng bo cho phép wu tien. Céc card FDDI v4i kha
nang déng bo cho phép danh rieng mét phdn bang théng cho cic luéng
thong tin nhay bén vé thai gian (&m thanh v anh dong). Cic tram khong
déng bo s& chia nhau phin con lai. Khi nang ddng b¢ dugc b8 sung bing
cdch nang c4p phdn mém.

5.6.5. TRUYEN TIN HIEU TREN FDDI

Ding co c&u ma 4B/5B. Maéj doan dir ligu 4 bit dugc thay th€ bing m3 5
bit trude khi ma NRZ-L S& di phai thém mot bit vi trong m& NRZ-I néy
chuéi lien ti€p cdc “0” kéo dai c6 thé bi mat déng bo, 4B/5B cho thdy trong
mot doan khéng c6 qua 2 bit “0” lien 1i€p. '

5.6.6. FDDI-II
FDDI-IT duge thi€t k& cho cic mang cin chuyén tai dir lieu thoi gian

thye. Day 12 mot cai tiéh cia FDDI nhdm hé trg di ligu déng bo nhu thoai
va hru théng ISDN. FDDI- II d6i hoi tdt ca cdc nt mang phai s dung
FDDI-II; néu khong mang sé chuyén ddi vé FDDI. Céc tram FDDI sin c6

cdn dugc tich ra thanh mang riéng,

FDDL-II ding kg thuat da hgp (multiplexing) dé chia bang thong
thanh 16 mach chuyen dung gitdp chuyén taj ding gi¥ d6i véi cdc lubng
lvu thong duge wru tien. Cdc mach nay cé téc do tir 6.144Mbps dén
99.072Mbps. Ly do khdc bi¢t 1a bang théng duge cdp phét cho b4t ky
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tram nao cé do wu tién cao nhdt, M&i kénh cé thé chia nhd dé tao nén
téng cong 96 mach 64Kbps.

Céc kénh nay c6 thé hé trg luéng khong déng bo hoic ding thei. Céc
khe thdi gian dugc cdp phét d€ truyén di lieu. Céc tram ¢6 wu tién sir dung
mét s6 khe nay dé chuyén tdi dit lieu ding gidi. Néu c6 céc khe khong sir
dung, chiing dugc c&p phdt titc thdi cho céc tram khéc.

FDDI-II chua trd thanh cong nghé duge sit dung rong rii vi né khong
tuong thich thi€t k€ FDDI hi¢n hanh. Mot 1y do khédc 1a Ethernet 100Mbps
va ATM cung cap giai phép t6t hon trong da s6 cic trudng hop.
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Chuong 6
INTERNET

6.1. INTERNET VOI MO HiNH THAM CHIEU TCP/IP

6.1.1. GIOI THIEU INTERNET

Internet 1a mot he th6ng gém cdc mang may tfnh dirgc lién két véi nhau
trén pham vi toan thé gidi, tao diéu kién thuan loi cho cdc dich vu truyén
thong di litu, nhu dang nhap tir xa, truyén t&p tin, thu tin dién tlr va cdc

nhém théng tin. Internet 13 mot phuong phdp ghép néi cdc mdy tinh, phdt
trién réng rai tm hoat dong ctia timg he théng thanh vien,

Nguén gé6c Internet 12 h¢ théng may tinh ciia Bo Qudéc phong My, mang
ARPAnet, mot mang thi nghiém duogc thiét k& tir nam 1969 dé tao diéu kién
thuan loi cho viec hop tdc héa khoa hoc cdc céng trinh nghién citu qudc
phong. ARPAnet di néu cao trist Iy truyén thong binh déng (peer-to-peer),
trong d6 mbi m4y tinh cia hé théng déu c6 kha néng néi chuyén véi bat ky
may tinh thanh vién nio khic,

Mac dd mo hinh OSI dugc chdp nhan réng rai khip noi, nhung chuin
md vé k¢ thuat mang mang tinh lich sir cia Internet lai 1a TCP/IP
(Transmission Control Protocol | Internet Protocol). M6 hinh va céc giao
thitc TCP/IP tao kha nang truyén dir lieu giita haj may tinh b4t cif noi nao
trén the gidi, toc do gin bang t6c do anh sdng.

Mang Internet két néi cdce mdy tinh khong phan biét ding cdp va khong
¢6 h¢ diéu hanh trung tam ca mang. Internet tao ra mQt cong déng binh
ding cha nhifng ngudi sit dung. Moi ngudi tham gia vao Internet déu cé thé
gui di, nhan lai va tim ki€m t4t ¢ nhing gi ho muén. Internet hoat dong
lién tyc suot ngay dém, nhung khong mot ai thue su “chay” Internet, ciing
chéng c6 ai chiu trdch nhiem vi khong c6 mot co quan, t6 chitc ndo quan ly
va trd chi phi cho Internet.

T8 chic c6 vai trd diéu phdi t6i cao cdc hoat dong chia Internet 1a Hiép
hoi Internet ISOC. Pay 13 t6 chitc phi loi nhuan, tap hop cédc c4 nhan va 14
chifc tv nguyén tham gia, hoat dong nhim khuyén khich va phét trién sir
dung Internet trén toin the gidi. Co quan lanh dao cao nhit ciia [SOC I
Ban kién tric Internet (Internet architecturre board-IAB). IAB xem xét cic
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- chudn lién quan va céc quy dinh cAp phét tai nguyén. Tiéu ban dac nhiém
k§ thuat Internet (Internet engineering task force-IETF) ctia IAB giai quyét
cdc vén dé he wrong vé k¥ thuat.

T nam 1992, do nhu cdu ting nhanh cia Internet, viéc cdp phat dia chi
cho mdy tinh cla ngudi sir dung (host) duge phan cdp cho céc trung tam
thong tin mang (Network information center-NIC) ciia céc khu vue dam
nhan. O hai khu vie chau A- Th4i Binh Duong, hién méi ¢é hai NIC quéc
gia cha Nhat Ban va Han Quéc. Hién tai APNIC vin chiu trach nhiém diéu
hanh va phan phdi dia chi cho cdc host & Viét Nam.

6.1.2. CAC LGP CUA MO HINH TCP/AP VA SO DO GIAO
THUC TCP/IP

Ciu tric mot mang Internet (mé hinh TCP/IP) gém bén 16p (hinh 6.1)
va 5o d6 giao thifc TCP/IP (hinh 6.2).

Application

Transport

Internet

Network Access

Hinh 6.1. M0 hinh TCP/IP

1. Lép iing dung: Cic van dé lién quan dén Gng dung vao mét 16p, nhu
ki€m sodt cdc giao thc mitc cao, cdc vin dé cia 16p trinh bay, ma héa va
di€u khién hoi thoai. Lép nay dam bao dif lieu duge déng géi thich hop cho
16p K€ tip.

Mot s§ ing dung phé bién clia ting iing dung:

Trong TCP/IP, & trén tdng giao van 13 tdng ing dyng va tdng nay chia
moét s6 16n cdc ing dung, cu thé 1a:

- X: day la mot hé théng cira s§ ¢6 thé thyc hién trong méi trudng
multivendor

- TELNET: cung cdp dich vy truy nhap tir xa

- FTP (File transfer protocol- giao thitc truyén tép): cung c4p kha nang
truyén tép giita cdac hé théng

- SMTP (Simple mail transfer protocol- giao thifc truyén thi dién tir don
gian): cung cdp dich vy thu tin di¢n 1l (e-mail) cho ngudi sir dung.
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- DNS (Domain name service): dich vu tén mién duoc thiét k& dé gij
quy€t vdn dé dia chi dén trong mang TCP/IP. Pay 1a mot phuong phép da
duge ty dong hod dé nhdm cung c4p dia chi ciia mang ma khoéng cdn phai
cap nhat cdc bang host mot cdch thii cong.

- TFTP (Trivial file transfer protocol): ting dung ciia giao thiic UDP nay
duge sir dung hiéu qua nh4t trong qué trinh khai dong cdc thi€t bi mang.
TFTP chi 1a mot giao thic truyén t¢p tin don gian st dung UDP nén né rat
thich hop cho viéc tai xuéng cdc phdn mém vao céc thi&t bi mang trong qué .
trinh khoéi dong.

- SNMP (Simple network management protocol- giao thitc quan ly
mang don gian): phdn 16n céc mang TCP/IP duge quan 1y theo kidu SNMP.
SNMP dugc sip dat dya trén co s& “nhan vién va quan tri”. Cu thé 14 “nhan
vién” thu thap thong tin vé cdc host (m&i thiét bj chay mét chuong trinh con
thu thap théng tin) sau d6 cung cép céc thong tin nay cho bo phan quan 1.
Bo phan quan 1y s& bao quan va luu gii cdc thong tin thu duge vé& cdc host
tham gia vao mang,

- NFS (Network file server- he théng tap tin mang): day 1a hé théng
dich vu phan ph6i va cung cdp c4c tap tin dung chung cho méi trudmg
mang. Nh& NFS ma céc thu muc chung khong thuc sy tén tai trep mdy tram
thanh vién cia mang, s& xu4t hién nhr 12 mot phén cta hé théng thu muc
cla méy tram nay,

- RPC (Remote procedure call- goi thii tuc tir Xa): giao thic nay cho
phép goi va chay cdc chuong trinh trén mot server.

- Custom applications (cdc tng dung ciia ngudi st dung): ngudi sir dung
c6 thé viét, 13p trinh céc ing dung cla riéng minh sir dung giao thitc UDP
trong t nhu moét giao thifc tdng giao van. Néu duge thyc hién, cdc d6i thoai
déng déng ngang hang gifta cdc 1ing dung s& cé thé dat duoc.

2. L6p vén chuyén: Céc van dé chat lugng dich vy nhu d¢ tin cay, diéu
khién ludng va stta 18i. Mét trong céc giao thic la TCP, cung cdp céc
phuong thirc linh hoat va hiéu qua dé thyc hién viec truyén dif lieu tin cay,
hi¢u sudt cao va it 16i. TCP 1a giao thiic cé tao cdu ndi (connection-
oriented). N6 ti€n hanh hoi thoai gitta nguén va dich trong khi boc thong
tin 16p Wng dung thanh c4c don vi g0i 12 cdc segment. Tao cdu ndi khéng cé
nghia 14 t6n tai mét mach thuc sy gilta hai mAy tinh, ma la cdc segment cla
16p 4 di chuyén t6i va lui giifta hai host dé cong nhan két ndi tén tai mot
cach logic trong mot khoang thdi gian nao d6, coi nhu 12 chuyén mach géi
(packet switching).
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Giao thitc UDP ciing dugc sir dung & 16p nay nhung cé dd tin cay khéng
cao, khong thé tdi truyén phat thong tin nhu TCP/IP.

3. Lop Internet: Muc tidu la truyén cdc géi bit ngudn tir bat ky mang
nao trén lién mang dé€n dich trong diéu kién doc iap véi dudng dan va cic
mang ma ching trai qua. Giao thic dic trung 1a IP. Céng viéc xac dinh
dudng din t6t nhit va hoat dong chuyén mach géi dién ra tai 16p nay.

Lép mang ctia TCP/IP gém c6.¢hic thanh phén sau:

- Internet Protocol (IP): IP ¢6 mot co cdu dénh dia chi duge ding dé
xéc dinh host v network. IP tham gia vio chitc nang dinh tuyén.

- Internet Control message protocol (ICMP): ICMP 1a mot thanh phén
cdn thiét trong TCP/IP. N6 chiu trdch nhiém giti di cdc thong diép
(message) qua mang nhd IP header -

- Address resolution protocol (ARP-giao thite gidi phdp dia chi). ARP
dich dia chi IP sang dia chi vat 1y (card ghép ndi phén cing)

- Reserve address resolution protocol (RARP- giao thitc gidi phédp dia
chi dao): RARP cho phép mdy tinh nhan dugce dia chi IP cia né bang cich
théng bdo dia chi vat 1y clia chinh minh. Thong thudng mot server RARP
duoc lya chon va ddp ing yéu cdu dia chi IP nay.

- Routing information protocol (RIP- giao thitc théng tin dinh tuyén):
RIP 1a mot giao thic dinh tuyén dugc sir dung & tdng mang. N6 thyrc hién
viéc dinh tuyén cdc géi tin.

- Open shortest path first (OSPF): OSPF ciing 1a mét giao thiic dinh
tuyén dugc ti€n hanh & tdng mang nhu RIP. Tuy nhién giao thiic nay su
dung hi€u bi€t vé cflu tric mang Internet d€ dinh tuyé€n cédc thong diép theo
tuyén nhanh nhat.

4. L6p truy xudt mang: Lién quan d€n cdc van dé ma mot géi IP yeu
clu dé€ tao mot lien k&t vat 1y thyc su. N6 bao gdm cdc chi ti€t k¥ thuat
LAN vd WAN, va 14t ¢4 cdc chi ti€t trong 16p lien két dit ligu cling nhu 16p
vat 1y ciia mo hinh OSL

M6 hinh TCP/IP huéng dén t6i da d6 linh hoat tai 16p ung dung cho
ngudi phét trién phdn mém. Lép van chuyén lién quan dé€n hai giao thifc
TCP va UDP (user datagram ptotocel). Lép cuéi chng, 16p truy xut mang
lién quan d&n cdc k¥ thuat LAN hay WAN dang dugc ding. Trong m6 hinh
TCP/IP khong cdn quan tam dén ting dung nao yéu clu cédc dich vu mang,
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va khong can quan tam dén giao thiic van chuyén nao dang dugc ding, chi
c6 mot giao thitc mang IP phuc vu nhu mét giao thic da nang cho phép bat
ky mdy tinh nao, & bét cit dau, truyén di liéu vao bat cit thoi diém nao.

Many LANS
and WANS

Hinh 6.2. So dé giao thic TCP/IP

6.1.3. SO SANH MO HINH 0SI VA MO HINH TCP/IP

TCP/IP Model

OSI Model

T S

Hinh 6.3. So sanh TCP/IP vdi OSI

Céc mang thong thuong khong duge xay dung dua trén giao thic OSI,
ngay ca khi OSI dugc dung nhu mot huéng dan. Né6i cdach khac, né la mot
van pham ngheéo va c6 thi€u sé6t. Nhiéu chuyén vién lap mang cé céc quan
di€m khdc nhau nén st dung mo hinh nao. N6i chung, nén ding OSI nhu
mot kinh hién vi trong khi phan tich mang, nhung cdc giao thiic lai la
TCP/IP.
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va khong cdn quan tam dén giao thie van chuyén nao dang dugc dung, chi
c6 mot giao thitc mang IP phuc vu nhu mot giao thic da nang cho phép bit
ky may tinh nao, 4 bét ct dau, truyén di liéu vao bét ci thoi diém nao.

Hinh 6.2. So dé giao thuc TCP/IP

6.1.3. SO SANH MO HINH OSI VA MO HINH TCP/IP

TCP/IP Model OSI| Model

Hinh 6.3. So sénh TCP/IP voi OSI

Céc mang thong thudng khong dugc xay dung dua trén giao thic OSI,

ngay ca khi OSI dugc dung nhu mot huéng din. Néi cach khdc, n6 la mot

: vian pham ngheo va c6 thi€u sé6t. Nhiéu chuyén vién lap mang c6 cac quan

diém khéc nhau nén sit dung mo hinh nao. Néi chung, nén dung OSI nhu

~ mot kinh hién vi trong khi phan tich mang, nhung céc giao thuc lai la
TCP/IP.
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Hinh 6.4. Tuong quan mé hinh OSI va giao thuc TCP/IP

Dé quan 1y mang, Internet thudng ding mot s6 dia chi sau:

- IP hAddress: gébm bén byte, cdch nhau bang ddu chdm. Thong thuong,
s6 hiéu mang va s6 hiéu mdy dugc ding dé don gian viéc chon dudng. Khi
mot byte khong di dé€ phan biét cic s6 hiéu mang, ngudi ta dung phéan 16p
dia:chi: ;

- Name Address: dé quan 1y tén cdn dung hé th6ng quan ly tén vung
NDS (Domain Name System), 1a co s& dit lieu duge duy tri boi nhiéu té
chitc, méi t8 chitc chi quan 1y mot phdn theo cdu tric phan cdp hay cédu
tric cay.

- Email Address: la dia chi theo hop thu dién tl, trong dé phai c6 ky
hiéu @.

IP address

IP 12 mot giao thic kiéu “khong lién két” (connectionless), c6 nghia la
khong cédn c6 giai doan thiét lap lién két trude khi truyén dir liéu. Don vi dir
liéu dung trong IP duge goi la Datagram.

So d6 dia chi héa dé dinh danh céc host trong lién mang. Méi dia chi IP
c6 d6 dai 32 bit duoc tach thanh 4 ving (méi ving 1 byte), c6 thé biéu hién
du6i dang thap phan, thap luc phan, nhi phan. Céch viét phé bi€n nhit la
diing thap phan c6 didu chdm (dotted decimal notation) dé tich cic ving.
Muc dich ctia dia chi IP 1a dé dinh danh duy nhat cho moét host bat ky trén
lien mang. Do t8 chitc va d6 16n clia cdc mang con (subnet) cua lién mang
c6 thé khdc nhau, ngudi ta chia cac dia chi IP thanh 5 16p, ky hiéu la A, B,
C, D, E véi cdu tric chi dinh ra trén hinh 6.5.
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: 01 - 78 . : ' 31-' |
Lép A | 0{ netld hostld

LépB |1} 0] netld " hostld
LépC [1|1]|0| netld "~ hostld

LépD |1{1|1|0] netld | multicast address

LépE | 1|1 1[1] o] netla ~ Reserver

netld : Network Identifier
hostld: Host Identifier

Hinh 8.5. Cac idp cda mo hinh IP
Cic bit ddu tién dugc ding dé dinh danh 18p dia chi:

0 - -16pA
10  -16pB
110 -16pC
1110 -16pD
11110 -16pE -

- L6p A: cho phép dinh danh 126 mang vd: t61 da 16 triéu host / mang
- L.6p A duogc ding cho céc mang c6 86 tram cyc 16n
- L&p B: dinh danh 16384 mang v61 tdi da 65534 host / mang -
- L6p C: dinh danh 2 tri¢u mang vdi 16i da 254 trg._m / mang-
duge diing cho mang it tram | o . _ | _
- L6ép D: diing dé gtri IP datagram t6i mblt nhém cdc host tfen mot mang
-L6pE: du phbng cho tuong lai

Mot dia chi host = 0 dugc dung 4é hucmg téi mang dmh danh bdi viing
netid. Nguge lai mot dia chi cé ving hostid gém todn s6 “1”, dugce diing dé
huéng t6i tat ca cdc host nGi vao mang netid. VA néu ving netid gbém toln
s6 “1” thi né huéng 161 t4t ci cdc host trong lién mang.
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. Tronghluéu trudng hop mot mang c6 thé chia thanh nhiéu mang con N '
~ (subnet), liic d6 c6 thé dua thém céc ving subnetid dé dinh danh cdc mang
con; Viing subnet dugc 14y ti ving hostid, cy thé véi: o
o 2324 2627 31
netid subnet hostid J

Hinh 6.6. M6 hinh c6 subnet

6.1.4. ROUTER PROTOCOL

Muyc nay tap trung trinh bay hai giao thiic router thong dung la giao
thic thong tin dinh tuyén (RIP) va giao thite OSPF. Céc giao thifc ndy dugc
stt dung bdi cdc thiét bj mang nhu router, host va cdc thiét bi khic thong
thudng duge cai dat TCP/IP software. Tuy nhién, cdc giao thiéc nay cling
hoan toan c6 thé cdi dat va thyc hien bdi-firmware.

*Router Information Protocol (RIP)

RIP ¢6 nguén gbe tir tap céc giao thitc hé théng mang clia Xerox. N6
cling d& ting nim trong phin mém cia TCP/IP phan phéi cing vé6i UCB
UNL Giao thic RIP 1a mét vi du dién hinh cla loai giao thitc khong chinh
thie. N6-dd duge sk dung trudc khi mot RFC tiéu chudn ra dvi. Giao thifc

. ndy 12 mot phdn ciia TCP/IP va c6 tdt ca c4c didu kien cdn thi€trdé urd thanh
mot sin phdm théng dung: né hoat dong va thuc sy duge cdn dén. RFC
1058 d4 1am cho RIP 1r& thanh mot chuéin chinh thée. - - B _

+ Phain tich header ciia RIP - S .

- Xétvi duvé dang clia‘thong diep RIP, céc phin cha thong di¢p nay s§
dugc mod téng&ngqndtrdlday e Lo : - .

" Command: Xéo dinh Xer hiah déng 18 mot yeu cdu hay 13 mot.dép tng
' Zero: La mOt viing b6trdng DR

Address family ident}fiéi’:_ﬂﬁt;%: dﬁng dé nhan dang ho giao thic.

Zero: Viing bd tréng. R

IP address: Thong thubng luoh.cé .mQt router mac dinh gin lién véi dia
chi IP nay. ' ' ' '

Zero: Bo tréng.
Zero: Bo tréng.
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Distance to net: Cho biét khodng cdch d€n mang dich.

Céc thong diep RIP hodc 12 yéu céu hojc 1a thong bdo céc thong tin vé
dinh tuyé&n. RIP duya trén cong nghé quang bi. Mot Router (hay mét thi€t bi .
duoc chon trude) s& truyén phét toan bo bang dinh tuyén RIP trén mang
mot céch dinh ky. Chi riéng phuong dién nay th6i dé 12 mot véin dé d6i véi
mot s6 moi trudng vi 1y do kém hiéu qua.

Bén canh'viec thong bdo va cap nhat théng tin dinh tuyén, RIP cling
-d6ng thdi cap nhét vé nhilmg thay d4i cha c&u hinh mang. Nhiing c2p nhat
‘loai nay dugc xé&p vao loai “ddp ing” (Response)

Mot diac trung khéc nita clia RIP 13 giao thic ndy dua vao céc thi€t bi
khéc (cdc nit mang k& ti€p) d€ dinh tuyén thong tin cho cdc mdy dich & xa
hon mot “hop” (buéc truyén). Mot budc nhay dugc tinh trong don vi (mét).
S6 buéc nhay t6i da ma RIP c6 thé thyc hién duoc doc theo mot dudng dén
truyén 1 15, :

RIP duy trl céc bang v6i cc muc khéc nhau. Bing nay chinh 12 bing da
dugc nhéc dén & trén, né duge quang b4 trén todn mang. Thong tin chita
trong méi myc trong bang nay gém cé:

- Dja chi IP ciia dich dén.
. - 'S6 bude nhiy (hop) cﬁn thi&t di dén dich. -
o Dla chi IP ciia router tiép theo doc theo dudng truyén,
ThOng tm vé vn%c tuyé'n cé b; thay a6i hay khOng
- Chc bo ghl ‘thtn glan doc theo tuye’n

RIP h1¢n Vﬁn dnqc S dung Nhiéu hiing cung cdp vin ti€p tyc hd trg
_ RIP. Trong mt 56 mdi tring mang RIP c6 thé van 1a mot giao thitc &t dé
sir dung. Tuy nh.lén, mot 8616 céc nhh cung cdp ngay nay hd trg OSPF.

* Open shortest patlr first.*(OSPF < tim duﬁng dﬁn ngén nhdt trude hét):

- Triét 19 cﬁa OSPF kh&c v61 ct'l
OSPFla: -

- Cung cfp rnOt loa1 d;nh tuyé'n d;ch Vu

- Céc mang 4o (virtual network) cé thé duoc xéc d,mh
- Cung cfp phan b8 tuy&n. -

- Quing b4 dugc 18i thidu hod.

- Hé trg mot phuong thic cho cdc router tin cdy.

BJP Mot trong céc nguyen 1y cia
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Ben canh d6, nhléu dich vy khiéc cﬁng duge hd tro va thyc hién tug‘( _
_thuoc vdo nhé cung cép.

- % OSPF advertisments (quang cfo OSPF): OSPF sit dung phuong thiic
hoat dong duoc goi 12 “quang cdo”. Céc quang cdo nay cho phép cic router
: thOng tin cho c¢dc router khdc vé céc dub‘ng truyén. Cé bdn loai quang cdo

khic nhau 14n lugt la:

Autonomoua Cé6 thong tin cla céc router trong céc hé thoéng ty tri Khac. -
Netwo:k Chita mot danh séch céc router dugce két néi trong mang.

Router: Chita cic thOng tin vé& céc bd ghép ndi router trong mot pham vi
nhét dinh.

Swmmary: Luu giit thOng tin vé tuyén bén ngoai pham vi do.

Céc quang cdo niy cung cip mot ‘phuong thic ti€p c4n tap trung hon dé
lan truyén thong tin trén toan mang. Bén canh cac quang cdo nay, OSPF
con sit dung mot s cdc thong diép dé d6i thoai. Mot s@ thong diép duac
 liet ke dudi day:

- HELLO.
- Data base description: mo ta co s0 dit lieu.
- Yéu cdu trang théi két néi.
- Update trang thai ket néi. | o
. -Chﬁpnh&ntrangthﬁlkétndn : T e
Han n:ong s6 céc thong dlep trén s& duq:: trinh bhy vh gla1 th{ch ty mi

: i dﬁa header thrqc gién thiéu va

Type : 3c O’ble't thOng d1¢p thuoc___ i i trongso’ 5 loa_l_i thfmg diep

n61 tren

' _'__v'Messdge Ieugrh cho blét do dal cﬁa thOng*dnep bao gém ca header.
 Souree gareway IP address: cung cﬁp dia ¢hi IP.clia m4y nguén.
.'Area ID: x4c d;nh khu vuc ma tir 46 céc gé: tin da duoc truyén di.

'Checksum Checksum ducc thuc hién tren toan bo goi tin.
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o Authenncanon type: cho bi&t loai thdm dinh s& duge sit dung,
Ali_th__enticti_tion'type bao gém mot gié tri tir loai thdm dinh. | |

Co Géltm HELLO bao gém cdc thong dig¢p dugc giri di dinh k¥ dé x4c

- minh xem mot dich d&n ndo d6 ¢6 thé d&n duge khong.

Dudi day 1a danh sdch cdc ving trong mot géi HELLO:
OSPF header: bit budc phai ¢6

Network mask: chia mat na mang cho mang ma tir d6 thong diép néy.
dugce gti di.

Deadtimer: gia tri do bing giay (s) cho bigt ring mot lan can da ngimg
hoat d6ng va khong d4p ing (khong phan ¥ng).

HELLO interval: ving ndy c6 mot gié tri do bing giay (s) phan dnh
thoi gian téng cong gifta hai 1dn giri g6i tin HELLO clia mot router.

Router priority: ving n2y dugc. sit dung néu mot router dd duoc chon dé
sit dung vao muyc dich sao luu dy phong

_ Designated or backup router: x4c dinh danh tinh cua router thuc hién
nhiém vu sao luu dy phong (backup)

. Neighbour router /D; ving ndy va cdc ving tiép theo cho bi¢t ID cua
céc router vira méi giri di céc goi tin HELLO trong pham vi mang.

' ~ Thong diep cha gdi tin mo 14 ¢co s& dir lieu bao gém mot header cia
OSPF va céc viing chifa thong tin c4n thiét. Céc ving nay chifa thong. tin v
céc thong di¢p i nhian duge. Ching ¢6 thé duge chia nhd thanh céc don vi
nho hon nita. Viéc mét mét hay thi€u hut thong tin s& duoc phét hién va
thong bdo ddy 4d. Géi tin' mo ta co sb dit lieu con chita ca céc thong tin vé
loai va ID cha két n6i (link): Chitc ning Checksum ciing duge cung cap aé
bao dam khong c6 nhitng sai éch, sai s6t. .- - -

Header ciia g6i tin vé trang thai ket ndi (link state packet) bao gdm mot
OSPF header va c4c ving nhim cung cffp thong tin vé Touter, mang va loai
tram k&t n6i (link station type). - ' - B

Didu c6t y&u ciia OSPF 1a & ch® né 1am gidm hru lugng truyén thong

trong mang bdi vi OSPF chi thuc hién céc cap nhat thong tin don 1¢ chit
khong quing bé tran lan trong toan mang. OSPF con cung cép khéa nang

. kifém duyet quyén truy xudt. Mot diém manh khac nita cia OSPF 12 n6
¢6 kha ning trao d8i cdc mat na (mask) va dia chi cha cdc mang con
(subnet work). ' o
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6.1.5. INTERNET VA INTRANET |

Y Intranet khéc v6i LAN, LAN 1& mang cyc bd chi trong de'n tinh gi6i |
. han vé kich thudc vat I cta mang. Mang Intranet 12 mang ndi bo chi trong:
- dén tinh gi6i han cla cong dbng ngudi c6 quyén truy cap vao mang.

| Intranet van hanh theo giao thitc TCP/IP va cic giao thifc khéc c6 lien
. quan dén Internet, bao gém Web server d€ xust bin thong tin v cung cfp

. kha ning truy cip dén hé théng back-end, c6 hd trg trinh duyét web nhu
mot giao dién client thong dung, va c6 hd trg thu tin Internet nhu mot hé
théng thu tin dién rong.

Intranet c6 mot s6 dac trimg sau:

- Mang Intranet 12 mang mdy tinh dugc thiét 14p trong pham vi mot co
quan, 16 chitc nhAm phuc vu cho viéc chia sé tai nguyén théng tin, xay dung
moi trudng lam viéc chung thong qua sir dung cong nghé Internet.

- Intranet ¢6 thé c6 1ap hoan todn khoi Internet hoic c6 thé bj ngan
céch bdi firewall,

Mot s6 vi du vé cdc ing dung d& phat trién trén nén intranet bao gém:

- Thu muc danh cho nhan vién (s§ dién thoai, l¢i tifc cd nhan...) hay cic
trang web cd nhan danh cho nhan vién

- Céc ng dung cOng tdc nhu cdc cong cu 1ap lich/thdi glan biéu, phan
mém nhém va lubng cong téc. '

- Céc ¢cong ¢y trao dél thOng tin dién t& nhu chatroom, ho¢i thao dién tu
dang thoai va video, va céc ing dung bang thong bdo.

- Thu vién dign tif danh cho tiép thi, k¥ thugt va céc loai thong tin khdc.

_ Ciing c6 céc b sé.n phﬁm cung cp céc dich vy intranet tix server. Vi dy
nhu SmteSpot ca Netscape, bao gdm mot Web server tieu chua’.n mail
server, news server, _catqlog server, duectory server, ceruficaxe server va

Mot proxy server, : :

Phan phdi multlmedxa thén gmn tlmc tren ma‘ng mtranet dang tré
nén phé bién nhd bang” thOng ‘clia mang nghy cinig ting. ‘Ngoai ra, céc
cong nghé nén mdi givp gidm @i nhu. c&u bang théng, lam cho vitc
phan phéi thdi gian thuc chos dhm thoal truc tle'p v h01 nghi dién to
trd nén thyc t& hon. . :

Xu hudng néi bat trong moi trm‘.‘mg Intemet/Imranet 15 diing céc cong
nghe thanh phan. Céc img dung duge chia thanh cic thanh phin nhé hon dé
c6 thé d& dang phan ph6i va c4p nhat khi cdn. Céc he théng theo doi giao

187



tl;ch gu‘! cho ¢ac thay 4éi trén d6i tuong va dit lleu tax nhléu vi tr{ duo‘c an
toan va chinh xdc.

Extranet

“Extranet vé& co bin 12 mot intranet dugc ket néi v61 mOt s6 intranet clia
céc t6 chirc khdc. Viéc két n6i 6 thé qua mang internet hay su dung céc
két ndi mang riéng. Trong ca hai trudng hop, hai 18 chic déu quyét dinh
ciing chia sé thong tin va cho phép ngudi ding trong céc 16 chic trao ddi
thong tin qua lai. Céc d6i tdc thuong mai thudng thuc hi¢n diéu ndy véi
~ EDI (Electronic Data Interchange) truyén théng. Véi EDI, céc dinh dang va
c&u triic cla céc tai liéu dién tir nhir héa don, don dit hang déu theo tiéu
chudn d3 dinh. Vi vay, cdc dong tai liéu c6 thé chuyén giao giita nhiéu t6
chirc. EDI ciing dugc m& rong thanh céng nghé Web, theo cich nhu EDI
truyén théng hoac thanh cong nghé business-to-business hoan toan mdi.

6.1.6. BUC TUONG LUA (FIREWALL)

Firewall chi don gidn 12 mot server ding chan giita Intranet va the gidi
bén ngoai, theo dbi cédc thong tin vao/ra Intranet. Firewall 13am man chin
diéu khién ludng luu thong giita cdc mang, thudng I gilta mang va Internet,
gifta cdc mang con trong cong ty. ‘

Khi thio luan vé viec bao v& mang, ngudi ta thudng tap trung méi de
doa tir Internet, nhimg ngudi ding ndi bo ciing la mdi de doa. That vay,
ngudi ta thdy ring da s& cdc hoat dong khéng dugc phép 1a do ngudi ding

noi bo gay ra. Ngodi ra, cdc cong ty néi v6i cdc ban hang qua mang ding
" rieng rt d& bi t4n cong. Ngudi diing trén mang clia ban hang c6 thé khai
thdc céc két n6i dé an cdp thong tin ¢6 gid tri.

Chién luge phong vé

Firewall thlibhg dlfoc mo té nhu 12 mot he phong thi bao quanh, v6i cic
“chot” dé kiém sodt tat ca céc lubng luu thong nhap va xuft. Cic mang
diing riéng noi véi Intemet thuémg bi- de.doa bdi nhilng ké tdn cong.
Firewall dugc diing dé bao vé dif liéu ben trong va phai c6.mot cdch nao dé
dé cho phép ngudi diing hop e di qua vh chan lai nhitng ngudi diing bat hop
l¢. Cac may chi Web va FTP s 1a noi dugc két ndi vao Internet cho phép
truy cip cong cong. Ding sau hé théng ndy la mang ding riéng cua ban,
cin dugc bdo vé bang bidc tudmg lira. :

Moi giao dich trudc khi thue hién phél dugc klém soat Ngudi dai dlén '
lam dich vy Gy thic 13 Proxy server. '
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'Firewall dugc thi&t k€& theo hai ti€p can nay. Firewall loc géi (packet- -
filtering) ding phuong phip khdm xét tan ddy (strip search). Cic géi dit
- liew t_rud'c hét duge kiém tra, sau.dé duge tra lai hodc cho phép di vao theo
mot s¢ didu kién nhat dinh. Dich vu dy thdc proxy server hoat dong nhur 1a
.. mot ngudi dai dién cho nhitng ngudi diung cin truy c4p hé théng & phia bén
kia biic tudng lira. Con mot phuong phdp tht ba goi 12 gidm st trang théi
(stateful inspection). Phuong phdp nady twong ty nhu ngudi giit c6ng, nhd
céc dic trung cia bat cif ngudi s dung nao rdi khdi trinh duyét web va chi
cho phép quay tr& lai theo nhitg didc trung néy

Phan loai bidc tudng lira

Cé 3 loai slt dung cac chién Iuge khac nhau dé€ bao vé tai nguyén trén
mang. Thiét bi co ban nhét dugc xay'cla._mg trén céc bo dinh tuyén vi lam
viéc & cdc tAng thap hon troﬂg giao thic mang. Ching loc cdc géi dir liéu va
thuding dugc goi 12 bd dinh tuyén ki€m tra (screening router). Céc céng
proxy server & ddu cudi trén van hanh & mic cao hon trong giao thiic.
Firewall loai 3 diing k¥ thuét gidm s4t trang thdi. Cac bé dinh tuyén duge
diing cling véi cdc gateway d€ tao nén hé théng phong thi nhiéu téng.

6.2. CAC DICH VU WAN

Mang WAN n6i 1ién cdc mang LAN, qua d6 tao diéu kién cho viéc truy
xudt cic may tinh, cdc file server tai cdc vi tri khdc nhau. Khong ¢6 cdc
tram 1am viéc ndi tryc ti€p vao lién két nay. '

LAN
Network 1

WAN
Natwork 2

. Router

"'Nnavamhaubafmw:enkér WAN

Muc dfch cﬁa ke’l ﬁdx WAN 1 lam sa0 d& truyén dir heu mm cdch hi¢u .
qua nhit. Tuy nhlen. céc mang LAN & cy ly cich xa nhau nén két ndi chi
duge thuc hién qua céc giao tiép t6c do thap, lam cho t6c d6 mang WAN
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cham hon nhiéu so v6i cia mang LAN (t6c d6 mang T1 1a 1.544Mbps so
vGi Ethernet 10BASE-T 1a 10Mbps).

Vi dugce két n6i v4i nhau nén cdc mdy tinh, mdy in, va cac thiét bi khéc
trén mot mang WAN cé thé lién lac dugc v6i nhau dé chia sé tai nguyén va
théng tin, cing nhu truy cap Internet.

6.2.1. POINT-TO-POINT PROTOCOL (PPP) - GIAO THUC
LIEN KET PIEM-DIEM

C6 hai phuong phdp dugc cong déng Internet chdp nhan khi déng géi
va truyén tai géi dir lieu IP qua mot chudi cédc lién két diém-diém. SLIP
(Serial Line Internet Protocol) va PPP. Trong khi SLIP 12 giao thiic nguyén
thuy, PPP chi€m wu thé€ hon vi né hoat dong chung véi cic giao thiic khdc
nhu IPX (Internetwork Packet Exchange)...

PPP tao céc néi két tir bo dinh tuyén nay dén bo dinh tuyén Kia, tir host dén
bo dinh tuyén, va tir host dén host. PPP sit dung ph6 bién cho céc lién két
Internet trén cdc dudng day quay s6. Vi du, ngudi ding tai nha quay s6 dén ISP
(Internet service providers) tai dia phuong ctia ho. Sau khi modem da tao ra
mot nGi két, mot phién PPP duoc thiét lap giita hé théng ngudi ding va nha
cung cdp dich vu. Giai doan thiét lap bao gébm su x4c thuc quyén truy cap cua
ngudi ding va viéc khai bao dia chi IP. V& co ban, m4y tinh ngudi sir dung bay
gi0 dugc xem 1a thiét bi n6i thém vao mang IP cia nha cung cdp dich vu
Internet va cdng néi ti€p cing véi modem clia ngudi ding c6 chitc nang nhu
mot card giao dién mang néi vao hé théng mang ISP.

PPP sir dung phuong phép chia khung dit liéu dé déng géi cac géi tin &
giao thitc cdp cao réi truyén tai ching qua céc lién két. Dinh dang frame
duogc mo ta:

Hinh 6.8. Khubén dang ctia PPP

~ Delimiters: cdc khoing gi6i han, ddnh d4u diém bat ddu va két thic
mot frame.

Address: dia chi dich dén. :
Control: s6 thit ty dé dam bao cho cic diéu khién thich hop.
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 Protocol:xéc dinh giao thtic trong frame (IP, IPX, AppleTalk...).
g Dat:_a': dir lieu, c6 thé cé céc chiéu dai khéc nhau.

Fi‘a'nié check sequency: tin'h' tdng'ki:ém- tra. d'ilng cho viec phét hién
181 . -

La thé he ké& ti€p SLIP, PPP lam vigc cé véi 16p-vat 1y va 16p lien ket dir
‘liéu. Lop vat 1§ hé trg sy chuyén giao trén cdc dudmg day bat déng bo va

déng bo nhd giao thifc truyén n6i ti€p nhue EIA-232-E, EIA- 422, EIA-423,
va CCITT V.34 va V.35.

PPP c6 ba thanh phén chic ning chinh. Tng lien két dit ligu dva trén
co s cfu tric frame cia didu khién HDLC (High-level data link control -
diéu khién lién két dit liéu cdp cao). Giao thitc LCP (Link control protocol -
giao thitc diéu khién lién két) thi€t 1ap va quan 1y cdc lién két gilta hai tram
dugc néi véi nhau. N6 thanh 14p cdc phuong phdp déng géi va kich thuée
g6i, phuong phidp nén dit liéu, va cdc giao thic xdc thyc quyén (thong qua
ID va mat mé ngudsi diing). He théng dang ti€p nhan phiic dap lai bing céc
g6i tin LCP khéc dé thira nhan va thdm tra hay tir chéi céc lya chon cau
hinh. M6t khi néi két di duge tao ra, mot giao thic diéu khién mang dugc

it dung d€ dan x€p cu hinh cia céc loai giao thiic, € hai host c6 thé bt
ddu trao déi dit lieu. Giao thitc NCP (Network control pr otocol - giao thirc
diéu khién mang) gitp cho vi¢c dinh cdu hinh ca cdc gxao thitc 16p mang
khé4c nhau nhu IP, IPX, AppleTalk

6.2.2. FRAME RELAY DICH VU LIEN VAN KHUNG

Frame Relay 12 giac thic WAN chuyén ddi goi tm (packet-sw:tched
protocol), chufn héa bsi ITU-T. N6 ¢6 kha ning néi két vao nhidu mang -
WAN khdc nhau ma chi thong qua mét lién két don, lam cho mee Relay
chi phi ré hon so v6i PPP trong giao ti€p v6i cdc mang WAN 161 Céc mach
PPP s& n6i khdch hang vao chuyén mach Frame Relay gﬁn nhat tai cac

_diém 13i (carrier). Tit 46, cac Frame Relay lam viéc nhu ¢éc router, chuyén
~ tifp céc g6i tin thong qua mang chuyén tai lién.van (carr:er s nerwork) nhdy
vio phin dla chi dich trong header clia goi tin,

" Virtual circuit - Mach o

Mach 40 12 dudng lién lac diém-diém giifa hai D"’E trtmg mang chuyén
mach g6i hodc frame relay, cung cfp lién két huéng ket ndl tam thdi hoac
chuyén dung thong qua mdét mang ding b¢ dinh tuye'n (raurer) hodc chuyén
mach. Céc thi€t bi di cing mach nay dugc iap trinh bﬁng s6 hiéu ctia mach
dé khi géi di liéu dén, bo chuyén mach biét durge chinh xédc 1am thé nao dé
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~ g6i di ma khong cin xem chi tiét tieu dé clia géi. Diéu nay cai ti€n van hanh
va giadm kich thuéc tieu dé céc khung va géi dif lieu. V& ky thuat, dudng dén
vat 1y thong qua mang chuyén mach géi ¢é thé thay déi dé tranh tic nghén
dudng truyén, nhung hai tram d4u cudi phai béo til k&t néi va cap nhat dic ta
dudng din néu cin thi€t. Mach o c6 thé 1a c6 dinh hoic chuyén mach.

PVC (permanent virtual circuit - mach o ¢4 dinh)

Két néi céc tram duge dinh nghia trude, thudng bing bang thong tién
dinh va dugc bao dam. Trong cic dich vu chuyén mach céng cong nhut
ATM hoic frame relay, khach hang c6 thé thda thuan trudc céc DTE cia
PVC v6i nha cung cép. D6i v&i mang ndi bd, ngudi quan 1y tao trudc céc
PVC d€ dinh hudng dudng truyén thong qua cdc phdn rieng biét cia mang
hoic d€ danh bang thong cho céc ing dung dac biét.

SVC (switched virtual circuit - mach a0 chuyén mach)

Mot két n6i tam thdi theo yéu cdu giita céc DTE, kéo dai chimg nao cin
thi&t va duoc tét khi hoan tat. Nha cung cip c6 thé d€ khédch hang xéc dinh SVC
hoat thiét dat mot s6 SVC tién dinh ma khéch hang thudng yéu cdu nhét. Vidu,
SVC trén mang Frame Relay c6 thé diing dé goi dién thoai trén mang.

PVC 12 t6t nh4t khi lugng thong tin 16n truyén qua lai gilta hai vi tri.
SVC thich hop hon d6i véi nhitng két néi tam thdi. Cic nha cung cdp cam
thdy thoai méi véi cdc PVC vi chiing cho phép ho quan 1y bang thong va dé
dang thanh toan cudc phi véi khach hang. C6 thé tinh cudc phi cho PVC
theo timg thing hay timg g6i di liéu.

CARIER'S FRAME RELAY NETWORK

Route . Piot to pokt irirs: connact roulers 1o carrier's network.
' PVCE provide logical cornactions to mulipie remate sbes.

Hinh 6.9. Mang Frame Relay ding PVC
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6.2.3. INTEGRATED SERVICES DIGITAL NETWORK (ISDN)
- MANG SO TICH HOP CAC DICH VU

ISDN 1a mot hé théng dién thoai chuyén mach s&, thiét két thay thé cho
hé théng dién thoai tuong tu PSTN (Public Switched Telephone Network),
dugce chudn héa bdi ITU-T. M6t hé théng ¢ nhiéu thuan loi, bao gém su tin
cay, tinh kha md va thich hgp cho viéc truyén dit liéu s6. ISDN thuc hién
két néi Internet va cdc WAN khéc thong qua modem va mang dién thoai s6.

b bl bt

A

SOMD Uger

Hinh 6.10. Hai mang LAN lién két bdi WAN
Ba loai ISDN

BRI (Basic Rate ISDN), version ddng quan tam nhat d6i v4i ngudi tiéu
ding vi né van hanh trén day déng sin c6, cung cdp cédc kénh thoai s6 va dir
liéu. BRI chia thanh hai kénh, mot kénh 64Kbps (kénh B) va mot kénh
16Kbps (kénh D). Kénh B c6 thé dugc ding cho thoai hoic dit liéu va duge
két hop tao thanh kénh dir liéu 128kbps.

PRI (Primary Rate ISDN), t6c d¢ dir liéu cao hon. V& co ban, né cung
cdp cdc kénh bd sung theo yéu cdu, lén dén téng s6 23 kénh B va mot kénh
D 64Kbps cho toan bo bang thoéng, twong dwong mot duong TI1
(1.544Mbps). -

Bang 6.1. C4u hinh BRI va PRI

BRI 2 (64Kbps) 1 (16Kbps) 144 Kbps 128 Kbps
PRI (T1) 23 (64Kbps) 1 (64Kbps) 1.544 Mbps 1.47 Mbps
PRI (T2) 30 (64Kbps) 1 (64Kbps) 2.048 Mbps 1.920 Mbps

B-ISDN (Broadband ISDN), CCITT phat trién véi t6c do 155Mbps do
du dodn cdc dich vu video va thong tin da phuong tién. B-ISDN sir dung

13- MMT
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'ATM (Asynchronuous Transfer Network) g 16‘p hen két dl’t heu vh SONET,' SR

(Syncht "onuous Optical Network) 9 16p vat 1y.

Mach ISDN hé trg nhiéu thi€t bj & cing mot thoi diém bing bo dén
kénh phan chia theo th¥i gian. Ddng dit li¢u dugc chia thanh céc khiung,
mé&i khung mang dif liéu tir mot thiét bi khdc. Cdc bit duge chuyén theo
dong di qua mach va du‘cc tich ra trén bo truyén tai cudi réi phan phoi vé
thiét bi dich. : :

Giao dién kénh tin hiéun

Kenh D duoc téch riéng véi kénh B va' cung cdp tin higu thi€t 1ap cude
goi. Tin hiéu nay van hanh trong céc 16p vat 1y, lien két dir' ligu v tdng
mang. Céc giao thirc x4c dinh kidu thong diép dugc trao déi gilta thiét bi-
khéch hanh, va trac ddi cuc bo d€ thiét lap va duy tri dich vy. Cic dich vy
 méi idng nhu sau: '

Lép vat 1y thi&t 14p mot két ndi chuyén mach dién cung cdp truyén tai
64Kbps. Viéc kiém tra hé6i ti€p va theo ddi ciing dugc quan 1y trong 1dp
ndy. Lép nay ciing hd trg dub‘ng multidrop cho viéc k&t ndi dién thoai, may
~ tinh va cédc thiét b1 khac

Lap lién két du’ litu ding LAPD (Link Access Procedure for D
Channel), cling 1a mot HDLC. LAPD 1am viéc trén kénh D cung cip thong
tin diéu khién va tin hiéu. N6 cung cip cédc dich vy lien van (frame relay)
vd chuyén mach khung (frame-switching). Ldp nay chuyén ti€p cdc khung
bang céch doc thong tin dia chi va gui ti€p cdc khung theo duimg din 30
tucmg Gng dén dich.

. 'Lép mang cung cp céc dich vy chuyén mach g61 Cic thong diép trong
16p nay dugc truyén di bing céc giao thic 16p lien két dit lieu. .

MOt vaj th&nh phﬁn cua ISDN duqc mo th nhy vi du duéi day: .
\ ' - Risthereieerce

NT2 a0 NT{ Ui refarance poid
betweenNTiend -
ISDN carier - only
i North Amesice

Hinh 6.11 - K&t ndi thiét bj ISDN
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Thi€t b ddu cudi loai 1 (TE/); thiét bj ddu cu6i loai 2 (TE2), loai Pre-
ISDN; ddu cu6i mang loai 1 (NT/), thi€t bj n6i dudng thué bao 4 day vao
vong lap cuc bd 2 day; ddu cu6i mang loai 2 (NT2), thi&t bi thi hanh chic
nang giao thiic cla 16p lién két dir liew va 16p mang; adapter ddu cudi (TA),
dang véi pre-ISDN dé néi né véi ISDN.

6.3. WORLD WIDE WEB (HO’AC WWW HOAC W3)

World Wide Web 1a phuong thifc giao ti€p hitu hiéu va sinh dong, gitp
cho ngudi sir dung Internet ¢6 thé trac ddi thong tin va tim ki€m théng tin
mot cach nhanh chéng va dé dang. Mot 16 chic hay mot d6i tuong bat ky
déu c6 thé tao ra céc trang Web cho riéng minh.

C6 hai 1i do khién cho cdc trang Web ngiy cang dugc phit trién phé
bi€n. Tt nhit 12 kha nang dé& dang st dung. Ban ¢6 thé tim dugc con dudng
dé dén dich thong tin nhd mot déng tdc don gian la kich chu6t vao nhimg
biéu tuong sinh dong trén man hinh may tinh ma khong phai tim hiéu cic
cau lénh bi 4n ciia Unix hay nhiing dja chi phitc tap. Thit hai, ban cé thé dé
dang thyc hién nhilng cong viéc nhu truy cap vao nhiing site FTP, login vao
- cdc mdy tinh khéc sir dung Telnet, hay doc cdc nhém tin ciia Usenet.

Nhung cdi thuc sy 1am cho Webpage trd nén doc 1ap va ¢6 stic manh
chinh la dua trén nén tang nhitng Siéu lién két (Hyperlinks). Dé hi€u duoc
sieu lién ké&t, ban hinh dung dén mot cudn tir dién bidch khoa
(encyclopaedia). Khi ban tra tir d&n Africa, ban s& thdy hinh anh moét chd
voi... Vay thi, cich thitc 1am viéc clia mot trang Web ciing hoan toan nhu
vdy, v6i nhitmg siéu lien ké&t, c6 thé nhanh chéng va dé€ dang dua ban dén
noi ban mudn tim ki€m théng tin. Mot trang web khi duge mé ra sé hién ra
cdc bi€u tugng dang ky v (text), hinh &nh tinh (static images), hoac hinh
anh dong (animations)... tuong tng chita dung céc lien k&t. Khi ban di
chuyén chu6t hay ban phim dén mot biéu tuong, kich vao d6, ban s& md ra
dugc mot trang méi, trang duogc lién k&t v6i trang chit bing sieu lien két.

Tim Berners - Lee 12 ngudi ddu tién xay dyng trang chii (homepage), 12
mat trung tam thong tin rat sdng sla rd rang, chita dyng nhimg bifu tuwong
thoéng tin 4o (virtual information), thong qua viéc gin két bing nhiing
hyperlink, s€ chi d&n nhiing khéng gian vat 1y (physical space) 12 noi chita
dumg nhiing thong tin that.

Ngon ngit sir dung dya trén éu nang cip ciia ngoén ngit lien két SGML,
duoc goi 1a ngdn ngir lién két sieu van ban HTML (Hypertext Markup
Language). HTML 12 mot loai van ban bao gém nhitng ma ASCII don gian,
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xen k& 1a cdc 1¢nh dac biét (tags) tao nén nhiing hiéu u’ng va dién hinh 1a
céc siéu lien két ndi trén.

- Nhu vay, W3 dua trén nén tding HTML va cho phép HTML chay trén
Internet, thong qua giao thic chuyén giao siéu van ban HTTP (Hypertext
Transfer Protocol). M6t lvu y quan trong 13 W3 st dung c&u tric khdch/chi
(client/server). Néu ban 1a tdc gia, ban chudn bi mét trang web vdi ddy di
thong tin, luu trit trong mdy tinh cda ban (server). Ngudi sit dung sé& théng
qua traﬁg web ciia ban, s€ giao ti€p truc ti€p véi server theo tu cdch clia mot
client. Ho s& sir dung cdc chuong trinh khdc nhau d€ cé thé xem duge noi
dung clia trang Web cha ban nhd céc chuo‘ng trinh trinh duyeét (browsers)
nhu Internet Explore, Nescape, Linux...

HTTP

Hypertext Transfer Protocol 12 mét giao thitc truyén tai dir liéu tdng
ung dung (application-level protocol of data transfering) lien k&t cic ngudn
cung cdp tai nguyén W3 toan cdu (W3 global information system) véi
ngudi st dung, thong qua viéc sir dung ngdn ngit siéu van ban hypertext,
nhu 12 ten cla server, cdc hé théng quan 1y tai nguyén, thong qua sy md
réng cha yéu clu (request), ma 18i (error code) vi tiu dé (header). Dic
diém clia HTTP 1 céc biéu trung dai dien va sy thuong lugng cha dir liéu
thong tin, cho phép h¢ théng dugc xay dung hoan toan doc lap véi dir lieu
s€ duge truyén di.

Puge bit ddu sit dung v6i W3 tir nim 1990, phién ban d4u tién cla
HTTP la HTTP/0.9, 1a giao thiic don gidn d€ truyén s6 liéu qua Internet.
HTTP/1.0, dinh nghia dua theo RFC (Request for Comments), cai thién
giao thic bing cich cho phép cdc thong bao (messages), cdc thong tin vé
df liéw truyén ndm trong dinh dang cia MIME-like messages
(Multipurpose Internet Mail Extension), nhitng thay déi trong néi dung ca
yéu clu/ddp tng (request/response). D sao, HTTP/1.0 khong dii kha néng
ddp ung cho nhiing yéu cdu cao v phifc tap hon, nhur viéc ding cfu triic
Proxy phan nhédnh (hierarchical proxies), caching, yéu cdu ciia cudc néi
trong thdi gian lau (persistant connections), hodc viéc st dung cic host ao
(virtual hosts)... Phién ban hién nay, HTTP/1.1 c¢é ddy du sifc manh dé d4p
ung cic yéu cdu trén.

Cac hé thong thong tin trén thyc t&, doi hdi cao hon nhu 13 tim ki€m
(search), nang cdp ddu cu6i (front-ended update)... HTTP dua ra mét ciach
sdp dat cho d4u cudi m& (open-ended) va cdc tiéu dé (header) dé€ chi ra muc
dich clia yeu cdu. N6 hoat dong dua trén nguyén téc tham chidu, cung cap
b&éi URI (Uniform Request Identifier), nhu la URL (Uniform Request
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Location) hoac URN (Uniform Request Name). Cic thong bdo (messages)
s€ duoc truyén di theo djnh dang gidng nhu Internet Mail, dua vao dijnh
dang MIME-like message néi tren. '

Nguyén tdc hoat déng clia HTTP:

Giao thitc HTTP 1a giao thitc Yéu ciu / Dép ting. Kh4ch hang client gui
dén server:

- Yeéu clu theo phuong thiic dinh dang URI

- Phién ban protocol (protocol version)

- MIME-like message di sira déi c¢6 chira n6i dung yeéu cdu

- Théng tin khdch hang (client information)

- Va moét vai néi dung nao d6 téi server (body contents)...

Server ddp iing yéu cdu trén dudmg trang thdi (status line):

- Phién bén giao thic cia thong bdo (message's protocol version)
- Thanh coéng hoic ma 161

- MIME-like meSsage chita thong tin ctia server...

Hau hét cdc giao ti€p HTTP déu bit ddu thong qua tram quan Iy ngudi
st dung (user agent), yéu cau duge giti dén ngudn cung cdp clia mot s&
Server co s (origin server). Trong trudmg hop mot giao ti€p phuc tap, cin
phai ¢é moi trudng trung gian (intermediary) trén dudng truyén Request
Chain/ ReSponse Chain. C6 3 loai trung gian dién hinh: proxy, gateway,
tunnel.

- Proxy 1a chuong trinh chuyén ti€p (program, forwarding agent), hoat
dong nhu ca server 14n client, Nhén yeu céu, thuc hién trong néi tai proxy.
hodc vi€t lai t4t ca hay mot phidn cia thong bdo yéu cdu vi chuyén t6i
server dugc xdc dinh trong yéu cdu néi tren. Transparent proxy, khéng sta
lai noi dung ciia yeu ciu. Non-Transparent proxy, s& sira ddi lai n6éi dung
cla yéu cdu dé€ thém vao mét s6 dich vy cho tram quan 1y ngudi st dung,
nhu 1a dich vu chii giai nhém (group annotation services), hinh thic bién
déi thong tin media (media type transformation), thu nhd giao thiic
(protocol reduction)... Triy nhiing ngoai 1é, HTTP proxy sir dung ddéng thdi
ca hai loai tren.

- Gateway 1a tram nhan (server, receiving agent), nhu mot server 19p
trén (above server) cla mot s6 Server, trong cdc trudng hop cdn thiét sé
phién dich Yeu cdu duéi dang giao thic cha server, hoat d6ng nhu mot
origin server. Client cé thé khong biét ring né dang 1am viéc voi gateway,
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- Tunnel 1a chuong trinh, hoat ddng nhy mot diém trl hodn (delay point)
gifta hai méi lien lac (connection) va khong c6 mot thay déi ndo ndi dung
cia thong bdo. Tunnel dugc sit dung khi truyén thong tin cin vugt qua.
nhitng trung gian (firewall), tham chi khi cdc d&i tugng trung gian khong
~ hidu duge ndi dung cha yéu cdu. - o '

- Giao thic truyén tap tin FTP

FTP (File Transfer Protocol) 1a mét dich vu truyén t4p tin trén he thong
mang Internet v2 trén céc h¢ thong mang TCP/IP. V& co ban, FTP 12 giao
thic client/server, trong d6 mot h¢ théng dang sit dung trinh FTP server
chép nhan céc yéu cdu tir mot h¢ théng dang chay FTP client. Dich vy nay
cho phép ngudi ding gli d€n mdy ch céc yéu ciu tai 1én hodc chép vé céc
tap tin.

FTP lam viéc thong qua nhiéu hé théng tap tin khdc nhau, nhu vay, clc
ngudi ddng phéi luu ¢ ring cdc kiéu iap tin tren FTP server c6 thé khong
tuong thic:h v6i he théng cia ho. N6i chung, 1p tin van ban cé thé xem
dugc bdi tét ca moi loai he théng, con céc loai tap tin phd bién méi hon nhu
PDF (Portable Document Format) clia Adobe c6 ft kha nang nay hon.

Trén thyc t&, FIP client diéu hanh quén ly phén 16n tién trinh dua ra
yeéu cdu. Trudc hét, nd thong- dich c4c cau 1¢énh ci’ija ngudi ding rﬁi\méi g
yeu cdu d6 dén FTP server 'dahg,- sir dyng giao thic FTP. Céc cau lénh va dit
lieu duge g di bang qua hai két n61kh5.c nhau.-Khi ban khai dong FTP va
n6i vac mot FTP server, mot lién "ké’:t.dul;_:c md& ra cho. njéy cht d6 dé gifr
nguyén tinh trang md cho dé&n khi’ ban gd K¢nh Close. Khi ban dua ra mot '
yéu clu truyén tap tin, dir li¢u cua tap t_i-n‘;dé' duac trﬁyén thong qua mot két
n6i khdc, va két n6i ndy s& két thic khi qué trinh truyén tap tin hoan thanh.
Nhu vay, mot phién truyén FTP dién hinh c6.thé c6 vai lien ket dugc md
cing mot lic néu c6 nhiéu tap tin dang duce truyén di. Sir dung phuong
phép nay dé chia sé diéu khién va dir Liéw, c6 nighia 12 lien ket d6 c6 thé
durge sit dung trong khi dif 1iéu da duge trayén di. -

6.4. AN TOAN THONG TIN TREN MANG

" Cdng sy ph4t trién khong ngimg cia Internet, bao mat hé théng mang
1r&s thanh vin dé cdp thi€t. Ngay nay, ngudi diing c6 nhiéu cong cy va thong
tin dé truy nhap bt hop phdp vao mang, vi vay cdn cd cac cong cu ngin
chan nhimng truy cAp nay va theo doi dit liéu chuyén trong mang.
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" 64.1.CAC CACH LAY DULIEU BAT HOP PHAP TREN MANG -
. "a. Network Packet Sniffers (B¢ thu cdc géi tin mang) | o
. Packet Sniffes 12 nhitng \ng dung diing card giao tiép ti€p xdc véi mang

truyén g6i tin, cho phép ldy céc packet dang truyén trén mang. Packet

' Sniffers cung c&p nhimg thong tin quan trong nhur tén ngudi ding, tir khéa,

-~ thong tin vé cong nght mang... khién ngudi tdn cong cé thé truy cap bt

hgp phép vao nhiéu chuong trinh 18y thong tin va tai nguyén, vao téng
ngudi st dung d€ tao tai khodn méi, thay d8i nhitng thong s6 hé thdng, ligt

ke dich vy va quyén trén file server, truy cap vio nhitng mdy tfnh khéc nita
trong mang dé 18y thong tin. '

b. IP Spoofing (Gid mao dia chi IP)

Ngudi tén cong c6 thé ding dia chi IP ndm trong dai IP déng tin cay
cia mang d€ gia 1am mdy tinh tin cay, truy nhap bt hop phdp vao mang.

. Password Attacks (T @'n cong mdt khdu)

Hién nay cé nhiéu céch dé tdn cong tir khéa nhu: IP Spoofing, Packet
Sniffers, Trojan... Trong d6 hai phttctng phép thudng ding 12 IP Spoofing va
Packet Sniffers. e :

d. S phdn phéi théng tin hh.qiy.-c_dm |

Du da ¢é mot chinh sﬁch bao mat véi nhﬁ‘nglquyéi; truy nhap hop phép,

“viin c¢6 thé c6 sy vi pham bdo mat khi phan b& thong tin nhay cdm cho
nhimg ngudi khong tin cay. Nhing thanh vién ndy c6 thé ding tix khéa va

IP Spooping t4n cong, sao chép va chia xé thong tin bio mat. '
e, Man-in-the- Midle attacks (Tdn cong voi ngudi ngi gidn)

Ngudi tn cong & day 1 ngudi c6 kha nang truy cp o céc g6i thong tin
mang, c6 kha ning theo dbi céc géi tin truyén ti mang nly tGi mang khic.

6.4.2. CAC CHIEN LUDC AN TOAN HE THONG

. Truéc khi dua céc gidi phdp an toan h¢ thng cin mot chién luge nhin
chung tdng thé ca he. C6 mot s6 mit cdn lwu ¥ trong chién lugc an toan hé
théng 1a: ' : '

4. Quyén han 163 thiéu (Last Privilege)

Theo chi€n luge nay bat ki d6i twgng nao ciing chi ¢6 nhiing quyén han nhét
dinh d6 véi thong tin va tii nguyén mang. Pay 1a chién luge nén tang nhat.
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b. Bdo vé theo chiéu sdu {(Defence In Depth) -

Theo nguyeén téc ndy, cdn tao nhiéu co ché an toan d&€ hd trg 14n nhau,
khong chi dia vao mot ch€ d¢ an toan cho dd nd rat manh.

c. Niit thdt (Choke Point)

Nguyeén thc nay tgo mot nit thét, & 46 chi cho phép thong tin di vao he
théng bing dudng duy nhit, xay dyng mot co ché ki€m soat va diéu khién -
céc ludng thong tin qua nit thit nay. o

d. Diém n6i yéu nhdt (Weakest Link)

Ngudi phé hoai thudng tim nhiing diém y&u nht cha he théng dé tin
cong, do viy cén tim va bio vé diém y&u nay. Thong thudng, an toan vé
mat vat 1y duge coi 1a diém y&u nhét.

e. Tinh todn cyc

Cén c6 tinh toan cuc cho cdc h¢ théng cuc bo trong hé théng an toan.
Né&u c6 thé phé v mot co ché an toan thi ciing cd thé t4n coéng thanh cong
mot hé théng ty do, sau 46 pha hoai hé thdng tir bén trong.

f.Tinh.da dang ctia viéc bdo vé

Khi truy nhap bit hop phap vao mot he théng bat ky, ngudi tén cong c6
thé truy nhap vao céc he thong khéc nita. Do vay, mot hé théng an toan phai
st dung nhiéu bién phép bao v¢ khic nhau cho nhitng h¢ théng khéc nhau.

6.4.3. CACMUC BAO VE AN TOAN |

Céc mic bio v¢ an_'tohn ba,d gém: quyén truy nhdp, dang k¥ tén va mat
khdu, ma héa dir lieu, 16p bio vé vat 1y, Fire wall. Pé ngan chan céc truy
nhap mang bat hop phép, ngudi ta thudng ding d6ng thoi nhidu miic bio vé

khéc nhau cho mang. -
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Chuong 7
MANG KHONG DAY 802.11

7.1. GIOI THIEU MANG KHONG DAY

Nhu cdu vé sir dung h¢ théng mang di déng ngay cang tang. Cic céch
thifc truyén dir ligu trén he théng mang truyén théng trén thé gisi khong
con ddp ing dugc sy thach thifc dé ra clia ddi séng x3 hoi. N&u ngudi sir
dung n6i vao Internet thong qua hé théng cap vat 1y, viee di chuyén clia ho
s€ by han ché, gd bd trong mot viing dién tich nhé hep. K&t nsi khong day
cho phép di chuyén nhiéu hon. Cong nghe khong day dang d4n dén xam lan
he théng mang c6 day (hoac c6 dinh) truyén thong.

Ching ta dang & trong thoi k¥ thay d6i sau sic vé hé théng mang va
truyén thong mdy tinh. Céng nghe dién thoai khoéng day da phat trién thanh -
cong boi né cho phép con ngudi két néi véi nhau khong cdn & nhing dia
diém ¢6 dinh nao ca. Nhing cong nghé mdi tap trung vio mang may tinh
thyc hién nhimg diéu twong wr khi két n6i vao mang Internet. Mot trong
nhiing cong ngh¢ mang khong day thanh céng d6 13 chudn 802.11

Mang khong day cho phép chia s& nhiéu I¢i th& quan trong, khong quan
tam giao thitc duoc thiét k& nhu thé nao, hoic dang dit lieu ma né truyén.

Mot loi th€ rd rang nhdt cia mang khong day d6 Ia tinh hru dong.
Ngudi sir dung mang khong day c6 thé két néi véi mang cé sin va réi cho
phép di chuyén tr do. ngudsi sir dung dién thoai di dong c6 thé di chuyén
dén ca km ma vin & trong cudc hoi dam béi vi he théng dien thoai di dong
vin ndm trong viing phi séng clia cdc tram thu phét séng. Ban ddu dién
‘thoai di dong khd dit 1ién, va chi duge sit dung bdi mot s& ngudi dang cé
nhu cdu cép thi€t vé dia diém va thai gian. Chién luge phat tridn rong khép,
khong bién gidi clla cdc nha cung c4dp dich vu dien thoai di dong, dong thdi
chng v6i sy phét tri€n cong nghe dién thoai di dong, sy phat trién clia cdc
héng san sudt dign thoai di dong va gid thanh hét sic hop 1y, gll.lp cho dién
thoai di dong phét trién hét sitc rong 16n.

Mang dif liéu khéng day gitp cho ngudi sit dung loai bd nhitg giéi han
vé tinh di déng cia hé théng cip mang ¢6 djnh. Ngudi sit dung c6 thé &
trong thu vién, & trong phong hoi thao, hoac 13 nhitg phiit giai lac nham
nhi ly cafe tai quan cafe ben dudng, mién 1a trong ving phit séng ciia tram
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déu c6 thé sir dung mang mdy tinh nhu nhitng mdy tinh ding cdp c6 dinh.
Cung v6i sy phét trién khong ngimg vé thiét bj va cong nghé, tai thoi diém
nay, ngudi sir dung c6 thé di chuyén trong céc khu vuc ban kinh vai tram
mét cdch xa tram thu phét. Ban cling c6 thé m& rong khoang céch trén bing
cdch sir dung cdc tram thu phét n6i nhau lien tuc.

Dac thi clia mang khong day 13 tinh mém déo cao, c6 thé trién khai 1ip
dat nhanh. Mang khong day sir dung nhiéu tram thu phét co s& dé két n6i
nguoi sir dung v6i mang mdy tinh c6 sin. Co sd ha tdng clia mang khong
day la gi6ng nhau d6i v6i viec ban két néi 1 ngudi ding hay hang triéu
ngudi diung. Dé tao ra vang phi séng cho noi sir dung mang khong day,
phai sir dung tram thu phét séng co ban va he théng ang ten. Khi hé théng
co s& ha tdng mang khong day dugc xay dung, vén dé thém ngudi dung chi
con 1a viéc xdc nhan quyén sir dung. Véi mot h¢ théng co sd ha tdng da xay
dung c6 thé thiét lap c&u hinh dé nhén dang va cung c4p dich vu cho nguoi
dung méi, nhung viéc xdc nhan khong yéu ciu thém céc thanh phéan, ngudi
ding méi truy cap mang khong can phai kéo thém day, han ddu néi, xic lap

. ddu cudi.
A
i) %‘?"’
el T ek

AP Client

Hinh 7.1. M6t s6 so d6 ung dung gidi phép mang khéng déay

Kha nang mém déo 1a thuéc tinh quan trong cla cdc nha cung c4p
dich vu. Nhiéu nha san xu4t san phdm theo chuin 802.11 di theo dudi thi
trudng két n6i duge goi 1a “diém néng”. San bay, nha ga déu c6 khich
hang quan tam dén viéc truy cap Internet trong lic chd doi. C6 nhiéu ly
do dé khong chon viéc sir dung dudng truyén cdp, viéc chay cdp mang dt
tién, lai t6n thdi gian phuc vu khach va déi khi lai phai thay déi cdu triic
toa nha, mat tinh thim my. Vé6i mang khong day, khong cdn sira chira xay
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dlmg gl, khong cén phai dy doén nhu cdu s6 luong ngudi cén sit dyng .

- mang. Chi cdn mot k&t néi don g’ién vio Internet, réi mang khong day 1am
~ nhitng vi¢c cdn lai cho ngudi sir dyng. Tuy vay, mang khong day c6 gidi
. han vé bang thong, cang nhiéu ngudi st dung mot tram thu phét, s& 1am
gidm bang thong cho timg may. '

D& véi céc tod nha ki€n tric cb, viéc thay 4éi ki€n irdc dé d4u ndi he
- théng cdp mang s& lam &nh hudng dén tinh lich s cla ngoi nha, véi giai
phdp mang khong day, diéu d6 s& khong con 12 van dé. C6 thé wrién khai
" phanh mot he théng mang khong day phd séng toan bo tod nha, va chi cé
mot it hé théng cdp cén phai cai dat trong tod nha, didu nay s& 1am hai 1ong
cdc nha lich sit hoc. '

Mang khéng day di 1am thay ddi sy phat trién cla mang truyén
thong cong cong, noi rdt khé cé thé xay dyng duoc hé théng cép mang
¢6 dinh. V6i sy giam gid nhanh chéng ciia cdc thi€t bj chudn 802.11,
_ nhimg nhém ngudi tinh nguyén c6 thé thi€t 1ap chia sé mang kKhong day
~ cho moi ngudi. Nhing mgng cong déng sé md rong gidi truy cap

Internet thong qua dudng ket ndi DSL t6c 4o cao, thong qua mang
khong ddy ngudi ding c6 thé dé dang si dung cdc k€t néi nay truy nhap
vao mang Internet. -~ .

- " G-iﬁng.‘m_‘?_i h¢ ;ﬁqqg_'mgng khéc, tne_mg khong day truyén dt liéu trén

‘ " moi ttirdmg truyén mang. _Moi'._;rudng truyén 12 mot dang cla séng dién

r. Bé dﬁpﬁ‘ngtﬁtnhitchg mecsfr dyng mang di dong, moi trudng
truyén chic chin phii dude phir trén mot diéd tich rong dé nhimg ngudi
sit dung c6 thé di chuyén trong khodng ‘c4nh rong ma vin st dyng-dugc
dich vu. C6 hai moi tr\rbngtruy : aydwgcsf:dungcho nhimg ng
dumg cuc bo 1a dnh sing héng ngosi v3, song ‘tadio, Heu hét.chc may
" tinh x4ch tay hi¢n nay déu c6 c8ng héng ngvai cd t ‘nhanh chéng ket
néi véi cac thiét bj ngoai vi c6 cdng héng ngosi: Tuy nhien si dyng dnh |
séng héng ngoai s& bj gidi han vé khokng cdch, d& dihg bi chan 1ai bdi
cc bifc wrdng, cac thi€t bj noi thét v van phong khéc. Séng radio c6.
" thé di xuyeén qua hdu hét cdc vat can va chb"ph{_ép‘-m&.i'.()ri'g" khgﬁrig-céch
st dung. Diéu nay gidi thich tai sao hién nay céc-'th'i_e_ftjbil'chuén 802.11
‘déu sir dung séng radio. ‘ SR S

7.1.1. LICH SUPHAT TRIEN MANG KHONG DAY

Wireless network 1a giao thtc mang két n6i khong day sir dung séng
radio 4& k&t n6i céc thi€t bi nhu m4y tinh xéch tay vao mang.
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- WPAN
GSM/ | Hiper Bluetooth -

Ultra-Wideband

Hinh 7.2. Cac mo6 hinh Wireless Network

Nam 1997, the Institute of Electrical and Electronic Engineers (IEEE) :
phdc thao chudn 802.11 cho WL ANSs (Wireless Local Area Networking).

WLAN la mang cuc bo khong day cho phép ket néi khong day ethernet
hoat dgng theo dic ta 802.11 cua IEEE (Hi¢p hoi dién va dién tir Hoa K¥).

‘Nam 1999, chusn 802.11b duge phéc thao va dugc cong nhan bdi mang
_ Iu6i cong nghiép, va nhimg san phﬁm tr mang khOng day trén khép tﬁn 56
2 4GHz bét dﬁu tdn tal

WLAN hoat dOng trong' phé: t&n 6 ma ﬁy ban truyén thOng clia My
. -(FCC) cho:phép e do st dl,mg khong phéi dﬁng ky: B4t k¥ ai ciing ¢6 thé

vén hanh nhibu logi thiét by khﬁc nhiiu-trong nlmng bing t4n ndy ma khong
cén phal Xin c4p. ban quyﬁn ' e

Hinh 7.2 mo th cdc mo hinh man‘g -khéng day, trong 46 V6i khoang céch
" ngén dudi 10 m ta c6 thé sit dung cong nght ko day WPAN nhu Bluetooth,
. Ultra-wideband... Khoé.ng céch tiy dudi ‘100m s& dung cong nghe WLAN
" nhu Ve’lFl WiMax....(Phdn nay la phin trong diém cia tai liéu nay).Khoang

cdch tir 100m trd 1en sir dung cong nghe WWAN nhlr CDMA GSM/GPRS.

7 1.2. DAI TAN SO KHONG DAY

Thle’t bi khéng day bit budc phai hoat dOng tai dai tAn nao d6, méi mot
dai cé mét bang thong (la kho&ng rong tan s6 trong dai). Bang thong hiéu
theo nghia rong 1a s6 do caa dung lugng dir liéu két néi. D6i vdi mang dién

-~ thoai Analog sir dung d0 rong dii 1a 20kHz, tfn hiéu TV si dung d6 rong

béng thong 1&n d&€n 6 MHz. Viéc sit dung phd radio duge nhi nudc quan 1y,
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va khi muén sir dung s6ng radio ban pha1 dang k¥ v6i don vj quin 15' tén s6
© tai nudc ta.

Giita nhilng nim 80 cfia thé ky XX, Uy ban truyén thong lién bang
(FCC) thay d4i phén 15 vé& quy dinh phd radio, khong ch€ cac thiét bi
khong ban quyén. Sy thay ddi x4c nhan cdc sin phdm mang khong day st
‘dung diéu ch& phd trai rong hoat dong tai dai tdn cong nghiép, khoa hoc va
y t&€ (ISM). Dang diéu ché nay trudc day dugc quy dinh chi ding cho céc
muc dich quan si. T4n s6 ISM c6 ba bang khédc nhau tai cic dai tin s0
900 MHz, 2.4 GHz, 5 GHz (xem chi tiét &@ phén trén). Trong gido trinh nay
ta chi quan tam dén hai dai t4n s6 2.4 va 5 GHz.

Mot dién hinh clia nhitng dai tdn ISM 1 cho phép ngudi sir dung cic
san phdm mang khong d4y ma khong cin xdc nhan ban quyén st dung tdn
s6, tuy nhién & mot vai quéc gia, trong d6 c6 Viét Nam, khi st dung dai tdn
s6 nay phéi xin gify phép sit dung tin s6. Sau day 12 mot s§ déi tdn s6 sir
dung trong cong nghé mang khong day. :

7.1.2.1. Déi 1&n JOOMH=z

Dai tdn s& thdp 900 MHz thudng dugc sl dung la dai trong cong
nghi¢p, nghién ciru va y hoc (ISM). Téng 46 rong bang 1a 26 MHz, tin hi¢u
trong dii nay c6 budc séng x4p xi bing 30cm. Nhimg tin hig¢u nay c6 kha
' ning xuyén qua Kh4 nhiéu chuéng ngai vét, vi dy nhu nhitng cay nho, déi
thdp vit ¢l mach d€ thu phét trong khodng céch vai km. Bérig duéi day cho
'bie’t'chi' i€t mic cong suét cila dai tdn 900MHz

Bang 7 1 Ch1 ti€t mifc cong suft tai giai tdn 900 MHz.

. D Cong xuét truyén Khuéch dai EIRP (Coéng xuit phét
o “cwre dal angten 16n nhit xa déng buéng duong
S N lugng) _
902 d&n 92_‘8 MH'z- _ +30dBm (1 Watt) +6 dBi +36 dBi (4 watt, lien quan |
N R dén huémg dng ten) :

7122 D&H&V\Q‘I—C\Hz

~ Dai tén 2. 4 GHz 12 dai gitra ISM, téng do rong clia dai 1a 83 MHz: Tfh

hJéu t.rong giai nay cé buéc séng x4p xi 12 cm. Tin hi¢u ndy cé kha nang
Xxuyén qua cdc truéng ngai vat, nhung khong manh, xuyén qua mot bic
" tudmg ¢6 thé gay ra do suy hao 10 t6i 12 dB. D6 suy hao khi di qua cay phu
* thudc vao véc dang clia tén 14 cay va cay udt hay kho, trung binh ¢ di qua
1 mét cay sé suy hao khoang 0.5 dB, v6i dudng kinh cay 10 m s& cé d§ suy

205



hang chuc mét. Bang dudi day cho ta thdy chi ti€t cdc mifc cong xudt tai dai

tAn 2.4 GHz.

~ Bang 7.2. Chi ti€t mdc cong sudt tai giai tdn 2.4 GHz

hao 1én dén 5 dB, 40 suy hao 6dB sé gidm chiéu dai ket néi di 1/2 so v6i d6
dai khéng bi suy hao. Khi di qua mot

vai cty, khoang céch c6 thé giam di

‘chng sufit may phat

la 1 dB. (Viduy véi
Angten +3dBi,giam

Dai Céng xudit truyén | Khuéch dai Singten | EIRP (Céng xudt
cyc dai I6n nhiat phat xa ding hudng
duong lugng)

2403 d8n 2483MHz | +30 dBmi (1 Watt) +65 dBi +36 dBi (4 watt)
{@8m dén nhidu ' :
diém)
2403 dén 2483 [ +30 dBm {1 Watt) {quy lust 3 d&n 1) véi | Phu thudc vao kich
MHz {didm dén | méi 46 khuéch dai ¢3 ang ten, véi
diém) angten 3 dBi giam angten +24 dBi va

ccong suéit bg phat 14
+24 dBm, k&t ndi
diém 6i didm |a +38

| Phé tdn s6 dai réng
“| trdl réng sif dung tit

15 48n 74 t4n s&

cbng sudt may phat | dBi (84 Watt)
d&n +29dBm)
2403 t&i 2483 MHz | +21 dBm (125 mW) +6 dBi

+27 dBi (500mW)

7.1.2.3. Déi t4n 3.5 GHz
© Giai tdn ndy ft duge sit dung, ty

' GHz duge sir dung tai mot s6 nude. D
& dii ndy trong mot s trudmg hop khé giéng v

nhién mot vai dii con giita 3.3 va 4.0
ai ndy dugc dé cap & day 12 do thiét bi
&i thigt bj & gidi 2.4 GHz.

Tin hiéu trong gidi ndy ¢6 budc séng khodng 9-cm. Déc trung truyén trong

mot s6 trudmg hop gidng v6‘1 d

canla lén hon

7.1.2.4. Déi tdn e85 GHz -~ |
C6 4 dai tdn con tai 5 GHz (& mot vai nude trén the gi6i day 1a dai tdn

4i tén 2.4 GHz, d¢ suy hao khi xuyén qua vat

" 6 1r do), qua hai bang tén g6i 1én nhau cho mdi loai. C6 mot dii ISM tr

5725 d€n 5850 MHz va c6 3 bang tdn (U-NII) 5150 dé&n 5250 MHz, 5250
d&n 5350 MHz, 5725 dén 5825 MHz, mbi bang tin ISM c6 do rong 125
MHz va mbi mét bang tdn thuodc dang U-NII 1a 100 MHz. Tin hiéu & dai tin

' 6 5 GHz c¢6 budc séng khoang 5 cm. M#bi mot bang tdn con 5 GHz c6 do

' roéng 16n hon bing tdn 2.4 GHz. Cic thi€t bi & dai tdn 5 GHz s& c6 nhiéu

bang thong han. PO suy hao khi qua 1 mét cy s& 12 1.2 dB. Vi dudng kinh
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~ cAy 12 10m ta s& c6 do suy hao vé chiéu dai két n6i khong day len dén 75%.
‘Bang dudi cho bi€t cdc mitc cong sudt. '

- Bang 7.3. Chi ti€t muc cong sudt tai giai tdn 5 GHz

pi Cong xufit truyén cuc  j Khuéch dai angten’ EIRP (Cong xust phat
dai 14n nhit xa ding hudng duong
tugng)

1 1sm +30dBm (1 Watt) +6 dBi +36 dBi (4 watt)

5725 dén 5850 MHz Chd ¢ rdng, vdi nhing
he théng diém tdi
diém c6 thé sk dung
Angten cé do khuéch
dai 16n hon +6dBi

khong gay gidm cong
sufit b0 phat
U-NII +17dBm (50 mW) +6dBi +23 dBi (500 mW)
5150 d&n 5250 MHz
U-NIl +24 dBm (250 mW) +6dBi +30dBi (1 W)
5250 dén 5350 MHz
U-NII +30dBm (1 W) +6dBi +35dBi (4 W)

5725 dén 5825 MHz

' 7.1.2.5. D&i t&n 60 GH=z

Bang ISM tir 59 16i 64 GHz dugc sir dung tai My vao nam 1999, téng
46 rong bing lén dén 5 GHz. Tin higu cha bang ndy c6 budc séng khoang
1/2 cm. Tin hi¢u trong t4n s6 ndy bi suy hao boi su cé mat ciia Oxy trong
 khong khf. Khodng céch. néi xa nht trong dai tdn nay dat 800m. Tin hiéu bj
ngan chin hoan toan khi ¢i xuyén qua chuéng ngai vit. Dic diém béi bat
cia dai tdn ndy 1 cdc tlnét bi cung ca'p th 40 truyén dir lleu kiéu dlém -
diém dat 622 MBPS SRR - .

7.13.UU VA NHch DIéM m?. THéNG MANG KHONG DAY

- 7.1.3.1. Uu didm hé H\é‘hg mqng klr\éhs d&y

Chiing ta biét réng mang LAN c6 day truyén th6ng ¢é céc wu diém nhu
~ tinh bio mat cao, t6c d¢ nhanh (dac biet néu ding.cép quang)...,nhung tai
nhimng noi khong thé trién khai dugc va yéu céu tinh linh dong thi LAN ¢
day khong ddp ung dugc. Mat khdc v6i sy cai ti€n cong nghé va sy hoan
thién cha cic chudn, Wireless LAN ngay cang c6 nhiéu wu diém:

Tiér kiém dwoc chi phi thiét ldp cdc dudng mang lrong toa nha va chi
phi bdo diudng.
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Tiét kiem duge thei gian.

Khd ndng md rong va qudn 1y cao: do dic tinh d& b8 sung cdc di€m
Iruy cdp trén mang ma khong mat thém chj phi di day hay di lai day théng
thudng. Mang khong day dic biet thuln tién d6i v6i nhimg dia di€m khé di
day. Véi két ngi khong day Iuén luén sén sang, cdc 16 chifc, doanh nghiep
s€ khéng gip phai truong hop bi mat, dut hay hdng day dich vu clia minh.

Tinh linh dgng: Nhimg ngudi ding may laptop di c6 thé di chuyén
khip noi trong khu lam viéc, dé dang két néi véi tai nguyén cia hé théng
hitu tuyén. Cac nhan vien cé thé truy cap vao mang LAN cla cong ty tir san
bay hoic khédch san khj di céng tic. ..

Tich hop 6t v6i cdc mang m4y tinh da c6 sin, chia s& (i nguyen.

7.1.3.2. Nkm;!c didm he thdhg mang khéng day

H¢ théng mang khong day hién nay vin chua thé thay th€ cho mang cé
day. Véi cic hé théng mdy cha, vigc ket néi mang khong day cho mdy cha
12 khong thich hop boi ching ai lai di chuyén mdy chi khi dang hoat dong.

T6c do clia mang khong day bi han ch& bai bang thong ¢6 sén. Theo ly
thuy€t thong tin 6 thé gidm £idi han trén cila 16c d6 mang, cang nhiéu thiét
bi truy c4p khéng day thi t6c do cang giam. Vi du khi ¢6 bd thu phiat
11 MBPS ta c6 11 tram sir dung thi mdi tram sé& c6 t6c do truyén 12 1 MBPS,
d6i véi mdi bo thu phdt mang khong day chi nen ding t8i da 25 tram sir
dung d¢€ nang cao t6c do mang. Téc d¢ mang khong day bi giéi han bdi dai
tin s& va céch diéu che, trong tuong lai gén t&c d% mang ciing chua thé cai
thién ngay duoc, trong khi hi¢n nay t6c d6 mang day di 1en d&n 10 GBPS
va s& con tiép tyc tang.

Su én dinh dudng truyén phu thudc qud nhiéu vao cic thiét bj phat séng
khdc, khi gap chuéng ngai vat, gdp céc b thu phét séng khdc & gin gidi tdn
6, d¢ suy hao s& tang lén din dén gidm t6c do va khoidng cach dudng
truyén.

Tinh bdo mat caa he théng chua cao, béi chi c4n ban & trong ving phi
s6ng cla he th6ng mang khong day 12 ban da c6 thé ti€p can v6i dir lieu
truyén trén mang.

Tan s6 cang cao thi téc d6 cang cao nhing d¢ suy hao ciing tang theo
lam gidm khoéng cach
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7.1.4. NHU CAU VA SUCAN THIET CUA MANG KHONG DAY

Trong hai thap ky qua, ngudi ding vin két n6i cdc mdy tinh c4 nhan
bing cdp, viec két n6i qua khong gian khong cén d&n cic loa1 cédp vin cdn
tuong d6i méi voi ngudi sit dung.

Hi¢n nay, & nhitng noi ma chi phi dia 6c d4t do, cic t8 chic, doanh
nghi¢p 6 xu huéng chuyén d6i sang trang thai di dong. Cing véi céc thiét
bi khong day (di¢n thoai di dong, méy tinh xdch tay, PDA...), xu huéng nay
khong chi lam ting ning sudt va hiéu qua 1am viéc ciia nhan vién ma con
gidm dién tich van phdng cho ho.

Van phong di dong mang t6i cho nhan vién do linh hoat va kha ning
quan 1y thoi gian 16t hon, ting nang sudt lam viéc va tiét kiem dugc chi phf
dang ké trong cdc hoat dong.

Vé6i mang LAN khong day, nhan vién 1am viéc c6 thé truy cap vao co
s& dif liéu clia co quan minh tai van phdng hay bén ngoai va ¢6 thé lién tuc
sit dung nhiing thi€t bi n6i mang dé két n6i vio Internet. Ung dung khong
day dac biet thich hgp d6i vdi nhiing nhém ngudi lam viec thudng phai di
chuyén. V{ dy nhw giri thu dien tir trong khi dang dei chuyén bay tiép theo
hay giti théng tin di ngay khi m4y bay ha cdnh xu6ng san bay. Cic bd me
¢6 thé cdng con gdi tham gia 16p hoc boi déng thoi vin ¢6 thé doc va trd 10i
thu dién tir cia minh.

St dung cong nghé mz_mg khong day, cdc t6 chitc, doanh nghigp tiét
kiém duogc chi phi thi€t 1ap cdc dudng mang trong tda nha va chi phf bdo
dudng. Mang LAN khong day cdn ¢6 kha n#ng m& rong va quan 1§ cao do
dic tinh dé b8 sung cdc diém truy cip trén mang ma khong mét thém chi
_phi di day hay di lai day thong thudng. Mang khong day dac biét thuan tién
d6i v6i nhiing dja di€m khé di day. K&t n6i khong day ludn luén s&n sang,
céc t6 chitc, doanh nghiép s& khong gip phéi trudng hop bi mat, dit hay
hong day dich vu cha minh.

T6c 49 1a didu cot yéu. Mang khong day s& ti€t kiem dugc thdi gian 1p
dat chay day khip cd van phong va ti€p t6i 12 tiét kiem cong sitc nhan lyc vi
kho6ng cén phai lip dat c4c diém truy cap mang LAN thong thudng. Két ndi
ngudh sir dung khong day dugc tu déng héa giita cdc mang, cai dit va phédn
ciing khac nhau, gidp viéc trién khai ciing nhu b6 tri lai don gian va linh
hoat. Dén nay, ngudi sir dung khong cdn phai lo ling vé chuyeén t6c 4o nita,
vi mang LAN khong day hién nay nhanh gdp da dat dén t6c d6 108 Mbps
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va ¢6 thé cdn ti€p tuc ting trong tuong lai gdn - chi cham hon khong dédng
k€ so v6i mang Ethernet thong thudng.

Trén 1y thuyét, mang khoéng day cé thé truyén di lidu véi t6c d9
11Mbps, trong khi mang LAN né&i day tuong duong cé thé truyén dir ligu
véi t6c d6 9Mbps. Cong nghé mang khong day chic chdn s& con nhanh
hon nira. '

Chi phi cho mang LAN khéng day méi ngay cang hgp 1y hon. Thai
diém vi€t gido trinh ndy, chi phi ddu tv cho méi mot mdy tinh hoa mang
khong day chi khoang 100 USD, chi phi nay s& con ti€p tuc gidm trong
tuong lai.

Néu xét mang LAN c6 day tinh ludn chi phi 14p dat thi gid thanh cia
mang LAN c6 day va khong day twong duong nhau. Hon nita, WLAN lai
tién dung hon, chi cdn b6 sung mot DTC trong mot khu vyc cho nhiéu
ngudi sit dung chi trong vai gid.

An toan théng tin 12 van dé cuc k¥ quan trong trong th€& gidi ndi mang.
Céc vin dé vé an toan thong tin nhu giri dit liéu bi gidi mi tren nhimg tn s&
khong an toan ia van dé dd dugc dé c4p tdi nhiéu trong cdc mang khong
- day. Cdc cong ty cén bao vé thong tin nhay cam, phén cﬁ‘ng va cdc glao
dich cta minh.

An toan thong tin phy thudc vao kha niing thi&t 1ap hoat dong truyén dir
litu duge x4dc thuc, bdo mat va bao dam nguyén ven. Nhung n€u mot khu
viyc cong cong nhu quan cd phe dat gdn mot cong ty cling ¢é mang khong
day, thi vé co ban, thong tin s& di chuyén khong dugc bao vé trong khong
gian trén nhilng mang nay va mot hacker cé thé can thigp duoc,

Trong pham vi an toan thong tin khong day, nhitng ban khoén chinh tap
trung xung quanh mat khiu mi héa tinh hay dong, quan 1y tap trung hay
phan tén. Mot vai lya chon vé an toan thong tin mang khong day gém cé:
Mang riéng a0 (Virtual Private Network - VPN) va giao thitc 802.1x (chudn
cong nghiep), déu két hop mat khau vi ma hda ciing nhu quan 1y tap trung.
Chi kha hon mang lién lac thong tin t€ bao analog, 802.11b la giao thic
thong tin dé bi t&n cong nhat. Sir dung chuidn cong nghi¢p va coéng nghe,
mdy xich tay IBM ThinkPad di két hop hé théng bao mat vdi cong nghe
VPN cung c4p phuong thitc dam bao an toan cho lién lac qua giao thitc.

Hién nay, nhiéu cong ty cung cip dich vy bdo mat d3 dua ra nhiéu gidi
phdp tng phé véi nhimg vy xam nhap b4t hop phdp. Phuong phép “ma héa”
12 phan tdn thong tin theo mot mad duge giri theo mot tdn s6. Dif ligu duge
m3 héa ndy sau d6 duge tap hop lai khi t6i diém nhan.
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Nhitng ngudi sit dung thuémg duge nhic nhé chi giti thong tin di duge
mi héa d€ dam bao khéng cé sy rd ri thong tin quan trong. Phuong phdp sir
dung mdy do Sniffers cé thé dd dugc dia di€ém cta mang 802.11b va biét
duoc khi ndo mang dang truyén dir lieu. Ngoai ra, “ mang riéng 4o VPNs”
(Virtual Private Networks) 13 nhimg hé théng trung gian dién tir khong thé
dd tim dugc dat gilta cdc mang trao ddi dir lieu ciing d4 duge nhidu noi st
dung hiéu qua trong viéc dam bdo an todn cho mang.

Mot cong ty hay 16 chitc sir dung cong nghé khong day dé c6 thé hoat
dong ndng sudt cao hon nhung ho ciing cdn xem xét k¥ ludng nhu cdu ciing
nhu yéu c4u hoat ddng cda minh dé€ cé thé tan dung duoc hét cdc Idi ich cha
mang khong day.

Piéu ddu tien, ho c4n phai chon cho ding nha cung cdp gidi phép tin
cay, c¢6 thé phdt trién dugc phin mém,- phdn cing vi céng nghé manh
nhit, nhim thuc hién dugc 14t ¢ nhitng cong viéc cha ho mot cdch hoan
hao nhat,

Cho t6i nay Vien K¥ thuat Dién va Dién tir (Institute of Electrical and
Electronic Engineers - IEEE) d4 phét trién ba chi tiéu k¥ thuat cho mang
LAN khong day: 802.11a, 802.11b va 802.11g. Ca ba chi tieu k¥ thuat nay
s dung cong ngh¢ da truy nhap nhay cdm séng cé phat hién va cham
(Carrier Sense Multiple Access - Collision Detection CDMA/CD) nhu mot
giao thifc chia sé dudng din. CDMA/CD 14 mot phuong phép truyén dir liéu
dugce va thich vi do tin cay cia né théng qua kha nang chéng mat dit liéu.
Céc tng dung mang LAN, cdc he diéu hanh hoac giao thitc mang, bao gém
ca giao thitc Internet TCP/IP s& chay trén cdc mang WLAN tuong thich
chudn 802.11 d& dang nhu chay trén Ethernet nhung khong cédn phai chay
cdp qua trdng hay trdn nha.

. Trong vai nam qua chuén 802.11b di thyc sy mé& ra nhiéu co héi hip
dan. Céc h¢ th6ng khich san v cong ty cho thué xe hoi di trién khai céc
san phdm dua trén chudn 802.11b d& hd trg cic hoat d6ng nhan phong, tra
phong, nhan xe tra xe di dong. Cic chuyén gia y t&€ khong chi doc bénh 4n
ma con ¢6 thé nhan duge theo théi gian thuc cic tin hiu sinh tir va dir lidu
d6i chi€u khdc tir givdmg bénh ma khéng cdn phai phu thuéc vao hiang déng
d6 thi va gidy td luan chuyén qua cdc bod phan. Cic céng nhan trong xudng
sdn xudt c6 thé truy cap vio thong s6 k¥ thuat ma khong phdi két nsi day
phic tap. Hién nay, cdc cong ty sdn sudt thi€t bi mang khong day din
chuyén t41 ci cdc thiét bi khong day sang hoat dong tai chudn 802.11g, cdc
thiét bj nay thudng hé trg cling mot lic hai chudn 802.11b va 802.11g, cho
phép cing lic c4c thigt bi khong day hoat dong tai hai chudn 802.11b,
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802.11g hoat dong trén ciing mot mang. Hién nay chudn 802.11 g dd hé rg
16c 49 dat 108 MBPS (chi tiét xem phdn chuin 802.11).

Céc h¢ théng WLAN hién tai trén thi trudng dang hé, tro chuén 802.11b
chi cé t6c do gi6i han & 11Mbps, tuy nhién t6c 4o nay van nhanh hon tdc
d6 modem 56Kps 200 14n va tham chi vin nhanh hon modem cdp déng truc
va DSL. Chi tieu k¥ thuat méi cha IEE dai dién cho mot thé he WLAN mdi.
802.11a 12 chudn riéng khéng phu thuoc, né htia hen c¢é nhiéu tinh nang
mdi xudt sic.

Intel da cong bd s& hd tro chi tieu k¥ thuat 802.11a bing cich tung ra
B0 truy cap khong day Intel Pro/Wireless 5000 LAN Access Point va cdc
bo chuyén déi CardBus va PCL Intel ciing cong b6 bo cong cu mé rong
dual-mode cho phép cdc diém truy cap phuc vu duoc ci chuén 802.11b hién
hanh va chudn 802.11a mdi, gilp céc 18 chifc doanh nghiép chuyén lén céc
hé théng t&c do cao hon.

Mic du cdc san phdm 802.11a va 802.11b c6 dai giong nhau nhung
802.11a tgo t6c do cao hon trén toan dien tich né phi séng. V&i t&c do
truyén dif liéu 54Mbps, né nhanh hon b4t ci gidi phdp WLAN nao khic.
Thé h¢ san phdm WLAN t6c d6 54Mpbs d4u tien s hdp din cic ing dung
doi hoi nhiéu bang thong nhu thiét k&€ CAD, truyén video nhung né sé& chi
thyc su phé bién khi c4c ting dyng phat trién cao hon chudn 802.11b.

Dai tdn 5GHz, noi 802.11a hoat dong, khéng "dong ddc" 1dm nén s& {t
bi nhidu ho#c tranh chip tfn hiéu. 802.11a 1A phuong tién hop 1y va hiéu
qud nhét c6 thé tai hét cdc ing dung bang thong cao cho mot s6 lugng 16n
ngudi ding - ddng thdi 8 kénh khéng tring nhau cho phép kha nang mé
rong cao hon, 1ip dat linh hoat hon. Do d6, c6 thé nhém 8 di€m truy cap
(Access Points) d€ tao ra t6c do 432Mbps chia s¢ duge gifia nhiéu ngudi
ding trong cing mot khu vyc. Diéu nay tao ra gid tri t6t nhét cho lua chon
mang tdc d6 cao cho nhiing ngudi khong trién khai mang LAN khong day
hoac ngudi ding mudn gia tang t6c d6 cho mang LAN khéng day cé san
cia minh. Tuy nhién vin cdn mot s6 cau hoi: Mang WLAN c¢6 mic bao mat
bing hoic cao hon mang c4p théng thudng khong?

V¢ khia canh kinh t€ + tdc 46, khong ai n6i d6 12 vu diém cia he théng
Wireless cd.: Mot Access Point c6 cong sudt 1a 11 Mbps, nhung d6 la share
gilfa cac Wireless client v6i nhau, tudmg tuong mot AP cover 20 user, twong
ting vdi 11m/20, méi user chua 16i 1m. D6i vdi 802.11b, t6¢ do 11Mbps chi
dat dugc & muc 50 mét d8 xudng, ma dau phai lic ndo user ciing chi trong
ban kinh 50m. '
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Sau ndy, khi ra chudn 802.11a, mot vai thi€t bj nhu Cisco 1200 AP, ¢é
module hé trg chufn nay, thi t6c 46 1én duge 52 Mbps, ciing c6 cai thién vé
bang thong.

Cung nim trong h¢ théng MxU clia Cisco (hé théng Broadband service)
v&i wireless 1a Cable va LongReachEthernet, ca 3 déu 1a nhitng gidi phédp
khd 1§ tudng cho ngudi ding d4u cudi khong chuyén, hodc can bing gidi
quyét dugc bai todn "bang thong - 6 dai - gi4 tién" kha phiic tap.

3 céc nube tién tién, dac biet 1a Han Quéc, m6 hinh MxU dugc 4p
dung kh4 rong rdi, gdn nhu 12 tuyét d6i.Trén thi trudng Viet Nam cé 4 dén
6 hing cung c4p thi&t bi mang khong day ndi ti€ng nhu Cisco, Planet, SMC
va Rebotec (Dai Loan), Skywave (M§), Linksys, Dlink. Trong d6 chi mot
vai hdng cung cip thiét bj khong day ngoai trdi véi khodng cach phll séng
t6i da 1a 40km. Mot trong nhitng hing dugc chon dé sir dung nhiéu nhat 1a
Skywave do t6¢c d¢ truyén dit liéu v vang phit s6ng cao.

Hb tro gidi phdp WDS (Wireless Distribution System) két hop véi mot
hay nhiéu AP Router khdc Iam chitc nang néi séng, cho phép md réng ving
phii séng lén nhiéu 1l4n so véi loai thong thudng. Péng thoi tich hop kha
ning bao mat méi WPA (WiFi Protect Access), md héa 128bit, cho phép
nhéan dién thiét bi mang thong qua dia chi MAC. Chi ¢6 thiét bi ngoai trdi
€0 cOng sudt manh tir 350mW dén 2watt v6i ving phit séng tir 1 dén 40km,
k&t hgp nhiéu loai anten nhuv Ommi, Patch Panel, Yagi, Parabolic Grid dé
tao ra viing phii séng va toa xa khac nhau.

Cac tinh nang thi€t bi ngoai trdi 1a chiu duoc moi trudng luc tr, 4m udt,
nha xudng nhiéu bui than, gié... phit hop véi didu kién nhiet 4o Viet Nam.

Céc giai phdp trén ing dung d€ n6i mang Ethernet trong vin phong,
ntha xudng cho t4t ca cic thi€t bj vi tinh van phdong; ding 12m diém truy cap

Internet v&i hé théng IP dong va hé th6ng ngin chan nhitng cudc truy cap tir
xa khong duge phép tai cdc noi céng cong nhu san bay, bénh vién, nha ga..

Hé¢ théng mang khong day cling hd trg thém nhiéu iing dung khéc nhau
nhu IP phone, camera, PDA, wireless mini printer, -

Ddi véi giai phdp ngoai trdi ding d€ néi mang gifta cdc tda nha cao
tdng, gilta trung tam va chi nhédnh, giita van phdng chinh v nha xudng.

Hién nay khong con tén tai mang cép truyén théng, chiing minh cho xu
th€ mang khong day dang phat trién.
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1:Control: TCP connection.
2:Control: web connections.
3:Data

Hinh 7.3. Wireless LAN va méi truong khéc

Nhing ai cén sir dung mang khong day:

D6 1a c4c 16 chite, cong ty c6 dia di€m rat khé trién khaj mang LAN cé
day nhu nhing tda nha cii, khu di tich lich si, nhimg cong ty phai thué co
sO ha tdng, nhimg cong ty c6 ngan sach han hep...

Céc t6 chitc, cong ty c¢6 nhiéu tru s&, nhiéu tda nha, ho can phai n6i cac

mang véi nhau ma khéng muén thue dudng truyén, hoic khéng muén di
day cdp duéi dat, duéi dudng, viéc nay rat t6n kém va phién phirc.

Nhitng ngusi sir dung hay phai di chuyén, hay phai di cong tic...

Cho céc tng dung “diém néng” nhu cic quan cafe, noj cong codng cin
truy cap Internet.

Cho céc dia diém cho thue ngin han cin trién khai két néi mang trong
cdc khoan thoi gian ngén va gon.

7.2. PHO TRAI RONG

Cong nghé Phé trdi réng (spread spectrum) duoc ding lan ddu trong
th€ chién II dé diéu khién ngu 16i. Spread spectrum truyén mot tin hiéu trén
mot dai tdn s6 rong. May nhan thu thap cic tin hiéu nay dua trén thong tin
da dugc sip xép trudc véi may giri. C4c tin hiéu spread spectrum rit khé
phét hién va néu phat hién duoc thi ciing rat khé bien diéu. Diéu nay bao
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dam an toan. Ngoai ra, cdc tin hiéu spreaci spectrum it gay giao thoa vdi cc
tin hiéu khac, Tin h'.ieu rong doi hoi ning luong truyén it hon. Trong thyc
t€, cic tin hiéu spread spectrum c6 thé chi€m ciing bang thong nhu céc tin
hiéu sir dung bang thong hep.

Pic trung chinh cha spread spectrum 12 tin hiéu ban ddu dugc traj ra
trén bang thong rit 16n, thudng trén 200 14n so v6i bang théng cla tin hiéu
ban d4u. V&i nganh céng nghé théng tin, cong nghé phd trai rong 1a phuong
phap thudng diing dé diéu bién thong tin vao thanh dang nhilmg bits c6 quan
1y duge giri qua he théng khong day phdt séng trén khong. Phé trai rong
dugc phat minh béi Heddy Lamar, nha phat minh duge xac nhan va nhan
duge nhiéu phén thudng cha céc chinh phit béi cong nghé nly.

Vé co ban, cong nghé phd trdi réng dua ra khai niém chia thong tin qua
chudi cdc kénh radio hoac tdn s6. N6i chung, s8 cic tdn s& vao khoadng 70,
va hiu hét cdc thong tin s& glri trén cdc kénh nay trude khi duge giai diéu
ché€. C6 nhiéu k§ thuat spread spectrum, nhung c6 hai k¥ thuat phé dung
nhat dé 1a -

Phd trai réng tdn ty truc tiép (DIRECT SEQUENCE SPREAD
 SPECTRUM - DSSS): Trong phuong phdp nay, dit liéu truyén dugc thay déi
bdi mot dong bit do bén gdi tao ra. Dong bit nay biéu dién méi bit trong dit
ligu ban ddu bing nhiéu bit trong dit lidu tao ra, nhu vay lam mé réng tin
hi¢u trén bang théng rong hon. Néu c6 100 bit duge ding dé bidu dién mbi
bit dir liéu, thi dong tin hiéu dugc mé rong 100 ldn so véi bang théng ban
diu. Nguén tao ra dong bit gia nglu nhién d€ didu bién dir liéu ngudn, va
dich tao ra cding dong bit dé giii diéu bién nhing gi né nhén. Spread
spectrum s& bdo thdng vao céc bang thong bi nhiéu nhidu, nhung khong
vuot qui am luong nhiu. Cdc tin hiéu 4m cia phé trii rong qué y€u khong
thé giao thoa véi cdc tinh hiéu 4m thudng va it bi vi pham nhiing diéu c&m
ky do uy ban truyén thong lien bang FCC quy dinh. Pé d& hidu hon, ta c6
thé hinh dung spread spectrum 13 chudi cdc doan tau néi ti€p dang khoi
hanh cing mot thdi diém, tai trong chia déu cho timg tau va 4t ca déu dén
ciing thti diém, khi dén t4t ca tai trong sé& dugce 14y ra khoi méi tan va duge
d6i chi€u so vdi nguyén ban. Sy nhan 46i tai trong 13 binh thudng véi
spread spectrum khi dit 1i¢u truyén dén bi 16i.

DSSS cung c4p 11 kénh chéng l1én nhau trong dai tdn s6 83 MHZz tai phé
2.4 GHz, trong 11 kénh nay sé ¢6 3 kénh khong chdng 1én nhau 46 rong
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22 MHz xem hinh tren. D9 rong bang theng ciing v6i phwong phép diéu
bi€n tien ti€n dua trén khod mj g6¢ b (CCK) ciia DSSS hé trg t6c do
truyén dit }iéu lon hon didu bien FHSS.

r 1 ms
2402 GHz frequency 2483 GHz

Hinh 7.4. Direct Sequencing

Phé trdi rong nhay t4n (FREQUENCY HOPPING SPREAD
SPECTRUM - FHSS) Trong k¥ thuat nay, di lieu ban ddu khéng duoc mé
rong, nhimg dit ligu duoc truyén qua daj rong cdc tdn s6 thay di trong cdc
khodng thdi gian chia theo gidy. Ca ddu phét 14n d4u nhan déng bo thay déi
tdn s6 trong qu4 trinh truyén dé€ gay khé khin cho d6i tuong lam nhiéu tin
hi¢u trén dudng truyén trong viéc do tim tdn s& chinh xéc mi tin hi¢u 46
dang dugc truyén di. Céc tdn 54 thay d6i duge rit ra tir mot ban mé méy
phét 1&n nhan diéu bien,
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100 mW/MHz -

1 mw/MHz 4 rims
2.402 GHz Frequency 2,483 GHz

Hinh 7.5. Nhdy tan

Bang ISM 2.4 Ghz cho mot phd tdn s6 83 MHz. C4u triic nhay tan s6
tao ra cdc thang tan s6 sin sang bing viéc tao thanh céc kidu dang nhay tin
1én dén 79 dai tdn s6 v6i d6 rong dai tin 1a 1 MHz (hinh 7.5).

Rét nhiéu he théng truyén thong séng cuc ngan (vi ba) x4c dinh hién
dai dua trén phuong phdp diéu bién bien d6 cau phuong (QAM). Nhitng hée
théng nay c6 nhiéu mic d6 phic tap.

Nhitng hé théng don gian nhu kho4 dich pha (PSK) 1a khé4 don gian va
dé thuc hién bdi chiing c6 t6c do dir liéu thdp. Trong diéu bién PSK, hinh
dang clia séng dugc thay déi khong theo bién d6 ma ciing ching & tdn s6
ma & pha, nhitng pha nay dugc coi 1a dich chuyén thdi gian, & trong kho4
dich pha nhi phan (BPSK), nhitng pha ciia séng hinh sin bit ddu tir 0 hoic
1/4. Trong diéu bién BPSK, chi mot bit dugc truyén trén 1 vong (goi la ky
hi¢u). Trong nhitng ph6i hop diéu bién phic tap hon, hon 1 bit duoc
truyén trén 1 ky hiéu. Két hop diéu bién QPSK 1a tuong tu véi BPSK. Miac
du vay, thay vi chi hai trang thédi pha riéng biét thi QPSK sir dung 4 (O,
1/2, 1, 3/2), mang hai bit trén mot ky hi¢u. Khi b6n mic bién do két hop
v6i b6n mitc pha ta cé 16-QAM, trong 16-QAM, 2 bit dugc méa hod trén
sy d6i pha, va 2 bits dugc m& hod trén ddi bisn d¢, va d& dang tinh dugc
téng 12 4 bits trén ky hieu.
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Hinh 7.6. Nhing ty 18 i8i cho hé théng PSK va QAM

Trong hinh 7.6 m&i mot pha duy nh4t duge dat céch nhau & hai gécIva
Q. Géc quay cho biét pha va khodng céch tir tam diém cho ra bien dé. Sy
gin diing diéu bién nay cé thé m& rong ra t6i 64-QAM va 256 —-QAM hoic
cao hon. Thong qua 64-QAM I3 hai san phim bing thong rong day va
khong day, 256-QAM ciing di duoc kiém tra. Mat d¢ trong QAM cac hon,
ty 1¢ nhiu tin hiéu cao hon phai duge bao dam dé ddp tng ty le 161 bit

(BER) nhu yéu ciu.

~ Uncoded 40AM Mr=12.4 Coded 42 bit Mr=12.4
10¢ 10¢ % T
NS -
1001\ \\\\\ 10¢ A\ \\\'\
o \ N o \ \“\
10° \ AN 104 \ '
o N \\ o
\ .
10: 102
0 5 10 15 20 25 3¢ 3B 40 45 ) 1) 5 10 15 20 25 30
SNR (8) . SNR (0B) 5
8

Hinh 7.7. BER Dong dir lidu m& hos va khéng ma hoé chéng iai nhibu tin hidu BER
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Code division multiple access (CDMA) duge sit dung d€ cho ciing xuft
hién déng thei nhiéu dudng truyén. Méi dong dir liéu duge nhan lén v6i ma
nhidu gia ngiu nhién (PN code). Moi ngudi sit dyng hé théng CDMA sit
dung chung mot daij tdn s, mai tin hiéu dugc trai réng ra, va sip xé&t theo
tdng va nd trai rong bang viéc sir dung ma trai rong trong cing mot khe thoi
gian. Tin hiéu truyén dugc phuc héi bang viéc sir dung ma PN.

FHHS: vé6i cau wric FHHS, thu s r&i trong cdc yéu cdu khac nhau, ¢6
nghia ring khong c¢6 su tudn ty tir tau 1 dé€n thu N. Trong hé théng FHHS
t6t nhat, nhimg doan tau hoat dong trong nhiéu khong dugc gii ra lan nita
cho dén khi nhiéu bi triét tiéu. Trong hé théng FHHS, nhiing tin s& xdc
dinh (kénh) dugc ngin lai cho dén khi nhiéu bi triét tiéu.

Nhiu thudng gay anh huéng khong chi 1 kénh tai 1 thdi diém, boi vay
hé théng DSSS gay ra mdt nhiéu dir lieu hon. He théng FHSS tao bu6c nhay
giifa nhimg kénh trong chudi khong tudn tr. Hé théng FHSS t6t nhét diéu
chinh su lua chon kénh sao cho nhimg kénh nhiéu cac dugc chan lai khi xéc
nhan vugt qua ngudng ty le 161 bit.

FDM: Trong hé théng dén theo tdn s6 (Frequency — division
multiplexing — FDM), bang thong cé san duge chia vao trong cac séng
mang da dir liéu. Dit lieu duoc truyén va réi chia ndm trong cdc séng mang
con nay. Bdi vi mdi mot séng mang dugc coi nhu d6c 1ap vdi nhau, nén dai
tdn s6 guard dugc dat quanh nd. Trong mot vai hé thong FDM, hon 50%
bang thong ¢é sin 1a khong sir dung. Trong hdu hét he thong FDM, khi céc
séng mang con dé khong, bang thong cia ching khong chia.sé cho cic
séng mang con khac.

Amplitude Available bandwidth

WATAATITAN

Orthogonal frequency-division multipiexing

Freguency

" Hinh 7.8 Mot vi du vé OFDM tone

OFDM (hinh 7.8): nhiéu séng mang (hoic tone) dugc chia dif liéu kéo
dai tir ben ndy sang ben kia cia phé, gin giéng vdi FDM, trong hé thong
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OFDM, méi tone dwoc coi nhu Ia giao thoa véi nhitng tone ngay ké bén,
khong cdn yéu cdu bang gard. B&i OFDM dugc 1dp ghép bdi nhiéu cic tone
bang hep, nhiéu bang hep s& chi 1am giam mot phdn nhé cha tin hieu va
khong énh huéng hoac anh hudng it dén thanh phan ciia t4n s6.

He théng OFDM sir dung truyén loat clia dir liéu dé giam mutc t6i thiéu
ISI gay ra bdi sy cham trai rong. DUt liéu dugc truyén theo dang truyén loat,
v6i méi truyén loat gém c6 mot tién t6 tudn hoan cia ky higu dit liéu. Vi du
tin hiéu OFDM chi€m dii t4n s6 6 MHz tao ra duoge 512 séng mang doc
1ap, méi mot séng mang s& mang ky hiéu QA trén mot truyén loat. Cho méi
ky hi¢u tudn hoan, téng 576 ky hiéu duogc truyén chi bdi 512 ky hieu QAM
trén 1 truyén loat.

Outdoor unit Qutdoor unit
Lightning protector / J
[ IF cable
Control cable >
] —
Router Router

Hinh 7.9. Céng nghé phé

7.3. CHUAN 802.11

7.3.1. CHUAN CO S3 802.11

Chuén Ethernet khong day ddu tién, IEEE 802.11, d& dugc chép nhan
vao nam 1997. Chuén nay cung cdp 3 16p vat chat (PHY) dac diém k¥ thuat
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bao gém tia hdng ngoai, 1-2 Mbps tdn s8 quang phé trai rong va 1-2 Mbps
trinh tr diéu khién phd trdi rong nhay tdn (frequency hopping spread
spectrum FHSS) and 1-2 Mbps direct sequence spread spectrum (DSSS))
trong 2.3 GHz ISM band.

7.3.2. CHUAN 802.11A

Chuén 802.11a hoat dong trong pham vi 5GHz va cho phép 16c d¢ dat
d&n 54Mbps. Dai tdn s§ 5GHz ngay cang dugce st dung nhiéu muc dich, nén
ngdy cang hep va bing thong ¢ day st dung rong hon so vdi bang théng &
dai tdn 2.4 GHz. Tuy nhién, 802.11a khong dugc chdp nhian nhu 12 mét
chudn WiFi, 802.11a sir dung mot lugc dé diéu bién nhan biét nhu dén theo
tdn s& tryc giao (orthogonal frequency-division multiplexing (OFDM))
chéng lai FHSS va DSSS. Phén 16n san phdm 802.11a khong tuong thich véi
san phdm 802.11b hodc 802.11g.

7.3.3. CHUAN 802.11B

Chuén 802.11b hoat déng trong pham vi dai tdn 1a 2.4GHz va t6c 49
truyén dit liéu 1a 11Mbps, 802.11b 13 chudn thuc t€ cho céng nghe¢ Wifi bai
vi né rét hitu {ch va gid thanh hgp 1y. Mac di cham hon 802.11a, nhung
802.11b dd dat dugc téc do dich vu 10BaseT Ethernet. 802.11b sit dung
DSSS va b6 sung ma khéa mi bu (complementary code keying - CCK).
- 802.11b dugc chidng nhan bdi IEEE vao nam 1999, cho phép céc thiét bj dat
duge t8¢ d6 truyén dir lidu 1én dén 11 Mbps hoac 33 Mbps khi 3 kénh
khong chong nhau déng thdi ciing hoat dong.

7.3.4. CHUAN 802.11G

Chuén IEEE 802.11g xay dung cho mang LAN khong day hoat dong tai
tdn s6 2.4 GHz véi t6¢ d9 truyén dir lieu 1én dén 54 Mbps duge chinh thite
phe duyet vdo ngay 11 thdng 7 nam 2003. Véi t6¢c 46 dat 54 Mbps gitip
chuin 802.11g c6 thé so sdnh dugc véi chudn 802.11a hoat dong & bang tdn
5 GHz, chuin 802.11g thiét k&€ ¢6 kha ning tuong thich lbi vé chudn
802.11b. Diéu nay gidp cdc thi€t bi hoat dong theo chudn 802.11b s& hoat
dong duge déng thai véi cdc thiét bj chudn 802.11g giéng nhu trong chuyén
mach st dung cong nghé autosensing per port chuyén t6c do ty dong gifta
10Base-T va 100Base-TX.

7.3.4.1. S luge vé& chudn 802.11g

Chuén WLAN IEEE 802.11g c6 thé dugc xem nhu 1a sy giao nhau gilta
hai chuin 802.11a v 802.11b. Gi6ng nhu chuin 802.11b, 802.11g hoat
doéng & bang phd tdn s6 radio 2.4 GHz. Mot yéu cdu bt budc quan trong
cia chudn 802.11g 13 kha nang tuong thich 1di vé chudn 802.11b, diéu nay
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" &im bo cho viéc nhimg thiét bj da xay dymg trén chudn 802.11b hoat dong
dugc trén heé théng chuin méi 802.11g, gitp ching ta khong cAn phai thay
thé€ todn b6 thiét bi khi di c6 sin mot mang khong day chusn 802.11b va
nang cdp 1én chudn 802.11g. Gi6ng chudn 802.11a, 802.11g sir dung dén
theo tdn s& tryc giao (Orthogonal Frequency Division Multiplexing -
OFDM) cho viec truyén dir lieu. OFDM c6 higu qua truyén hon 1 truyén
DSSS, duoc sit dung boi chufn 802.11b. V6i ca hai dang diéu ché& khéc
nhau trén. chudn 802.11g (nhu 802.11a) hd trg t6c do truyén 16t hon chuin
802.11b. Theo bang 7.4 dudi day, chudn 802.11g sir dung k&t hop hai
truyén OFDM va DSSS hé trg t6c 40 truyén lon hon nhiéu.

Bang 7.4. Bang t6c do dit liéu dang truyén va luge dé diéu ché

Téc db truyén dir lidu (Mbps) Dang truyén Luge da didu ché
54 OFDM 64 QAM
48 OFDM 64 QAM
38 OFDM 16 QAM
24 OFDM 16 QAM
18 QFDM QPSK1
12 OFDM QPSK
11 DSSS CCK2
9 : OFDM BPSK3
8 DSSS CCK
55 DsSss QPSK
2 DS8S QPFSK
1 DsSSs BPSK

7.3.4.2. Hidu sudt va cdng sudt cia chudn 802.11g

Véi cong nghe WLAN, cong sust mang cla sin phdm tang manh mé&
théng lugng 1&n nhiéu 14n nhd vao s6 céc kénh ¢6 sin. Nhu d4 néi & phdn
trén, gidng nhu 802.11b, céc thi€t bi chufn 802.11g gidi han khong qua 3
kénh khong lap lai. Thong lugng cia mang 802.11g phy thudc vio s6 cic
moi trudng truyén va he s6 img dung, vi quan trong 1a mang 802.11g hé trg
c4c thi€t bi chudn 802.11b. Mang 802.11 sir dung da truy nhap cdm nhén
séng mang véi sy tranh xung dot (CSMA/CA), phuong phép truy nhap modi
trudmg truyén gidng nhu chia sé Ethernet. Thiét bi mang 802.11b, chia sé
ciing bang thong 2.4GHz gi6ng nhy chudn 802.11b, khong thé tu nhan dang
truyén OFDM. Mac di thiét bi 802.11b c6 thé cam nhan nhiéu tai bang
2.4 GHz thong qua kha niing dénh gid keénh sach (CCA), ching khong thé
gidi ma bit ct dif lieu, quan 1y hodc goi diéu khién dugc giri thong qua
OFDM. Dé thuc hién viéc nay, chudn 802.11g bao gom c&u triic bio vé
cung c4p kha nang ciing tdn tai va lai.
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Bing 7.5, Bang so sdnh thong luong giita cdc chudn 802.11a, 802.11b, 802.11g

Chuiin | Técdddilidgu | Théng lugng gén | Ty 1& phén trim so
Mbps dang (Mbps) vdi thdng lugng
cla 802.11b
802.11b 11 6 100% -
802.11g (c6 mat cia 54 8 133%
thiét bi chun 802.11b) ' 3
802.11g (khdng cb mat 54 22 367%
cla thidt bj chusn
802.11b) .
802.11a 54 25 417%

Khi cdc ing dung khic 802.11b két hgp vdi diém truy cap theo chudn
802.11g, diém truy cap s& thay ddi co cfu béo vé goi yéu ciu gii va xod
giri (RTS/CTS). Co c4u ban ddu ciia dia chi “vén dé diém 4n” (diéu kién &
d6 2 tram khdch khong thdy nhau do khodng c4ch ¢6 thé bao dam két ndi
téi diém truy cap). Khi RTS/CTS dugc hién 1én, cdc tram khich phai yéu
cdu truy c4p ddu tién 16i moi trudng truyén tr diém truy cap véi mot
thong bdo CTS. Tram khach s& kiém ché& truy cap vao moéi trudng truyén
va truyén dit lieu clia ching cho dén khi diém truy cap tra 1di bing mot
thong bdo CTS. Khi nhan dugce tin hidéu RTS ban d4u tir nhiéu tram khich,
lenh CTS dugc hiéu 1d “lénh kkiong giri”, bit ching phai kiém ch€ truy
cap vao moi trudng truyén.

Khi mang 802.11g hoat ddng khong cé tram khich chudn 802.11b.
~ thong lugng cha mang s& dat gdn nhu 802.11a, cén khi ¢6 tram khéch chudn
802.11b thong tugng clia mang s& giam di ddng ké, bing dudi day cho thdy
so sdch thong luong giita chudn 802.11a, 802.11b, 802.11g.

Do chuin 802.11g hoat dong trén cing dai tdn 2.4 Ghz v6i chuin
802.11b nén ¢6 thé sir dung chung moét hé thdng angten & dai t4n 2.4 Ghz.
cdn chudn 802.11a thl hoat dong & giai tdn 5 Ghz nén s& sir dung loai
angten khdc,

Bing 7.5 so sianh pham vi hoat dong trong cic moi trudng viin phong
qua cic twwong dang khoi.

7.3.4.3. Nhiing ly do s dung chudn 802.11g

Chudn 802.11g quan tam d&n hoat dong cla 802.11b, v6i nhitng kha
nang nhv twong thich 1bi cong véi k&t hop véi truyén OFDM hiéu suét cao,
12 nhitmg y&u t6 chinh din dén viéc lua chon sir dung chiing, ngoai ra viéc
tich hgp phuong tién m& hod RC4 cung cdp bio mat WEP va WPA va
chufn méa hoid AES khong lam giam hiéu sudt, hd trg chudn 802.11i va
FIPS-140.
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Bang 7.6. Cong suat mang cho céc chudn 802.11a, 802.11b. 802.11g

Tée dd dir lidu 802,11a {40mW vai 802.11g (30mW vai | 802.11b {100mW véi
{Mbps} Angten diversity dngten diversity dngten diversity
patch cé dé khudch dipole cé dé dipole c6 dd
dai 6dii) khuéch dai 2.2dBi) khudch dal 2.2dBi)
54 13m 2Tm
43 15m 29m
36 19m 30m
24 26m 42m
18 33m 54m
12 39m - 64m
11 48m 48m
9 45m 76m
& 50m 91tm
55 67m 67m
2 82m 82m
1 124m 124m

Chudn 802.11g hoat dong tren bang tdn 2.4 Ghz, day 12 bang tan it sit

dung cho cac ing dung khic nén kha nan
hién nay da dat dugc 108 Mbps. Tuong
chudn mang khéng day da duge phd bi
phi thay méi hoan toan khi trién khai m

Tat ca diéu trén cho chiing ta thay

cho h¢ théng mang khong day caa ch

7.3.5. CHUAN 802.11H

Chudn nay duoc ding & chau Au, hoat déng tren dai t4n 5 Ghz. N6
cung cip tinh ning su lya chon kénh déng va diéu khién cong suft truyén

dén TPC, nhidm trdnh can nhiéu. O
tin v tinh, nén phin 1én cic qué
trong nha (Indoor).

g nhidu la it, t6¢ do chuén 802.11g

thich 14i xuéng chusin 802.11b, mot

ang 802.11g.

7.4. CAC THIET BI MANG KHONG DAY
741 pIEM TRUY CAP

Diém truy cap (Access Point -
st dung cdc chufin 802.11 (802.1
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ing ta.
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¢ gia & day chi sit dung Wireless LAN

AP) hoat dong trong phé tan s6 cu thé va
la. 802.11b, 802.11g) vdi ky thuat didu




Bang 7.6. Cong suit mang cho cdc chuén 802.11a, 802;11b; 802.11g

Toc dp dir ligu 802.11a {40mW vél | 802.11g (I0mW vdi | 802.11b (100mW véi
_(Mbps) fingten diversity ingten diversity dngten diversity
patch cé dd khu&ch dipole c6 d§ dipole ¢é dé
dai 6dBi) khuéch dai 2.2dBi) | khudéch dai 2.2dBi)
§4 13m . 27m
48 15m " 20m
36 19m 30m
24 26m 42m
18 . 33m 54m
12 3om 64m
11 48m 48m
9 45m 76m
6 ' 50m 91m
5.6 67m 67m
2 : 82m 82m
1 : 124m 124m

Chuén 802.11g hoat dong trén bang tdn 2.4 Ghz, day la bang tdn it sir
dung chd céc dng dung khéc nén kha nang nhiéu la it, 16c do chudn 802.11g
hi¢n nay dﬂ dat duge 108 Mbps. Tuong thich 13i xuéng chudn 802.11b, mot
chuén mang khong day da duge phd bién trude d6 khd 1au, 1am gidm kinh
phi’ thay méi hohn to&n khl tnén khai mang 802.11g.

T#t ¢4 didu. trén cho chﬂng ta thy wu diém khi lua chon chudn 802.11g
cho he théng mang khong' day cﬁa chung fa.

7.3.5. CHUAN 802 11H

Chudn ndy dugc ding & chiu Ay, hoat dong trén dai tﬁn 5 Ghz. N6
cung cAp tinh nang sy lya chon kénh dong v diéu khién cong sudt truyén

diin TPC, nhim trénh can nhidu. O chag: A lfgtrén @ chl'fl yé&u sit dung thoéng
tin vé tinh, nén phdn 1én céc quéc gia & day Chl sir dung Wireless LAN
trong nha (Indoor).

7.4. CAC THIET BI MANG KHONG DAY

7.4.1. DIEM TRUY CAP

Piém truy cap (Access Point - AP) hoat d6ng trong phé tdn s6 cu thé va
sit dung céc chudn 802.11 (802.11a, 802.11b, 802.11g) v6i k¥ thuat diéu _
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ché cu thé. N6 thong bdo cho cic tram khach biét vé su c6 mit clia né va
Xxdc nhan va két n6i cidc tram khdch khong day vao hé théng mang khong
day. Diém truy cap ciing cho phép tram lam viéc sir dung céc tai nguyén
trén mang c6 day. Trong mbi AP bao gid ciing phai c6 hé théng angten hoat
dong trén cdc dai tdn xdc dinh. Trong cdc AP bao gid ciing c6 cic chirc
nang di kém nhu bao mat, ch€ do két n6i... Dudi day 1a mot vai hinh anh vé
AP ciia cdc hing mang néi ti€ng trén thé gidi.

Hinh 7.10. Thiét bj AP cUa héang Planet

Hinh 7.11. Access Point cla héang LinkSys

Hinh 7.12. AP cla héng Dlink
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Hinﬁ 7.13. CISCO AIRONET 1200 SERIES AP

Access Point c6 th€ cdu hinh nhiéu chic nang khic nhau phd hop véi
nhiéu muyc dich sir dung khédc nhau nhu: Access Point, Access Point client,
Bridge, Multiple Bridge '

7.411.1.'73\@355 Point Mode

O ch€ do ndy khi client di chuyén ho#ic chuyén téi mot vi trf khéc né sé
duge roaming dé lieén véi céc client khic thong qua Access Point gén nhat.
C6 hai thong s6 d€ nhan dang gilta Access Point va client khi roaming dé la
nhan dang dich vu SSID (Service Set Identification) v& giao thitic ma héa
WEP (Wired Equivalent Protocol) '

Switch

Access Point
Mode

Hinh 7.14. O ché as AP

7.4.1.2, Access Point Client Mode

Trudmg hop nay khi cdu hinh mot Access Point 1a client thi n6 s€ déng vai
trd nhw Client d6i véi Access Point khéc nio d6., vi du nhu hinh 7.13.
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Access Point
Client Mode \aaieg i
witch Y
(BN (B gl
Access Point
A Mode

Hinh 7.15. O ché do AP client

Trudng hop nay 4p dung khi mot s6 mdy & dia diém A duge dat c6 dinh

rdt khé di day dé€n d6 va Access Point n6i vao mang A nay s€ dugc cau hinh
nhu mét client ciia Access Point Mode phia B va C.

7.4.1.3. Access Point Brigde

Trudng hgp nay thuong dp dung khi c6 2 mang LAN & 2 tda nha cich
xa nhau mudén ndi véi nhau théng qua Access Point. Trudng hop nay angten
ctia Access Point thudng 12 dngten ding huéng. Khi tinh todn néu cin phai
ding loai Access Point c6 cdm thém angten thi nén dung angten dinh
huéng (thudng dat ngoai trdi) va chi y phai c¢6 bién phdp chéng sét cho
angten.

Hinh 7.16. & ché d6 Brigde

7 .4.1.4. Access Point Mult Bvigde.

Trudng hop c6 it nhat 3 mang LAN & 3 tda nha cich xa nhau muén néi
mang véi nhau thong qua Access Point, khi d6 ta s€ nhém cic mang nay thanh
mot domain,diing angten dinh huéng nhu trudng hgp Access Point Bridge. Néu
nhu giita hai tda nha nao dé ma c6 vat can (ching han mot tda nha khéc cao
hon) thi ta phéi dinh huéng lai dngten, tang thém tram chuyén ti€p.

227



Hinh 7.17. Ché dé nhiéu céu

7.4.2. CARD GIAO TIEP MANG HOAC BO PIEU HOP
MAY KHACH

Mot mdy tinh cd nhan hoac tram lam viéc st dung card giao ti€p mang
khong day dé két n6i vao mang khong day. Card giao ti€p mang s& quét phd
tdn s6 c6 sdn dé két n6i va két hop né t6i AP hoac céc diém tram khong day
khac (& ché do Ad-hoc). Card giao ti€p mang s& hoat dong trén nén hé diéu
hanh théng qua phdn mém diéu khién, cdc hé diéu hanh hé tro hién nay la
céc phdn mém Microsoft Windows 98 trd 1én, UNIX, LINUX, déng thoi c6
céc chuén giao ti€p nhu USB, PCI, PCMCIA. Duéi day Ia hinh anh ctia mot
sO card giao ti€p mang khong day.

Hinh 7.19. Card giao tiép mang qua giao dién PCI
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Hinh 7.20. Card giao tiép mang qua giao dién USB

7.4.3. CAU (BRIDGE)

Céu khong day duoc ding dé néi nhiéu mang LAN (ca mang khong day
va c6 day) tai miic tdng diéu khién truy cap dudng truyén (Media Access
Control — MAC). DPugc sir dung trong viéc két néi khong day giita toan nha
VOl toa nha, cidu khong day c6 thé ting khoang cdch hon so véi AP nho ¢6
cac loai angten va cac bo khuéch dai tin hiéu, ngay nay, hau hét cdc hang
san xudt mang khong day da két hop hai tinh nang AP va Bridge vao trong
cung mot thiét bi.

Hinh 7.21. Cisco Aironet 1400 Series Wireless Bridge
7.4.4. ANGTEN

7.4.4.1. Dac thh va dé khudch dai dngten

Hé théng angten khong day cé 3 dac tinh co ban l1a do khuéch dai,
huéng va trang thdi phan cyc. D6 khuéch dai duoc xac dinh qua do tang
cong sudt. Huéng 1a kiéu mo hinh truyén. Bo phan héi tap trung va tang
cudng chim tia sdng trong mot huéng riéng, twong tu nhu angten chao dang
parabol lam d6i v6i ngudn séng radio trong hé théng radio.

Do khuéch dai angten xdc dinh bang dB la ty le gitta 2 gid tri, do
khuéch dai angten la diac thu khuéch dai cla angten déng hudng va ludng
cuc. Ty lé angten dang hudng véi angten ly thuyét gidn d6 huéng séng ba
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chiéu d6ng nh4t (twong ty nhu dnh séng béng d&n khong c6 phan xa). dBi
stt dyng dé so sinh mic cong sudt giita angten thuc t€ va angten déng
hudng theo 1y thuyét. FCC ldy chinh angten diing hudng 1am angten d€ céc
angten khdc so sdnh, nén dB trén chinh né s& 1a khong.

Khong nhu angten déng hudng, angten ludng cyc 12 loai dngten thyc &
sit dung trong céc hé théng dngten cho mang khong day phé dung hién nay.
ANGTEN ludng cuc ¢6 gian dé hudng song khac v6i angten dang hudng.
Giin dé huéng séng ludng cuc la 360 do trong mat phéng nim ngang va 75
do trong mat phing nam doc(Gia dinh angten ludng cuc nam doc) va giéng
. v0i dang hinh 6ng xuyén. Vi chum tia 1a tap trung manh, angten ludng cuc
* ¢6 do khuéch dai trén angten ding huéng 1a 2.11 dB trong mat phing nidm
ngang. Angten ludng cuc c6 do khuéch dai 2.14 dBi (khi so sanh vdi angten
ding hudng.

Mot vai angten c6 do khuéch dai 12 ty 1& so sdnh v&i angten ludng cuc,
duge biéu thi bang dBd va dngten ludng cuc c6 do khuéch dai = 0dBd.

Ll

Hinh 7.22. Géc angtén hoat dong tai thn 86 5.8 GHZ va 2.4 GHz

7.4.4.2. Cée dang dnglen -, e _

AP va Bridge sir dung céc san phdm &ngten 1ai tin s6 2.4 GHz, 5 GHz.
Moi angten dang sir dung hi¢n'nay déu duoc sy tan thanh cia FCC. Moi
dang angten s& c¢6 kha nang bao phi khic nhau. Khi ¢6. 46 khuéch dai
angten tang én ving bao phi cia angten s¢ dat trang th4i can bang. Thong
thuding d¢ khuéch dai angten s¢€ cho ra khoang céch bao phii lon hon, nhing
chi trong cic hudng xédc dinh. Gian d6 huéng séng & hinh dudi day s& gidp
chi ra ving bao phi clia cic dang ang ten: vo huéng, angten dinh hudng
loai Yagi va paich. '

ANGTEN vé huéng

ANGTEN vo hudng duge thiét k& dé cung c4p gian d6 hudng song 360
d0. Dang dngten nay dugc sir dung khi séng phai bao phi moi hudng tr ang
ten. Chudn 2.14 dBi 12 mot dang cla angten vo hudng.
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Hinh 7.23. Angten vé huéng
Angten dinh huéng

Angten dinh huéng cé nhiéu huéng va hinh dang khéc nhau. Angten
khong cdp thém bat cif cong sudt nao cho tin hiéu; N6 chi don gian la dinh
huéng lai nguén nang lugng nhan duge tir bo phat. Bang viéc dinh hudng lai
ngudén nang luong, né tao nén anh hudng qua viéc cung cdp thém nang
lugng trén mot huéng, va gidm nang lugng trong céc hudng khdc. Khi do
khuéch dai cla angten dinh huéng ting, géc phat xa thudng giam, lam tang
khoang cdch phi s6ng, nhung géc phii séng lai gidm. Angten dinh huéng
bao gém angten yagi, angten patch va dngten chao parabon. Chao parabon
c6 dudng nang lugng séng radio rdt hep va ngudi lap dat phai dinh vi rat
chinh xédc cdc hudng dngten ddu vao véi nhau.

Hinh 7.24. Angten djnh hudng loai Patch
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68-78 degrees at 900 MHz

28-80 degrees at 2.4 GHz

Directional Yegi

Hinh 7.25. ANGTEN dinh hutng loai Yagi
Chong sét danh
Khi si dung cdc angten d4u n6i ngoai trdi, hé¢ théng mang khong day
c6 thé bi hong do cdc xung dién cé bién do 16n gay nén. Céc thiét bi chéng
sét danh duoc san xudt dé chong lai viéc trén

/Tn Antenna
Ground Wire
Lug
Lor.:kwuhar:‘-
Rutoe ™ i
f
e

\To RF Device

Hinh 7.26. Thiét bi chng sét cho mang khéng day
Thiét bi chéng sét ngan chan su tran nang luong tir thi€t bi phat séng
radio bing dudng ré nhanh c6 hiéu qua cia thiét bi, su tran ning lugng
duoc gii han nho hon 50V trong khoang 0.0000001 giay (100 nan6 giay).
Mot cii sét dénh tiéu biéu thudng dién ra trong 0.000002 giay (2 micro
giay). IEEE da dugc cong nhan ngan chan trong khoang thdi gian 0.000008
gidy (8 micro giay).
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" Trén thuc t€ thiét bj mang khong day thudmg c6 céc s6 dB tuong Ung
véi s8 dB tren 1y thuy#t di duge xdc dinh. Cong sust truyén va 46 nhay thu
.duge thé hien trong 1y thuyét & dang dBm, & ddy m c6 nghia 12 1 mW. Do
viy, 0dBm s& bing 1 mW, 3 dBm s€ bing 2 mW, 6 dBm sé& bing 4mW, va
cif thé. Bang dudi day 12 céc gié tri phé bi€n cla mW va dBm.

Bang 7.7. Céc gid tri phé bién ciia mW va dBm

dBm _ mw _ -dBm mw

0 dBm 1 mw 0dBm |  1mwW

1 dBm 1.25 mW -1 dBm 0.8 mW

3 dBm 2 mw -3 dBm 0.5 mW

sdBm | 4mwW -6 dBm 0.25 mW

7 dBm 5 mW -7 dBm 0.20 mwW

10 dBm : 10 mW | -10d8m 0.10 mW

12dBm O 1emw | -12d8Bm 0.06 mW

13dBm. | 20 mW -13 dBm 0.05 mW

waBm | O a2mw -15 dBm 0.03 mW
47 dem  Somw .17 dBm 0.02 mw

20 dBm, C 100mW - -20 dBm 0.01 mW

30dBm | - 1000 mW (1 W) -30 dBm 0.001 MW -

adem | 10,000 mW (10 W) -40 dBm 0.0001 mW

Vung Fresnel

Ving Fresnel 13 ving dang hinh Elip co dudng bao nhu dang trén hinh
vé, dang hinh elip bién déi phu thugc vao chiéu dai dudng tin hiéu va tdn s
clia tin hiéu. Viing Fresnel c6 thé tinh todn dugc va c6 thé tao thanh bang
ke khai khi thiét k&€ dudng két n6i mang khong day (hinh 7.27). Khi cé bit
cif vat cin ndo ném trong vung Fresnel ¢éu gay ra dnh hudmg suy gidm 461
v6i dutmg truyén mang khong day, dé trach suy hao trén dudng truyén, hai
diém phéai truyén séng radio trong tdm nhin thing, trong vihg Fresnel
khong cé vat can. .
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Ta bi:Gt' ban kinh mién Fresnel dugc tinh bing cong thitc:
A ‘
Trong d6: r 12 ban kinh mién Fresnel th nhét;
| A 12 budc séng, A = -‘fi

_ d 1a khodng céch gifta hai diém.
Vi dy: v6i d = 1km ta c6 ban kinh mién Fresnel s& la:

$1n?
L ’3.10.1? _5.59m
2V 24.10

Tuong ty véi d=10km thir = 16,67m

Frousel Ioue

Ruise Antennes’

" Hinh 2.27. Ving Frasnel

~ Dya vio yéu céu cia ving Fresnel va line-of-sight, bing 7.8 cung cip
huéng din vé chiéu cao ciia ngten cho nhiéu khoéng c4ch khéc nhau.

Bing 7.8. Chi din d6i v6i yéu cdu d¢ cao déi véi #ngten 2.4 Ghz

Wlfchsa e T Value "H"
Link Approx. Value “F" | Approx. Value "C™ - (mounting Ht.) Ft.
" Distance | (60% Fresnel Zone) | (Earth Curvature) |- ‘with No
| (miles) ft. at 2.4 GHz : ' Obstructions
R 10 R
5 0 R -
10 44 o 13 o 57
15 55 1 83
20 65 s . | 15
2 72 R L
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7.5. PHUONG _PHAP LAP PAT

7.5.1. CAC MODE HOAT DONG

7-5-102- M —‘!‘\oc Modﬁ

Cho phép céc. thiét bj khong day truy nhdp di€m t6i diém ho#ic nhiéu
diém v&i nhau ma khoéng cén AccessPoint (tifc 1a khoéng cén néi véi mang -
LAN k&t n&i day truyén théng). O mode ndy t6c 40 truyén dif li¢u cao, hi¢u
qué va tin cy, thudmg 4p dung trong céc truong hop sau :

Cic dia di€m khé di day nhu: di tfch lich st cdc tda nha ¢6, nhimg khu
viyc méi md.

Nhimg dia diém 1am viéc tam thdi trong thdi gian ngén nhu: khu trién
lam, cong trinh xay dung.

Ngudi sit dung SOHO (Small Office Home Office — mang gia dinh va
van phdng nhd).

Noi yéu ciu bao méat cao.

e HOWRET

e
frry e

7-5-1-2. J“fms‘h‘MC:hre Mode. . T T

Cho phép céc thi€t bj khong day truy nhap diém t6i diém hogc nhiéu
diém v6i nhau déng thi truy nhap v6i céc thiét bi khéc trén mang LAN két
ndi day thong qua AccessPoint. e b
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Hinh 7.29. Mé hinh Infrastructure

7.5.2. MANG KHONG DAY HOAT PONG NHU THE NAO

ANRREC

fa
v,
a)

Inter : Ihony D

Gateway

\

 Ps™N 1 [ interNet

Hinh 7.30. Kién trac ciia WLAN

Mang khong day 1a su két n6i 2 hay nhiéu mdy tinh qua tin hiéu séng
radio. Mang cho phép ngudi sir dung chia sé céc tap tin, mdy in hay truy
cap Internet. Dac diém cta mang khong day:

- Chia sé nguén tai nguyén va truyén khong cin day.

- Cai dat dé dang, tinh 6én dinh cao nén thich hop véi sir dung trong cac
gia dinh ciing nhu & cong sd.

- K€t n6i tir nhiéu thiét bi khéc nhau.
- Dat hon rét nhiéu so véi cong nghé mang day nhu Ethenet.
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ISO

OSI IEEE 802
7-layer standards
model AT

Hinh 7.31. Chuén 802.11 trong mé hinh OSI.

Né&u ban cdn két n6i hai hay nhiéu mdy tinh & nhing noi khong thé st
dung hoac rat khé c6 thé st dung mang cép chudn thi mang khong day sé
dép tmg dugc yeéu cdu cia ban. Mdi mdy tinh cd nhan duge trang bi mot
thi€t bi thu phat tin hiéu radio tir cic mdy tinh khéc trong mang, goi la bo
diéu hop mang LAN khong day (wireless LAN adapter ) hay 1a cic card
mang LAN khong day. Ban c6 thé tim thdy céc adapter dugc tich hop bén
trong hoac 1a phu kién bén ngoai clia cdc mdy tinh cd nhan va mdy tinh
xéch tay.

Trong khi cdc mang LAN khong day hoat dong theo mot nguyén ly
chung thi t6c d6 truyén dit liéu va tdn s6 sir dung lai khac nhau, phu thudc
vio cédc chuin nhu IEEE 802.11, IEEE 802.11b, OpenAir va HomeRF. That
déng tiéc 1a cdc chudn nay lai khong lam viéc v6i nhau va do vay tat ca céc
adapter trén cung 1 mang phai st dung cing mot chuén.

Cic nha cung cdp mang LAN thudng dua ra mic truyén dit liéu 16n
nhét cia cdc adapter. V6i cdc card mang sit dung chudn 802.11, t6c do
truyén dit lieu 1a 2Mbps cho ca hai phuong phap nhay tdn va phan doan truc
ti€p. V6i adapter sit dung chudn OpenAir thi t6c do truyén dir liéu la
1.6Mbps theo phuong phap nhdy tdn. Mot chudn méi, HomeRF, c6 thé
truyén cé tin hiéu thoai va dit liéu véi t6c do 1.6Mbps ciing theo phuong
phép trén. Bén canh d6, d6i véi cac mang LAN khong day, khi adapter st
dung chudn mitc cao IEE802.11b t6c do con cé thé dat t6i 11Mbps theo
giao thic phan doan tryc ti€p.
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Tuong ty nhu mang Ethernet, mang LAN khong day truyén tin hi¢u
theo dang géi. M&i adapter c6 mét s& ID dia chi duy nhat. Mi géi chia dit
liéu cling nhu dia chi cla adapter nhan va adapter giti. Thém vao d6, card
mang cdn c¢é kha nang kiém tra dudng truyén trudc khi gii d@t ligu lén
mang. Néu dudmg truyén rdi, ching s& giri dit liéu di. Néu khong, card
mang s& tam nghi va chiing s& kiém tra lai dudng truyén sau mot thdi gian.

Mang LAN khong day sit dung séng dién tir trong khong khf (s6ng v6
tuyén va tia héng ngoai) dé truyén thong tin tix mot di€m t&i mot diém
khéc ma khong dva trén sy két n&i vat 1§. Séng radio thudng dé cap dén
nhu hdng truyén thong radio bdi vi chiing tuyét d6i thyc hién chic nang
clia viec chuyén giao ning lugng t6i ngudi nhan tir xa. Dit lieu dugce
truyén 12 them vao dya trén hang truyén thong radio vi d6 né cé thé duge
14y chinh x4c & d4u thu, thudng duge dé cap d€n nhu 14 sy diéu bi€n cia
hing truyén thong b&i nhitng thong tin di dugc truyén. Mot dit lieu duge
thém vao beén trén hang truyén thong radio, tin hiéu radio chi€m nhiéu
hon tin hiéu tén s6, do d6 tdn s6 hodc t8c do bit cia thong tin diéu bi€n
theém vao hing truyén thong.

Nhiéu héng truyén thong radio c6 thé tdn tai trong ctmg mot khodng
tréng & cdng mot- thoi gian ma khong gay phién phic v&i nhitng cdi khic
n&u séng radio duge truyén trén mot trén mot tin s6 radio khic.DE 14y dit
lieu, mot ngudi nhan radio chon 1 t4n s6 radio trong khi loai t4t cd cic tin
hiéu radio trén céc tdn s6 khéc nhau.

Trong c4u hinh dic trimg WLAN, viéc truyén/nhan thiét bi, goi 1a diém
truy cap, két ndi t6i mang c6 day tir mot vi uf ¢6 dinh ding chuén cép
Ethernet. mdt mikc t&i thiéu hio a6, di€ém truy cép nhéan, bd nhé trung
gian, truyén dir lieu gitta WLAN va thiét bi phu thuoc vio mang c6 day.
Mot tin hi¢u truy cAp c6 thé hé trg mot nhém nhéd ngudi dang va c6 chie
ning trong pham vi viing nhd hon 100 hosc 16n hon 100 feet. Piém truy cap

“thudmg duge 18p dat cao nhung vé co bén thi c6 thé lip dit moi noi nhung
trén thuce t&€ chi & mot chirng muc nao do.

Ngudi ddng cu6i truy cap WLAN thong qua adapters LAN khong day,
adapters thyc hién giéng nhu PC card trong notebook mdy tinh, hoic ding
ISA hoic PCI adapters trén desktop mdy tinh... WLAN adapters cung c4p
mot thist bi ghép tyong thich gilta he théng hoat dong mang client (NOS -
network operating system) va airwaves (via an &ngten).
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IEEE 802.11's layered

protocol architecture

<2 T : g

Contention{Free service

Contention Service

MAC
layer __‘7
(DCF)
5-GHz 2.4-GHz
orthogonal direct-
frequency- | seqUence
Physical | division spread
layer | multiplexing | sp ecirum
|Data rates of |[Data rates
6,9,12, 18, of 5.5
24,36, 48,54 | Mbps and
Mbyps 11 Mbps
Hed|

IEEE 802.11 IEEE 802.11a IEEE 802.11b
Hinh 7.32. Wireless LAN MAC protocol

7 5.3 PHUONG PHAP LAP DAT MANG KHONG DAY
7.5.3.1. Céc budc tridn khai mang khéng day

Hinh 7.33 1a cdc budc thi€t k&€ mang khong day. Déu tién phai xac dinh
xem hé thong mang hoat dong & dang nao, dang diém — diém, diém — nhiéu
diém, phai dung gateway mang khong day hay khéng?

Trong trudng hop st dung mang diém 161 diém (toan may tinh khong
day két néi mang VOi nhau), tdt ca cdc thiét bi mang khong day phai thiét
lap hoat dong Ad-Hoc, xac dinh cdc giao dién card mang khong day cho
hinh cho card mang khong day va két noi
trién khai an ninh mang (hinh 7.34).

ciac may tinh tram, thiét lap céau
vao mang,
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Khao sat cac
i AT, P
Trién khai ché T cardc :gn '-‘-;‘Qt:;g
db Adhoc mang.sﬁ lugng
WA R SRS PC dé chon loai
card tuong (g )
m hi8u vé )
/"T—T"_,‘-\ Galway dé
sz: %;?:h?}\c (" Tim hiéu v& AP quyét dinh chon
card mang f,j f“,“-’” 'fj;g thiét bi phis hop /
\_Wonging ) (mg,chon phy
\_kién kém theo ) Boa 1 T80
e céu hinh
LAp dat cac - Gateway va
card mang,ciu Epc liéu ,cau \_ card mang
hi : hinh AP cai dat
inh chung 3
\ card mang va
\ cu hinh ching ]
— K&t n6i mang
v iy o
K&t néi mang : oL
\ : ) K&t ndi mang
LT R
~— Trién khai an
) ninh man
Trién khai an l ang
ninh mang R L T
S~ Trién khai an
ninh mang 7 RS
D — \ T S Két thuc
Két thic
N SRt
Két thuc
T AR IR R

Hinh 7.33. Cac budc thiét k& mang khong day

Trong trudng hop st dung mang diém t6i nhiéu diém (mang khong day
ket néi v6i mang c6 day, hoac toan mang mdy tinh khoéng day két hop thong
qua AP), khao sit hé théng mang khong day cin thiét lap 1a mang LAN —
LAN qua khong day (thiét 1ap ch& do hoat dong cho AP & ch& do Bridge)
hoac mang Khong day két hop véi c6 day (thiét lap ch€ d6 AP 6 AP mode)
dé lua chon diing AP, ti€p theo khéo sét giao dién cdc card mang khong day
can dung cho mang, khao sat s6 luong may tram khong day can két n6i vao
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mang, dién tich cdn phi séng dé xdc dinh s6 lugng AP, ti€p theo thiét lap
c4u hinh AP va card giao ti€p mang cho hoat dong & mode Infrastructure,
va cdu hinh AP & mode tuong tng, két n6i mang va trién khai an ninh.

Trong trudng hop cédn trién khai mang khong day cé sir dung AP lam
dinh tuyén ra Internet, phai chon AP c6 tinh ning dinh tuyén (router) va céc

budc ti€p theo s& giéng nhu & phan sit dung cho mang diém va nhiéu diém.

7.5.3.2. Trién khai bdo méat

Thié&t lap chinh
sach bao mat

: Gial phap:
Dung | B0 mat béng
"|WEP, két hgp vdi
chan MAC
Sai Sir dung ching

Bang nhap
véi tai khodn va

| nhan dién tir CA

BPung

mat khéu trén
Radius Server

Bung

khdu

Y Bglil phbi::
Giai phap thich hgp: 0 méat bang
- Bao mat bing tai chimg nhan dién
Bgim :h:;: ‘khoan, mat khau két tr CA
o mat g
tai khoan va mat "~ ;%: tgng:han

Sai

| B e

Hinh 7.34. Cac budc trién khai bdo méat
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Hinh 7.34 thé hién c4c bude tri€n khai bao mat, budc d4u tién phai x4c
nhin day 12 mang khoéng day cho iing dung mang nhd, hay mang cho céc
doanh nghiép, néu 1& mang nhd ta chi cdn si dung cdc tinh nang cé sin
trong AP nhuy WEP két hop véi chan dia chi MAC. Trong trudng hop xéc
dinh d6 12 mang danh cho cdc doanh nghiép ta sir dung chitng nhan dija chi
vid WEP, sau d6 dén dang nhap tai khoin vA mat khdu trén Radius Server,
néu mudn tang cudng tinh bio mat, ta cé thé k& hgp thém vao bio mat
bing tai khoan, mat khdu két hop véi chiing nhén dién tix CA.

7.5.3.3. Tang cudng hidu xudt mang khéng day
Chon vi tri dat AP

-Trénh xa céc 18 vi song, mdy bi€n thé, ti lanh, d&én huynh quang, cic
dong co cong sudt cao,...

- Pam bao s& lugng cdc vat ngin cach (tudng, trdn nha,..) gitta AP va
cidc mdy truy cap khong lén hon gidi han cho trude.

- Pat & nhing noi thodng déng.
- Khi cén, lap them AP d€ m& rong pham vi phl séng.
Chon vi tri dat angten

- Trdnh xa cdc tac nh&n anh hudng t6i klm loa1 nhu: Sy nung néng, moi
trudng cd Axit,.

- Trong khong trung xung quénh vj tri dit angten c6 thé c6 céc day din
béng kim loai khéc, hiy c§ ging dat dngten cang cdch xa chiing cang t6t.

- Khong dat dudi cic trﬁn nha rong, duge xay dyng véi céu triic day va
chic chén.

- Trénh xa céc dudng day d&i¢n lusi

- Céc vt cAn bing gidy v nhya anh hudng r4t it dén sy xuyén qua clia
séng tin hiéu, -

- Céc vat can bﬁng be tong day, dac duogc dic chiic chén thi tfn hiéu cé
thé Xuyén qua t6i da mot hoiic hai vat can ma khOng lam giam chat lugng
_ truyén thong tin.

- Céc vat cén bing g6 khdn va be tong binh thudng tin higu cé thé
Xuyén qua 18i da ba hoac.bén vat can ma khéong 1dm gidm ch&t luong
truyén thong tin.

- Mot vat can kim loai dy 1a nguyén nhan cta viéc phén xa tin hi¢u, vi

. th& chat luong truyén khong duoc dam bao.

Y’




Lip dat angten xa 19 vi séng va dién thoai khéng day cé tdn s6 2 Ghz.
Céc thir d6 ¢6 thé 13 nguyen nhan 1am tin hi¢u nhiéu bdi vi chiing hoat dong
& khodng tdn s6 ging nhu cdc thist bi trong angten ban di két néi.

Lap angten & huéng thing dimg.
Bang 7.9. Bang so sdnh anh hudng-clia cic vat can dén mang khong day

Vit cin B¢ suy gidm tin hi¢u Vidu
Khong khi Khong Cic khu vyc thodng, san,manh d4t iréng
Gb Cic bitc twdmg,vach,cira,sin nha,
Vita,thach cao . Tudng (twong cil it Nh huéng hon )
Cic vit liéu téng hop Cic vich ngin vin phong
Khéi than xi Théip Cic bitc idmg,vat cdn biing xi than
Xi ming Trin nhd,san nhi
Kinh,thuy tink Cira s6 kinh khong mau
Kinh cii day kimloai Cira,vich
Co thé ngudi Nhém ngudi dang lim viéc
Nuéc Tutmg dm,bé nudi c4, cic chat hir co
Gach Trung binh Cic biic tudng,trin nhi
D hoa, ¢4 cdm thach ' Cic bitc wémg, sin nh
G6m _ Trdn nha,nén nhi
Gidy Kho gifly hodc cdc cudn gify
Be tong Cao Cot try,cdc bife twimg kien c6
. Kinh chéng dan ' Khu vye duge bio vé
Bac M bac, guong tring thuy
Kim loai Rit cao Cic vit dung bang kim loai

7.5.3.4. Céch xdc dinh s8 AP dua trén s& lugng cdc thidt bi
céin s dung mang khéng day va dign tich phi sdng

Ddu tien ta phai khio st that k¥ 56 lugng AP va so d6 mat bang khu vyce
phii séng mang khoéng day. Ta bi€t ban kinh vung phl séng t6i da d6i véi 1
AP trong khoang 30m (trong diéu kien 1y tudng khong cd vat can), ta s& vé
cdc dutmg trdn 1am sao cho chu vi cde hinh tron phai bao phid hét khu vuc cdn
phil séng, s6 cdc vong tron chinh 12 s6 cdc AP cén st dung, thong thudmg dé
dam bao t6c d6 truyén cho céc tram lam viéc, mot AP chi nén hd trg cho tir
20 dén 30 thi&t bj khong day, khi tang s6 lugng thiét bj 1én ta c4n tang s6 AP
theo. Trén thuc 1€ 4t ca cdc noi cdn phi song bao gio cling cé nhiéu yéu 16 1a
vat can lam suy hao dudng truyén, chinh vi vay ban kinh phh sé6ng cla céc
AP ciing thay déi theo chidu huéng giam va véi méi dja di€m cdn xic dinh
chinh x4c bén kinh phti séng ciia AP béing kiém tra thuc t€,
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Hinh 7.35. So dé I&p dat AP

7.5.3.5. Tinh todn lua chen dilng cdc thiét bi trong mang
khéng day
Cong sudt ddu ra ciia mot s6 AP
Ta c6 cong thitc tinh cong sudt ddu ra nhu sau
Pa. =10x Log P.o (7.1)
Vidy  P,,=50mW
Ta cé
Pusn =10x10g50 =16.9897dBm
Tén hao trén cép
Ta c6 cong thic tinh tén hao trén cép nhu sau:
Pyp = 10x log(Po/Pis) (7.2)
Vi du néu nira mitc cong suét tén hao suy gidm 1a (P, /P,,=2)
Thi miic tén hao tinh theo dB sé& 1a .
Py =10 x Log (2) = 3dB
Hé s6 khuéch dai angten

Do khuéch dai angten = 10xLog(cudng d6 birc xa theo huéng cho
trudc/ cudng do bic xa dédng huéng) (7.3)
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Tén hao khong gian ty do (¢6n hao do khoang céch)
Tén hao khéng gian ty do = 32,4 + 20 log F(Mhz) + 20 log R(km) (7.4)

Trong dé:

F 1a tdn s6 tinh bing Mhz

R la khoang céch giffa angten ph4t va angten thu
Tai tin s6 2,4 Ghz thi cong thifc trén 12 100 + 20 log R(km)
Vidy cu thé : R = 10 km thi tdn hao khong gian t do 1a 100 + 20 log

10 =120 dB.
Pé nhay thu
Bang 7.10. Béng d¢ nhay thu trong cdc chudn 802.11b, 802.11 £ tai cic
toc d6
D4 nhay thu (dBm) 802.11b 802.11g
11b 1M : -88 1M :-88
2M: -87 2M : -87
5.5M: -85 5.5M: -85
11M ; -82 11M : -82
11 b+ 22M: -80
119 | 6/0/12/18/24/36/48/54Mbps:
-88/-86/-85/-83/-80/-76/-71/-88

Céc théng s6 trén 4p dung v6i PER=8%.

Phuong phap tinh todn cic yéu t6 trong mang khong day

Vidul:

Hai Access Point chudn 802.11b, t6c do iruyén dat & 1 Mbps,khoang
cich 1 km, khéng gian m&, AP c6 cong sudt ddu ra 12 17dB.

Ta tao ra bang liet ke giéng nhu bang 7.11 Trong d6 c4c phdn s& dugc
tinh bd cic cong thic tir 7.1, 7.2, 7.3, 7.4 va tlr bang d6 nhay thu. ta cong
tdt ci cdc thanh phén lai néy théng s6 EIRP = t6ng c4c thong s6 con lai > 5
(théng thudng EIRP mong muén bing S hodc cao hon vi phai dy trit fading
- su thang gidng tin hiéu tai di€m thu

‘c4u va mang hoat dong t6t.

16- MMT

) 1a dam béao thoa man dugc céc yeu
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Bang 7.11. Phuong phép tinh c4dc¢ y€u 16 trong mang khong day cho vi du 1

Cang suit ddu ra phia phét | 17
Tén hao trén cable phia phat 0
Khuéch dai tin hiéu trén angten phat 0
Suy hao tin hidu trén dudng truy'é'n(suy hao khoang céch) - 100
Khuéch dai trén angtén thu 0
Tén hao trén cable phia thu 0
B6 nhay thiét bi phia thu ' - -{-88)
EIRP(Efffective Isotropic Radiated Power) 5>0

Vidu?2:

Hai AP chuén 802.11g véi cong sudt ddu ra = 13 dB, gin thém angten
ngoai véi dé khuéch dai 20 dBi t6c dd truyén din dat & 54Mbps, t6n hao
trén cable 12 3,5, khoang cdch 5 km, khong gian md.

Bang 7.12. Phuong phap tinh cdc y&u t6 trong mang khong day

Céng suat d3u ra phia phét 13,
Tén hao tran cable phia phat ' . -35
Khu8ch dai tin hidu trén angten phat 20
Suy hac-: tin hidu trén dudng truyén (suy hao khoang cach) . - 114
Khuéch dai trén Angten thu _ 20
Té&n hao trén cable phia thu -35
D8 nhay thiét bi phia thu - (- 68)
EIRP (Efffective Isotropic Radlated Power) 0

Két qua trén cho thdy EIRP = 0, khong dat yéu ciu vi vay ta cé thé
dung angten c¢6 d6 khué&ch dai 16n hon hodc gidm t6¢ 4@ truyén ciha AP

Trén thyc t€, khi gdp cdc trudtmg hop viing Fresnel bi anh hudng bdi céc
vat cdn, nhiéu giao thoa cha céc séng cling tdn s& s& din dén anh honirg dén
thong s& EIRP vi vay s6 ndy cang 16n hon 5 cang tét va dé thuc su mang ¢6
thé hoat dong t6t, cdn phai kiém tra trén thuc t€.
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7.6. VAN PE BAO MAT

1. Vi sao cén bao mat cho mang khéng day

Khong nhu mang c6 day, mang khong day 1a mang lan truyén bing
s6ng radio, bat cif mot ngudi nao chi cdn & trong ving phil séng cia mang
12 ¢6 the truy cap vat Iy vao he théng (tic 12 nhan va phét séng). Chinh vi
vé.y vin dé bao mat 46i vdi'mang ¢6 day d4 ]a y&u t6 quan trong thi nay
cang quan trong hon d6i véi mang khéng day.

2. Céc dang t4n céng qua mang khong day :

- Unauthorized association to the AP (lién két trdi phép 161 AP).
- Rogue APs (Lixa AP).

- Man-in-the-middle (T4n cong qua ngudi trung gian).

- Eavesdropping. |

- MAC Spoofing (Bit trudc dja chi MAC).

- Denial of Service (phii nhan dich vu),

Unauthorized association to APs va rogue Access Points 12 van dé thdi
s va chi xdy ra v6i mang khong day. Eavesdropping, MAC Spoofing va
Denial of Service dugc thdy ca trong mang c6 day. Hiéu bist v& céic dang
tdn cong s& gilip ngudi quan trj mang dua ra duoc nhimg quyé&t sdch diing
vé bao mat,

3 Céc cong ngh¢ bao mat

Yéu cdu ddu tién d6i v6i bao mat mang bao gém viing didu khién, dim
- bao bf mat cho ngudi diing, tinh todn ven clia dit lidu, va bio vé chong lai
céc kiéu tdn cong da bigt. DE hoan thanh céc yéu cdu trén, he théng mang
phai cung cdp céc cong nghe thye hién cdc chic ning sau (c6 thé 1a phin
citng hodc phdn mém),

* Xéc nhan (Authentication)

® Cho phép (Authorization)

* Sytin cay (Confidentiality)

¢ Toan ven dit lieu (Data Integrity)

* Khod quan 1y (Key management)

* Bao vé chéng céc t4n cong da bi€t nhu: MAC spoofing, man-in-the-

middle attacks,..,
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Dudi day 1a hiéu bi€t so luge vé céc chic nang trén.
4. Co cdu diéu khién truy cip (Access Control Framework)

Co céu didu khién truy cap gén ket thuc hi¢n ddy di 14t ci cdc dich vy
khdc. Dac td nguyén ban cia WEP khong bao gém co cdu cho viéc xé4c
nthan va cho phép, véi WAP, WAP2 va RSN, chuén nhém nhiem vu 802.11i
chi ra vi¢c sr dung 802.1x nhv co ciu x4c nhn vA cho phép.

5. Xac nhan

Xdc nhan s&é chuyén dén b x4c nhan mang nhitng x4c nhan déng tin
cdy tr cdc diém truy cap. Phuong phdp x4dc nhan dugce sir dung trong céc
mang ddy di phy thuéc nhidu thong sé nhw mang Ia mang doanh nghiép
hay mang céng cong va muc dich cla mang 1a phuc vu nhitng ai. Vi nhifng
Iy do nay, ban cdn phuong phap hé trg phuong phdp da x4c nhan. 802.1X sir
dung Extensible Authentication Protocol (EAP) 1am phuong phép h3 trg da
Xéc nhan.

6. Cho phép

Chic nang nay cho phép nhing khéi truy cap da duge xdc nhan truy
Cap vao thi nguyén mang dd dugc xdc nhan. Khi cdc tram lam viéc d3
dugc xdc nhan (mdy laptop ho#c c4c thanh phén mang), céng 802.1x coi
nhur né di duge cho quyén truy cap vao taj nguyén mang. Co ciu truy
nhap phitc tap nay c6 thé nhéan dwoc tir chic nang co s& clia VLAN trong
chuyén mach. ' -

7. Su tin c4n

Chiic ning ndy dinh dia chi nhiing thong tin trao déi kin gifta mot hoic
nhiéu khéi truyén théng. Chirc ning nay thue hién béi khung mi hos khong
day v6i thuat todn ma ho4 manh,

8. Toan ven dir liéu

Chiic nang ndy dam bio ring céc thong bdo nhan duge cdch dé cam nhan
su phd r6i trong khi dinh huéng t6i noi cin nhan. trong WEP, toan ven dif lieu
duoe thyc hién théng qua viéc slr dung Cyclic Redundancy Check (CRC)

9. Key Management

Khod quan 1y cho kha nang tu dong phét ra, truyén va sir dung trong hé
théng bio mat két néi truyén thong clia xdc nhan vi khod mi hod. Véi
WEP, 802.11 khong cung cip chiic nang ty dong key management. Trong
WEP, kho4 chia sé nhap bing tay nhéc lai cho dén khi thay d6i trén AP va
tdt ¢4 cdc tram lam viec déy siy dung nhiing AP nay. :
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- 10. Béo v¢ cho'ng tdn cong da biét |

Mot he thcing bio mat duge thist ke t6t s& bao vé chéng lai cdc kiéu tfn
cong di biét. 802.11i bao gém cdc logi béo vé chéng céc tan cong da biét
nhu' MAC spoofing vA man-in-the-middle attacks. Sy phan khéng ciia cdc
t4n cong ndy thuimg 13 ket qua cla két hop glﬂa Xxdc nhan, cho phép, do tin
cay va khod quén 1y.

Bﬁng?ls thgdamfnhchﬁyeucﬁaWEB,WPA WPA2 802.11i (RSN)

Blc tinh ] WEP WPA . WPA2 802.111 (RSN)
Access Control Khang 802.1x 802.1x 802.1x
Framawork . .

Authentication | Khdng EAP EAP EAP
Framework _
Encryption RC4 RC4 - | AES AES
Algorithm : o
Key size 40 bits ho#c 104 { 128 bits cho | 128 bits 128 bits
bits mé hoa va 64
. ¢ho xac nhan :
packet key Concatenation Mixing " | Khang cén Khéng cén
(méc néi) | Function (chirc | -
. nang trén) .
- Key management | Static B02.1x + TKIP | 802.1x+ 802.1x+CCMP
' o CCMP
Key lifetime 24 bit VI 48bitVl . | 48bit VI 48 bit VI
phwng phép xac Shared key Shared key, Shared key, Shared key, -
' ﬂhaﬂ S phuong phap | phuong phép | phuong phép co

o cd 58 EAP co sd EAP £0 EAP
Header Integrlty | Khéng Micheal Micheal CBC-MAC
Pre-' " { Khéng Khéng Khong co
Authentication _ : : _

[Roaming " | Giéi han Gi6i han Gi6i han cb

- Khi mang LAN ‘khong day tr& nén phé cap thi cdc gidi phdp bao m@t
mang lai cang quan trong. Thong qua viéc st dung mang riéng do (Virtual
Private Networks VPIS) béo mat cho mang WLAN 802.11a duge t6i da héa.

Mang rieng a0 hién’ nay di dugc sir dung rong rdi cho truy cap 1y xa,_
cdc VPN sit dyng nhii co ch& bao mat khic nhau, trong d6- chi tien k¢ _
thuat Bio mat Giao thitc Internet (Internet Procotol Security - IPSec) dang
1a co ch€ duge sir dung nhiéu nha’t d€ dim bao cho nhitng ngudi ding duge
* cdp quyén méi c6 thé truy cap vao mang va dir lieu khong. bj chan bét trén
duong truyén. Chi tieu k? thugt cla Intemet Protocol Secunty (B?Sec) do
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* IEEE 1394 thiét 1ap 12 co.ch€ bio mat duge sif dung nhiéu nh#t cho lwd . ¢
théng mang VPN. | o

T& hop ciia VPN va IPSec 12 gidi phép ly twdng cho cdc nhu cdu bdo
niat mang khong day hién nay. V6i gidi phép ndy viéc dat thong 56 k¥ thuat
cho céc diém truy cap khong day s& rft don gian cho céc truy clp md
khong diing m# héa vl céc kenh VPN di dam nhiém phdn bdo mat. Cic mdy
chit VPN lam nhiém vy x4c nhan v mi héa cho toan by mang WLAN.
Viéc sir dung chimg nhan k§ thuat s¢ cho phép xéc nhan quyén t6t hon va
ngay cd trong trudmg hgp truy cap khong dugc phép cling khong thé doc
hoic sit dung dugc céc giao ti€p trén mang.

Do c6 thé quan 1y 14p trung cc may chi VPN, phf quén 1y trén mbi ddu
mdy s& thdp. VA khong gidng nhu viée loc dia chi WEP va MAC, céc gidi
phip VPN c6 thé m& rong ra mét lugng rdt 16n ngudi sit dung. Hon nifa,
nhiéu 16 chic, doanh nghiép & trién khai VPN irén h¢ th6ng mang cha
‘minh. Ké&t qua 12 viec md rong céc gidi phdp ndy cho mang WLAN ciing dé
dang va kinh t€ hon.

Su khml__g"dén'g nhét trong giao thitc Wired Equivalent Privacy (WEP)I
‘44 can dudng mang LAN tham nhap vho céc cong ty. Hau hét cdc nhd quan
tri mang va ngudi ding cudi déu hiéu igi fch clia viéc bd di nhitng doan da

trong mang Ethernet nhung lai lo ngai vé vin dé bio mat. : :

7" WEP Encryption Sequence

|
N

wepyd|s |

L 'CRC32 Engine [
. - Hinh 7.36. Chudi m& hoé WEP

WLAN md toang mang va néu dimg trén khia canh bao mat thi WLAN
phai dugc d6i xi nhu a mQt mang truy cdp chit khong phai 1a mang néi bo
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thong thudng. Trong mang LAN, ngudi ding cong tac két néi qua mot bd
chuyén mach hay hub, va dugc xem nhu 12 ngudi ding tin cay. Ngudi quan
tri mang c6 thé ding hodac khéng ding mot giao thic dé dinh danh vi du
nhu 802.1X hay RADIUS.

Vo | ke

EOP over Ragius

Hinh 7.37. Céu truc 802.1x
Dé gidi quyét vén dé ndy v6i WLAN, hiep hoi IEEE 802.11 da thanh
lap nhém Task Group i dé xay dung ban nang cdp bao mat cho chuin

802.11. Nhém 802.11i dang dung chuin theo viéc dinh danh dya trén céng
802.1X cho ngudi diung va dinh danh thiét bi.

Authenication
Methods

Link Layers

Hinh 7.38. Co ché EAP

Cong nghé WiFi Protected Access (WPA) thay thé€ cho thuat todn bao
mat hién dang dugc sit dung nhiéu 1a Wired Equivalent Privacy (WEP), mot
phin clia chuén 802.11a, 802.11b va 802.11g hién nay. WEP da tr§ thanh
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rdo can cho vi¢c chdp nhan mang WiFi trén dién réng khi cdc chuyeén gia
bdo mat cho thdy tin tic v6i cong cy hi¢n dai ¢6 thé d& dang tham nhap
mang. WPA hé trg kha nang tinh hop 1¢ cha ngudi ding bing m4y chi
chuyén dung trong mang cong téc va vin di linh hoat 4 1am viec 16t trong
mang gia dinh va vin phdng nho. |

T8 chitc IEEE cling timg dua ra chuén 802.11i véi nhiing cai tién vé
bio mat. Nhung c6 1& chudn ndy s& khong dugc thiét 1ap trong mot hoic
nhiéu nam.16i vA diém y&u ciia 802.11i 12 ban phai nang cép c4 phén ciing.
V1 thé, hi¢p hoi WiFi Alliance (t6 chitc thuong mai ching thuc tinh twong
thich gilta cdc san phdm clia thinh vién) quyét dinh tham gia bing mot
cong nghe qud do c6 th€ hoat dong trén phdn cing hién c6.

WPA thyc chét 1a tap con trong c4c thanh phdn cia 802.11i. N6 dung
giao thic TKIP (Temporal Key Interchange Protocol) cong nghé mi héa an
toan hon so v6i RC4 cita WEP. Khi chudn bj xong, 802.11i s& két hop vdi
mot cong nghé mé héa dua trén phdn ciing manh mé hon nira c6 tén 13 AES
(Advanced Encryption Standrad).

Trong khi WPA di duge mot budc dai trong viec khic phuc nhitng thi€u
s6t clia WEP thl khong phdi 14t ca ngudi ding déu c6 thé tan dung dugc
WPA. Vi WPA c6 thé khong tuong thich v6i mét s6 thiét bi va hé diéu
hanh. Hon nita, khong phai moi ngudi ding déu c6 thé chia sé ciing mot co

s& ha tdng bio mat.
sﬁared-Key Authentication
Sequence

Stalion Accoss Point
mmm.wl

Frame{Authentication=Shared_key, Sequance=2, Status=Success, Cloar{Challenge Taxt)}

Frama{Authentication=Sharec key, Sequance=1, WWW Textl}

Frame{Authentication=Sharad-kay, Sequance=d, Status=Succesa)

Hinh 7.37. X4c nhén khoé chia sé ,

Diém han ch€ nita 1a TKIP/WPA s& 1am giam t6c do hé théng trir khi
mot h¢ théng WLAN ¢6 phdn ciing d€ ting 16¢ giao thic WPA. Ddi véi hdu
h&€t mang LAN hién nay, vin d8 bao mat va t6c d6 xir I¥ cha mang kh4
ngang bing nhau khoéng tinh sy ting t6c phin ciing tai diém truy cap.
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11, Céc cach dé tang cudng bdo mat mang khong day

Thay d8i mat khdu mic dinh d€ truy cap Access Point/Router. Thay d6i
SSID (Service Set ID) mac dinh cla Access Point/Router khong day do nha
san xudt d3 dat ra.

Kich hoat mic d6 cao nh4t clia ch& ¢0 m& h6a WEP ma Access Point
cho phép. Tuy cdn thi€u s6t nhung WEP-cdn cung cip bdo vé t6i thidu cho
ban. Chudn 802.11b va 802.11g hé trg ch€ d¢ ma héa cao nh4t 13 128bit,
chudn 802.11a 1a 152bit, cdn chufn 802.11b+ d&n 256bit. -

Tét ch€ d¢ “Ad-hoc”, hay ding ché’ d6 “Infrastructure™ d€ tdt ca cic
tram lam viéc khong day chi k&t n6i v6i nhau thong qua Access
Point/Router khong diy. Ch& do “Ad-hoc” cho phép cdc mang lam viéc
khong day két néi ngang hing v&i nhau, tin tic c6 thé loi dung dé xam nhap
vao moi trudng mang khéng day clia ban.

Thiét 1ap viéc xac thyc dia chi MAC thong qua danh sdch ngudi dung
duge phép truy cAp — Access Control List (ACL). Ban thi€t 1ap Access
Point/Router chi cho phép nhiing ram khong day c¢6 dia chi MAC ma ban
3 qui dinh méi duge quyén truy cap vio mang.

Tét ch€ d6 “BROADCAST” (quiang b4) tfn hiéu SSID cha Access
Point/Router khong day bdi vi tin tac c6 thé dé dang do ra tén SSID cha
Access Point/Router khong day bing cdc tién ich mién phi, hoic ngay ca
WindowsXP ciing tim dugc tén cia nhitng mang khéng day gin d6.

Néu ban cé dung dén SNMP (Simple Network Management Protocol)
trén Access Point, hdy déi cdc tén “commumty” mic dmh cua nha san
xudt, nhdm gay khé d& cho tin tic.

Thudng xuyén kiém tra khu vuc dé phéat hién nhing Access Point tréi
phép. D€ thyc hién ban c6 thé ding mot méy tinh xdch tay trang bi card
mang khong day va c¢é cai tién ich mi€n phi nhu Netstumbler (hodc sir dung
tién fch ca WindowsXP) di quanh khu vic d& tim céc thi&t bi hofic Access
Point n6i vio mang trdi phép.

Thi&t lap Access Point/Router khong day thudc mot “subnet’rieng va
thi€t lap “firewall” giifa “subnet” d6 va mang bén trong ciia ban.

Trién khai mang riéng 4o (VPN — Virtual Private Network) cho mang
khong day. Cong nghé niy cho phép ngudi ding trac ddi thong tin mot cich
an toan thong qua cdc VPN tunnel. Gidi phdp nay hoi phic tap vi cdn mot
mdy chit VPN, ' S

Dao tao ngudi ding ndi bd vé& nhilng rii ro bao mat cita mang khong
day va thi€t 1ap chinh sach bdo mat vé viéc sir dung mang khong day.
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Tai liéu tham khao
Muc lyc

188
189
190
191
193

195
198
139
189
200
201
201
203
204
207
209
214
220
220
221
221
221
224
224
224
228
229
235
235
236
239
247
254
2566

259



Chiu trdch nhiém xudt bdn : _
Chi tich HDQT kiém Téng Gidm déc NGO TRAN Al
Ph6 Téng Gidm d6c kiem Téng bien tap VO DUONG THUY

Bién tdp noi dung :
HOANG TRONG NGHIA
Trinh bay bia :

BUI QUANG TUAN
Swa bdn in ;
HOANG TRONG NGHIA
Ché bdn :

THU HIEN

MANG MAY TiNH
Ma s6 : 7B616M5 - DAI

[n 1.000 ban, khé 16 x 24cm, tai X{ nghiép In ACS Hai Phong.
S6 in : 881. S§ xudt ban : 167/8-05.

In xong va ndp luu chiéu thang 7 nam 2005,
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CONG TY CO PHAN SACH DAI HOC - DAY NGHE

HEVOBCO
25 HAN THUYEN - HA NOI

TIM DOC SACH THAM KHAO KY THUAT
CUA NHA XUAT BAN GIAO DUC

Dat ngap nuéc

Dong vit hoc ¢ xuong séng

Sinh thai hoc con trung

Co s0 hoa sinh

Tai nguyén nudc Viét Nam

Virut hoc

Vat ly ky thuat

Vat Iy siéu dan va ung dung

Dung cu bin dén va vi mach
Mang may tinh

Vo tuyén dién tu

Gizao trinh co hoc

Kinh t&€ moi truong

Tiéng Anh co ban cho sinh vién
khoa hoc tu nhién

Bo sach vé cong nghé sinh hoc

Tap mot : Sinh hoc phan ti - Co s
khoa hoc cua cong nghé sinh hoc
Tdp hai : Cong nghé sinh hoc té bao

Tdp ba : Cong nghé sinh hoc enzym
va protein (XB - 2006)

Tap bon : Cong nghé -.mh hoc di
truyén (XB ;

Tap nam : Cong nghé sinh hoc vi sinh
va cong nghé maéi truong (XB - 20

) Hung
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S. TS. Pham Van Ty

E)m;_, Hung
n Huy Sinh
"he

Ngac Van An

Ngac Van An

Bach Thanh Cong

PGS. TS. Hoang Xuan Co

Trin Thi Nga

rinh Lé

S ¢n Mong Hung
TS. Phan Tuidn Nghia

GS. TS. L¢ Dinh Luong

PGS. TS. Pham Van Ty




	MUC LUC



